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palavras-chave Distribuição de Chave Quântica, Variáveis Cont́ınuas, Oscilador Local ger-
ado localmente, prova de segurança

resumo Nesta dissertação é estudado um sistema de distribuição de chave quântica
com variáveis cont́ınuas (CV-QKD) com oscilador local gerado localmente
(LLO), utilizando modulação discreta e sem alteração aleatória da base de
medição. Num sistema LLO não é necessário o envio de impulsos de alta
intensidade multiplexados em polarização com os impulsos de sinal de baixa
intensidade. Esta técnica simplifica o sistema experimental e resolve alguns
problemas de segurança associados ao sistema de oscilador local co propa-
gante. Para a compensação da diferença de fase entre os lasers de sinal e
oscilador local foram enviados impulsos de referência, contendo informação
da fase instantânea do laser de sinal, multiplexados no tempo com os im-
pulsos de sinal modulados na fase.
Neste trabalho foram desenvolvidos vários blocos numéricos capazes de tes-
tar a performance de um sistema de CV-QKD com recurso a uma plataforma
de simulação em desenvolvimento no IT-Aveiro. São apresentados resulta-
dos referentes à caracterização do rúıdo de um detetor homodino, nomeada-
mente o rúıdo térmico e “shot noise”. Mais ainda, utilizando a plataforma
de simulação verificamos que a taxa de chave secreta expectável decresce
rapidamente com a distância. Em ambos os casos, os resultados da sim-
ulação seguem de perto os resultados teóricos expectáveis.
Foi implementado no laboratório um sistema LLO-CV-QKD e a sua per-
formance foi avaliada. Resultados de um sistema com laser único e laser
duplo são apresentados. Este sistema utilizava impulsos de sinal com um
número médio de fotões por śımbolo igual a 1. O esquema de compensação
de fase foi desenvolvido e descrito nesta tese. Resultados referentes à
caracterização de rúıdo do sistema de deteção utilizado são apresentados
neste documento, verificando-se que a região linear compreende-se entre
2× 106 ≤ 〈n〉 ≤ 4× 106 fotões/impulso.
O ritmo de geração de chave secreta contra ataques individuais e coletivos
do sistema experimental de CV-QKD foi avaliado. Ritmos positivos foram
observados contra ataques individuais no sistema de laser único, tanto para
um sistema de ligação direta como para um sistema com um canal quântico
de 10 km de fibra ótica, tendo valores de Kind = 0.14 bits/śımbolo e
Kind = 0.014 bits/śımbolo, respetivamente. Para o sistema de laser duplo
nenhum ritmo de geração de chave secreta positivo foi observado, verificou-
se que isto se deveu ao excesso de rúıdo introduzido pelos componentes
óticos deste último esquema.





keywords Quantum Key Distribution, Continuous Variables, Locally generated Local
Oscillator, security proof

abstract In this thesis a pilot-aided Locally generated Local Oscillator (LLO) Contin-
uous Variables Quantum Key Distribution (CV-QKD) system with discrete
modulation and without random basis switching at the detection stage is
studied. In a LLO system there is no need to send a high intensity reference
pulse, polarization multiplexed with the low intensity signal pulse. This
technique also simplifies the experimental setup and solves some security
risks linked to the co-propagating local oscillator scheme. To compensate
for the phase difference between the signal and local oscillator lasers, ref-
erence pulses, carrying only the signal laser current phase, were sent time-
multiplexed with the phase modulated signal pulses.
In this work multiple numerical blocks capable of testing the performance
of a CV-QKD system were developed with resort to a novel simulation
platform under development at IT-Aveiro. Results pertaining to the noise
characterization of a homodyne detector, namely thermal and shot noise,
are presented. Furthermore, utilizing the simulation platform we verified
how the expected secret key rate decreases rapidly with the transmission
distance. The results obtained from these simulations closely follow the
expected theoretical values.
A LLO-CV-QKD system was implemented in the laboratory and its perfor-
mance was evaluated. Results from both a single laser and double laser
setup are presented. This system utilized signal pulses with an average
photon number per symbol equal to 1. The phase difference compensation
scheme is developed and described in this document. Results pertaining
to the system’s noise characterization are presented in this document, the
linear region was determined to be between 2× 106 ≤ 〈n〉 ≤ 4× 106 pho-
tons/pulse.
The secret key generation rate against individual and collective attacks of
the experimental CV-QKD system was evaluated. Positive secure key rates
against individual attacks were obtained in both Back to Back and 10 km
optical fibre quantum channel schemes for the single laser setup, taking the
values of Kind = 0.14 bits/symbol and Kind = 0.014 bits/symbol, respec-
tively. For the double laser setup no positive secret key rate was obtained,
this was determined to be caused by the excess noise introduced by the
optical components in this later scheme.
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Chapter 1

Introduction

One of the main goals of cryptography is to allow secure communications between two
parties [2]. This could be accomplished by encoding the message to be transmitted in such
a way that it is unintelligible to anyone except for the legitimate receiver. Current crypto-
graphical methods have conditional security proofs, based mostly on the assumption of low
computational power available to possible eavesdroppers. This means that they may be bro-
ken and confidential information may be revealed to a hostile third party who has access
to higher computational power than expected. Moreover, classical cryptographic techniques
are vulnerable to intercept now decrypt later attacks, in which an eavesdropper can copy and
store all the information and later attempt to break the keys. Throughout this text three
different entities will be considered when examining the cryptographical problem: the two le-
gitimate participants, named here (according to convention) as Alice and Bob, and one illicit
eavesdropper, named Eve.

Public-key cryptographic protocols are currently the most widespread methods over the
internet, these include the RSA and ELGammal protocols [3, 4]. In these protocols, the user
generates a pair of cryptographic keys, one which is divulged publicly and another which is
kept private to the user. A message encrypted with the public key can only be efficiently de-
crypted with the corresponding private key. Moreover, even symmetric encryption protocols,
such as the AES, perform a step similar to the RSA protocol to generate the initial key [5].
These methods base their security on the high computational complexity of factoring the
product of two large primes. However, the ever increasing computational power available and
the looming advances of quantum computing (coupled with the known capabilities of Shor’s
algorithm [6]) make these protocols unsatisfactory in the long run.

There already exists one method of encryption that has been proven to be unconditionally
secure, called One Time Pad (OTP), also know as Vernam Cypher [7]. In this technique a
random key with the same length as the message is employed to encode the message and the
same key is used to decode it, this is presented in visual form in Figure 1.1 (adapted from [1]).
In these figures each pixel is treated as a bit, taking the value of 1 if the pixel is black and 0 if
the pixel is white. The message is summed pixel by pixel with the key following a modulo-2
addition in the form:

0⊕ 0 = 0, 0⊕ 1 = 1⊕ 0 = 1, 1⊕ 1 = 0. (1.1)

For the decoding process, the cyphertext is again summed pixel by pixel with the key, following
the same modulo-2 addition. If the key is random then the ciphertext is also random, thus,
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Figure 1.1: Visualization of message encoding and decoding using OTP [1].

as long as the key is kept secret and is never reused in whole or in part (multiple cyphertexts
generated with the same key can be added to recover some information, as is visualized in
Figure 1.2), it is impossible to break.

Figure 1.2: Multiple uses of the same key compromise the security of the protocol [1].

The amount of information exchanged via digital means increases rapidly year after year.
This ever increasing volume of information, coupled with the need to update the random key
for every message makes this protocol impractical. The cryptographical problem becomes one
of key generation and distribution, this is where Quantum Key Distribution (QKD) emerges
as a possible solution.

In the 1970s Stephen Wiesner suggested a method to make money unforgeable by using
properties of Quantum Mechanics [8]. This pioneer work gave rise to the field of Quantum
Information which is continuously expanding, much aided by the now very prolific field of
Quantum Cryptography, in which QKD inserts itself. First proposed in 1984 by Charles Ben-
net and Gilles Brassard in their seminal paper [9], QKD allows for the random key necessary
to the OTP protocol to be generated and transmitted between Alice and Bob through an
unsecure channel while allowing for possible tampering by Eve to be detected, relying on the
inability to measure a quantum system without fundamentally altering it for this detection[9].

Depending on the utilized coding basis, QKD is split into Discrete Variables Quantum Key
Distribution (DV-QKD) and Continuous Variables Quantum Key Distribution (CV-QKD),
the former using observables that admit discrete values, such as single photon polarization
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(as was the case with the protocol proposed by Bennet and Brassard), and the latter using
observables that admit continuous values, such as the quadratures of a low power coherent
optical field [10]. DV-QKD methods pose some difficulties in their practical implementa-
tion, namely the specialized material needed for single photon generation and detection. In
comparison, CV-QKD protocols may be implemented with telecom-grade material, greatly
reducing both the cost and the complexity of the necessary setups [10]. In both cases the
security is evaluated by estimation of the mutual information between Alice and Bob and of
the information Eve has on their shared quantum state, if the mutual information between
Alice and Bob is greater than the information available to Eve, the protocol is secure [11].

The first CV-QKD protocols were proposed in the 90s, utilizing discrete modulation of
coherent states [12] and squeezed states [13, 14]. One of the first field implementations of
CV-QKD was the SECOQC network [15], which consisted of a multiple point communication
network setup in Vienna in 2008, employing multiple techniques of QKD. As originally pro-
posed, CV-QKD required a high intensity reference pulse to be sent, polarization multiplexed,
alongside the low intensity signal pulse, to be used as the Local Oscillator (LO) in a coherent
detection technique. This co-propagating LO scheme is inconvenient, firstly because it poses
a possible security risk, since Eve might be able to mask her tampering with the signal pulses
by altering some property of the LO [16]. Secondly, polarization multiplexing and demulti-
plexing is a quite complex experimental operation, introducing considerable difficulties to the
implementation of the protocol.

To overcome this problem, in [17] and [18] locally generated LO methods were proposed,
where Bob extracts the LO from a laser local to his detection setup. The phase difference
between the two employed lasers is compensated by sending reference pulses time multiplexed
with the signals pulses, using the reference pulses to measure the phase difference between
the two lasers and subtracting this value from the phase measured on the signal pulses. These
techniques require functioning at a high enough repetition rate so that the phase drift between
the corresponding signal and reference pulses is negligible.

In [19] a locally generated LO technique in which the reference and signal pulses are
obtained from the same optical wavefront was presented. This new method entirely removes
the signal and reference pulses phase drift. This technique is implemented with a setup
comprised of beam-splitters and a delay line.

The initially proposed QKD protocols [9, 10] employed a level of randomness in the detec-
tion stage by having Bob randomly choose his measurement basis. A technique not requiring
random basis switching at the detection stage of the protocol was introduced in [20] and im-
plemented in [21]. This method simplifies even more the protocol, removing the necessity to
assure synchronization between the phase modulator used to switch the basis of measurement
and the incoming signal. Nowadays, this is the more commonly adopted technique in the
literature about CV-QKD.

For some time it was thought that CV-QKD would not ensure secure communications
through channels with transmission below 50% [10]. The reason behind this limit was that
Eve is able to implement a beam splitter attack, in which she replaces the lossy optical fibre
with a perfect one and an adapted beam splitter that mimics the channel losses. With channel
losses above 50% Eve would always have access to more information on Alice’s state than
Bob. This obstacle was resolved by using reverse instead of direct reconciliation in the error
correction stage of the CV-QKD protocol [22], in which Alice tries to guess Bob’s results and
correct her key accordingly rather than helping Bob correct his key. Reverse reconciliation
is more secure because it is harder for Eve to guess Bob’s noisy results (assuming Eve does
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not control the noise in Bob’s detection scheme, which is reasonable assumption) rather than
Alice’s modulated key.

While the first proposed CV-QKD protocols utilized discrete modulation of coherent
states, techniques utilizing Gaussian Modulation, known as Gaussian Modulated Coherent
States (GMCS), have been thoroughly studied, due to the fact that these allow an optimal
information rate [23]. However, this does not mean GMCS CV-QKD protocols are optimal,
because at a very low Signal to Noise Ratio (SNR), which is the case for long distance CV-
QKD, the reconciliation efficiency of discretely modulated variables is considerably greater
than that of Gaussian distributed random variables and thus this latter allows larger maxi-
mum achievable distances [24].

This document is divided into 6 chapters, the first being the current introduction and the
others are here summarized:

• Chapter 2 contains an introduction on the conceptual and mathematical formalisms of
quantum optics and information theory, both of which are necessary to the study of
CV-QKD techniques.

• Chapter 3 goes into some detail introducing Quantum Cryptography and evaluates the
security of the presented CV-QKD protocol against individual and collective attacks.

• Chapter 4 elaborates the efforts taken to simulate the CV-QKD system and compares
the obtained results with the expected theoretical ones.

• Chapter 5 includes a theoretical study of the proposed CV-QKD system, followed by
a detailed description of the assembled experimental setup and of the applied output
data processing technique. The security of the assembled CV-QKD system against
individual and collective attacks is evaluated. When possible, the experimental results
are compared with the theoretical expectation values.

• Chapter 6 summarizes the main results obtained and delineates future work.
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Chapter 2

Theoretical background

In this Chapter, concepts pertaining to quantum optics and information theory are intro-
duced and developed. In the interest of brevity, a step by step derivation of the quantization
of the electromagnetic field is not presented here. The topics presented in this Chapter will
be necessary for the evaluation of the security of the Continuous Variables Quantum Key
Distribution (CV-QKD) protocol presented in this work.

2.1 Quantum optics

2.1.1 Operators and quantum state representations

The Hamiltonian for electromagnetic radiation is similar to that of the quantum harmonic
oscillator, which can be defined, in the multi-modal case, as [25]:

Ĥ =
∑
k

p̂2
k

2m
+

1

2
mω2x̂2

k, (2.1)

where p̂k and x̂k are the momentum and position operators, respectively, which follow the
well known canonical commutation relations:

[x̂k, x̂j ] = 0, (2.2a)

[x̂k, p̂j ] = iδkj , (2.2b)

[p̂k, p̂j ] = 0. (2.2c)

This Hamiltonian can be rewritten at the expense of the annihilation and creation operators,
âk and â†k, respectively, which are defined from the position and momentum operators as:

âk =

√
mωk
2~

(
x̂k +

ip̂k
mωk

)
, (2.3)

â†k =

√
mωk
2~

(
x̂k −

ip̂k
mωk

)
. (2.4)

Inverting these relations and substituting in (2.1) yields:

Ĥ =
∑
k

~ωk
2

(
âkâ
†
k + â†kâk

)
. (2.5)
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The corresponding energy levels are

E =
∑
k

~ωk
2

(2nk + 1), (2.6)

where nk is the quanta of energy in mode k, which in the context of optics is the number
of photons. Since the annihilation and creation operators are defined from the position and
momentum operators, they attain similar commutation relations:

[âk, âj ] = 0, (2.7a)

[âk, â
†
j ] = δkj , (2.7b)

[â†k, â
†
j ] = 0. (2.7c)

We can also define the quadrature operators (defined here in shot noise units) from the
creation and annihilation operators as [26]:

X̂k = â†k + âk, (2.8)

Ŷk = i
(
â†k − âk

)
, (2.9)

whose commutation relations are:

[X̂k, X̂j ] = 0, (2.10a)

[X̂k, Ŷj ] = 2iδkj , (2.10b)

[Ŷk, Ŷj ] = 0. (2.10c)

These operators correspond to the observables that return real (in-phase) and imaginary
(in-quadrature) parts of the complex amplitude of the quantum optical state.

Number states are eigenstates of both the number operator N̂k = â†kâk and Hamiltonean
and are labelled by the exact number of photons in the state, nk → |nk〉. They constitute
a complete set of orthonormal states that are commonly used to expand other states. The
operation of the creation and annihilation operators on these states is given by [25]:

âk |nk〉 =
√
nk |nk − 1〉 , (2.11a)

â†k |nk〉 =
√
nk + 1 |nk + 1〉 . (2.11b)

Quantum states that may be written as a superposition of states of some complete set with
definite amplitude and phase of each contribution are named pure states [25]. On the other
hand, if one can only know that the state has a particular probability of being in certain pure
states, the state is called a mixed state. Mixed quantum states can be completely described
by their density matrix, usually defined as [25]:

ρ̂ =
∑
n

pn |ϕn〉 〈ϕn| , (2.12)

where pn are the probabilities associated to each pure state |ϕn〉. While the density matrix
formalism may be useful for dealing with simple quantum systems, for higher dimensional
systems it becomes preferable to work in phase space representation. This is done by working
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with the state’s quadrature operators instead of its density operator. For an N -mode system
we can group the quadrature operators in a vector r̂ in the form [24]:

r̂ = (r̂1, r̂2, ..., r̂N ) = (X̂1, Ŷ1, X̂2, Ŷ2, ..., X̂N , ŶN ). (2.13)

In phase space, there are two important statistical moments. The first moment is given
by the displacement vector d, defined as:

d = 〈r̂〉 =
〈(
X̂1, Ŷ1, X̂2, Ŷ2, ..., X̂N , ŶN

)〉
, (2.14)

that correspond to the expectation values of the quadrature operators for the state ρ. The
second moment is the covariance matrix γ, whose elements are defined as:

γkj =
1

2
〈{r̂k − dk, r̂j − dj}〉, (2.15)

with {, } denoting the anticommutator. This matrix carries information about the variances
of the state ρ and plays a very important role in the discussion of the entropy of quantum
states [27].

2.1.2 Coherent States

A coherent state is the quantum state whose properties more closely align with that of a
classical electromagnetic wave, having constant amplitude and fixed phase. Because of these
properties, they are of particular importance for applications in QKD. They can be defined
as the following linear superposition of number states [25]

|α〉 = e−
1
2
|α|2

+∞∑
n=0

αn√
n!
|n〉 , α = |α|eiθ ∈ C. (2.16)

Coherent states are right-eigenstates of the annihilation operator and left-eigenstates of the
creation operator:

â |α〉 = α |α〉 , (2.17)

〈α| â† = 〈α|α∗. (2.18)

The mean value and variance of the number of photons in a coherent state are easily computed
as:

〈n〉 = 〈α| N̂ |α〉 = α∗α = |α|2, (2.19)

(∆n)2 = 〈α| N̂2 |α〉 −
(
〈α| N̂ |α〉

)2
= |α|2 = 〈n〉 . (2.20)

In fact the photon number of coherent states follows a Poisson distribution:

P (n) = | 〈n|α〉 |2 =
e−n̄n̄n

n!
. (2.21)

This uncertainty on the number of photons of a coherent state is experimentally observed in
direct detection, where it is denoted as shot noise. Since the optical power is proportional to
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the number of photons, we will expect the power variance due to shot noise to be proportional
to the average power.

These states are normalized but are not orthogonal to each other, such that:

〈α|α〉 = 1, (2.22)

〈α|β〉 = e−
1
2(|α|2+|β2|)+α∗β. (2.23)

Despite being non-orthogonal, for high values of |α|2 and |β|2 (i.e. large mean photon number
in the state) 〈α|β〉 tends to 0 [28].

The mean values of the quadrature operators for a coherent state return the real and
imaginary parts of the complex number α:

X̄ = 〈α| X̂ |α〉 = 2Re(α), (2.24)

Ȳ = 〈α| Ŷ |α〉 = 2Im(α). (2.25)

Taking into account that α can be be defined in its polar form α = |α|eiθ, the mean quadrature
values can be rewritten as:

X̄ = 2|α| cos θ, (2.26)

Ȳ = 2|α| sin θ, (2.27)

where θ is the phase of the coherent state.
Given the definition of the quadrature operators in (2.8) and (2.9), the variance of the

quadratures of a coherent state is given as:

(∆X)2 = 1, (2.28)

(∆Y )2 = 1, (2.29)

this result is unitary because of the chosen definition for the quadrature operators. The
quadratures may be observed experimentally using coherent detection techniques, namely,
homodyne detection.

2.1.3 Gaussian states and operations

Gaussian states are a class of states that are completely described by the two moments
described in 2.1.1, the displacement and the covariance matrix [24].

Two sets of Gaussian states of particular importance for the present work are thermal
states and two-mode squeezed states. Thermal states are a single-mode Gaussian state char-
acterized by having a null displacement vector and a covariance matrix taking the form [27]:

γ =

[
ν 0
0 ν

]
, (2.30)

with ν being a function of the average photon number in the state in the form ν = 2n̄+1 [29].
Two-mode squeezed states are, as the name implies, two-mode Gaussian states, which are
also characterized by a null displacement vector and a covariance matrix taking the form

γ =

[
AI2 Bσz
Bσz AI2

]
, (2.31)
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where σZ =

[
1 0
0 −1

]
and A and B are constants [27].

Gaussian states are of particular importance for our use, given that they are experimentally
feasible and that all operations performed on these using linear optical elements (such as beam-
splitters) are described by Gaussian operations [27]. These operations maintain the Gaussian
nature of the state, and thus can be entirely characterized by its action on the displacement
vector d and the covariance matrix γ. Any Gaussian operation can be represented by a
symplectic operation Λ. The effect of a symplectic operation on the displacement vector and
the covariance matrix is given by [27]:

d′ = Λd, (2.32)

γ′ = ΛγΛT . (2.33)

One Gaussian operation of particular interest for us is the beam splitter operation of trans-
mittance T , which by nature makes a coherent combination of two modes, process that is
described by the symplectic transformation [26]

ΛBS =

[ √
T I2

√
1− T I2

−
√

1− T I2
√
T I2

]
. (2.34)

2.2 Information theory

The security of the key generated by the QKD system is evaluated through the mutual in-
formations between the intervening parties. Taking this in account it is necessary to introduce
basic concepts of information theory.

The uncertainty of a random variable X can be measured by its entropy, introduced by
Shannon as [30]:

H(X) = −
∑
x∈χ

p(X = x) log2 p(X = x), (2.35)

where χ is the alphabet of X and p(X = x) is the probability of each possible result x. The
base of the logarithm can be chosen in accordance with the units in which the measured
information is expressed, for our use information is measured in bits, so the chosen logarithm
base is 2. Considering now a second random variable Y on the alphabet Ψ, we can define the
joint entropy between the two variables:

H(X,Y ) = −
∑
x∈χ

∑
y∈Ψ

p(x, y) log2 p(x, y), (2.36)

where p(x, y) is the joint probability of x and y. The joint entropy measures the amount of
uncertainty of a set of random variables. We can also define the conditional entropy between
the two random variables:

H(Y |X) = −
∑
x∈χ

∑
y∈Ψ

p(x, y) log2 p(y|x), (2.37)

which describes the amount of uncertainty of the random variable Y remaining given the
result of another random variable X. Using Bayes’ rule we can write (2.36) as:

H(X,Y ) = H(X) +H(Y |X). (2.38)
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With these definitions we can now define the mutual information between the random vari-
ables X and Y :

I(X : Y ) = −
∑
x∈χ

∑
y∈Ψ

p(x, y) log2

p(x, y)

p(x)p(y)
= H(Y )−H(Y |X), (2.39)

which describes the amount of information about a random variable obtained from measuring
another random variable.

The nature of the quantum carriers and of the noise observed in QKD with Gaussian
Modulated Coherent States (GMCS) is such that the transmission system can be seen as an
Additive White Gaussian Noise Channel (AWGNC), where the output of the channel, Y , is
equal to the input, X (a gaussian variable with variance Σ2), scaled by a constant value c
and added with a white gaussian noise term with variance σ2, Z. Given that the noise is
independent from the channel input, we can rewrite the mutual information as [31]:

I(X : Y ) = H(Y )−H(Y = cX + Z|X) = H(Y )−H(Z|X)− cH(X|X) = H(Y )−H(Z),
(2.40)

note that p(x|x) = 1 ⇒ H(X|X) = 0. If the channel input, noise and output have a
continuous nature, the entropy (2.35) can be written as [31]:

h(X) = −
∫
x∈χ

p(x) log2 p(x)dx, (2.41)

through this definition, calculating the entropy of a normal distribution, φ(x) = 1√
2πσ

e−
(x−µ)2

2σ2

yields:

h(φ(x)) = −
∫ +∞

−∞
φ(x) log2 φ(x)dx =

1

2
log2(2πeσ2). (2.42)

With results (2.40) and (2.42) we can finally compute the classical mutual information be-
tween the random variables X and Y with transmission through a AWGNC with input signal
amplitude Σ2 and noise variance σ2:

I(X : Y ) =
1

2
log2

(
2πe(cΣ2 + σ2)

)
− 1

2
log2(2πeσ2) =

1

2
log2

(
1 +

cΣ2

σ2

)
=

1

2
log2 (1 + SNR) .

(2.43)
Since we are dealing with quantum states, it is necessary to also introduce a quantum

version of Shannon’s entropy. It may be shown that if the quantum states are orthogonal the
entropy is well described by the Shannon entropy [32]. However for non-orthogonal states it
is necessary to use another definition, introduced by von Neumann and given by [32]:

S(ρ) = tr (ρ log2 ρ) . (2.44)

The von Neumann joint and conditional entropy and mutual information of a composite
system XY represented by the density matrix ρXY are defined in a similar way to their
classical counterparts [32]:

S(X,Y ) = tr (ρXY log2 ρXY ) , (2.45)

S(X|Y ) = S(X,Y )− S(Y ), (2.46)

S(X : Y ) = S(X)− S(X|Y ). (2.47)
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In the study of QKD protocol presented in this work we will be delving into the entropy
of Gaussian states. Taking this into account, we are now interested in computing the von
Neumann entropy of a N-mode Gaussian state ρG, which may be acted upon by Gaussian
operators. In that case, we are thus interested in finding an alternative form of the state’s
covariance matrix such that its eigenvalues are invariant under a symplectic transformation,
uniquely characterizing the state. Given the covariance matrix γ of the state, there exists a
symplectic transformation, Λw, that takes it to the Williamson normal form, that is [27]:

γw = ΛwγΛTw = diag(µ1, µ1, µ2, µ2, ..., µN , µN ), (2.48)

where µk constitute a spectrum of N distinct eigenvalues dubbed symplectic eigenvalues,
these eigenvalues are invariant under any Gaussian operation [27]. Note that in general the
symplectic eigenvalues do not coincide with the eigenvalues of γ or any other general γS
obtained through a symplectic transformation other than Λw. Each submatrix

γkw =

[
µk 0
0 µk

]
, (2.49)

is characteristic of a thermal state with average photon number n̄k = (µk− 1)/2. A Gaussian
state is thus shown to be mappable to a product of N thermal states through a unitary
operation related to the symplectic transformation Λw [27]:

ρ′G = Û(Λw)ρGÛ
†(Λw) = ρ1

th ⊗ ρ2
th ⊗ ...⊗ ρNth. (2.50)

The entropy of the Gaussian state can then be obtained by the sum of the entropies of its
constituent thermal states:

S(ρG) =
N∑
k=1

S(ρkth). (2.51)

Knowing that the density operator of a thermal state k, given by [27]

ρkth =

+∞∑
n=0

n̄nk
(n̄k + 1)n+1

|n〉 〈n| , (2.52)

calculating its von Neumann entropy is straightforward:

S(ρkth) = −tr
(
ρkth log2 ρ

k
th

)
= −

+∞∑
n=0

n̄nk
(n̄k + 1)n+1

log2

n̄nk
(n̄k + 1)n+1

= − 1

n̄k + 1

+∞∑
n=0

[(
n̄k

n̄k + 1

)n(
n log2

(
n̄k

n̄k + 1

)
− log2(n̄k + 1)

)]
= (n̄k + 1) log2(n̄k + 1)− n̄k log2 n̄k.

(2.53)

Finally, we obtain the entropy for a N-mode Gaussian state:

S(ρG) =

N∑
k=1

[(n̄k + 1) log2(n̄k + 1)− n̄k log2 n̄k] . (2.54)

The main results to retain from the theoretical development presented in this Chapter
are the Coherent and Gaussian state formalisms presented in Sections 2.1.2 and 2.1.3 and the
mutual information expressions in (2.43) and (2.54), all of which will feature in the proof of
security presented in the following Chapter.
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Chapter 3

Quantum cryptography

In this Chapter a detailed study on the principles of Quantum Key Distribution (QKD) is
presented, along with a step by step description of the studied protocol. A detailed theoretical
examination of its security bounds against both individual Gaussian attacks and collective
attacks, followed by a method for estimating the secret key rate of an experimental Continuous
Variables Quantum Key Distribution (CV-QKD) system.

3.1 Quantum Key Distribution

Physical systems described by quantum models present certain peculiarities that are of
interest to us:

• Heisenberg’s uncertainty principle expresses the impossibility of measuring two comple-
mentary physical properties with arbitrary precision [25];

• The no-cloning theorem states that it is impossible to create a perfect copy of an arbi-
trary unknown quantum state [33].

QKD takes advantage of these properties to distribute a secret random key between the two
intervening parties while detecting the presence of possible eavesdroppers by their effect on
the noise in the system.

Two communication channels are employed, one dubbed the quantum channel, through
which the random key will be communicated, and the other consisting of a classical channel,
allowing for key reconciliation. After the secret key is shared, secure communications are
established over the classical channel with recourse to a symmetric encryption protocol. Eve
is assumed to have access to both channels, being limited by the quantum properties of the
objects shared through the quantum channel and by an authentication scheme in the classical
channel, which allows Alice and Bob to be assured their communications through this latter
channel are not being altered.

A typical QKD protocol is composed of the following steps:

1. Alice sends N quantum states to Bob through the quantum channel.

2. Alice and Bob then choose a random subset of m states, perform measurements on
these states and share their results through the authenticated public channel. These
results are used to evaluate the correlation between their quantum subsystems and
decide whether or not to proceed with the protocol.
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3. Alice and Bob measure the remaining n = N−m states and obtain a pair of raw keys An

and Bn, usually these are only partially correlated and necessitate further distillation.

4. By communicating through the authenticated public channel, Alice and Bob reconcile
their raw keys through error correction algorithms until they reach a common bit string
Un.

5. Alice and Bob now turn their agreed upon bit string of length n into a shorter, secure
key of length l < n, this step is called privacy amplification. This is done to erase any
information a possible eavesdropper might have accrued during the previous steps.

6. Finally, Alice and Bob use the resulting key to feed into the One Time Pad (OTP)
method and communications can proceed.

At step 2 of the protocol, Alice and Bob can be seen as sharing information about a
random bit string and at that step attempt to discover if Eve has intercepted information.
The decision is made by evaluating the mutual information between Alice and Bob, IBA, and
estimating that between Eve and Bob, IBE . The information Eve has on Bob’s setup can be
either classical or quantum in nature. Therefore it is necessary not only that Alice and Bob
share information on the random bit string, they need to share more information between
them than the information Eve has on Bob’s bit string. This is usually represented in terms
of key rate (bits/s):

K = (βIBA − IBE)frep, (3.1)

where β is the efficiency of the error correction codes and frep is the utilized repetition fre-
quency. To simplify comparisons, the results presented further in this work will be normalized
by the repetition frequency and will thus be presented in bits/symbol. This topic will be fur-
ther expanded in Section 3.3

As mentioned on Chapter 1, QKD protocols can be split into CV-QKD and Discrete
Variables Quantum Key Distribution (DV-QKD) depending on the utilized coding basis.
Protocols can be further split according to the method utilized for the preparation and shar-
ing of the quantum states: Prepare and Measure (P&M), where Alice prepares the states and
sends them to Bob, and Entanglement-Based (E-B), where an entangled pair is generated,
of which one is sent to Bob and the other to Alice. P&M protocols are by far the easiest to
implement, since they do not necessitate the generation of entangled pairs, but they are theo-
retically equivalent to E-B protocols [24]. Moreover, two equivalent P&M and E-B protocols
are equally secure, this is a helpful property because proving the security of a E-B protocol
is generally easier [24].

3.2 Continuous Variables Quantum Key Distribution

The aim of CV-QKD is to encode information in observables whose measurements give
continuous values, usually the quadratures of coherent states. This choice allows for measure-
ments to be made using standard telecom techniques instead of photon-counting ones. There
are two main families of CV-QKD protocols depending on the kind of quantum state used
for encoding:

• Coherent state based protocols.
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• Squeezed state based protocols.

Coherent states are considerably easier to generate practically, so these will be the ones
considered in this work. Furthermore, discrete modulation of the coherent states will be
employed.

3.2.1 Protocol description

The studied protocol follows the structure presented presented in 3.1, with the following
details:

1. Alice chooses randomly from a set of four coherent states |αk〉 = ||α|ei(2k+1)π
4 〉 , k =

0, 1, 2, 3, sending a total of N states. This constellation is equivalent to the classical
Quadrature Phase Shift Keying (QPSK) constellation.

2. Bob measures both quadratures of the received states and obtains two results Ii and Qi,
i ∈ 1, ..., N , corresponding to the in-phase and in-quadrature components, respectively,
of the i-th coherent state.

After these steps Alice and Bob resume from stage 2 of the structure presented in 3.1.

For the purpose of proving the security of this protocol, we follow [24] and assume that
P&M CV-QKD protocols employing Gaussian modulated states are equivalent to E-B pro-
tocols such that the initial pure bipartite shared by Alice and Bob is a two-mode squeezed
vacuum. However, since our protocol has discrete modulation we need to further find an
initial pure bipartite state whose covariance matrix is similar to the one associated with the
two-mode squeezed vacuum.

The discrete modulation protocol described above results in a density operator of the
form [24]:

ρ̂ =
1

4
(|α0〉 〈α0|+ |α1〉 〈α1|+ |α2〉 〈α2|+ |α3〉 〈α3|) . (3.2)

The first step consists of rewriting (3.2) as ρ̂ =
∑3

k=0 λk |φk〉 〈φk|, where [24]:

λ0,2 =
1

2
e−|α|

2 (
cosh |α|2 ± cos |α|2

)
, λ1,3 =

1

2
e−|α|

2 (
sinh |α|2 ± sin |α|2

)
, (3.3)

and

|φk〉 =
e−
|α|2
2

√
λk

∞∑
n=0

(−1)n
|α|4n+k√
(4n+ k)!

|4n+ k〉 . (3.4)

The action of the annihilation operator on these states is given by:

â |φk〉 = |α|

√
λk−1

λk
|φk−1〉 , â |φ0〉 = −|α|

√
λ3

λ0
|φ3〉 . (3.5)

We can now introduce a purification of the density operator ρ̂ [24]:

|Φ〉 =
3∑

k=0

√
λk |φk〉A |φk〉B , (3.6)

15



which can be rewritten as [24]:

|Φ〉 =
1

2
|ψk〉A |αk〉B , with |ψk〉 =

1

2

3∑
m=0

ei(1+2k)mπ
4 |φm〉 . (3.7)

In this last formulation it is easy to understand that to send the state |αk〉 to Bob, Alice
must measure |ψk〉. For the following mathematical analysis the formulation in (3.6) will be
considered. The subscripts A and B employed in (3.6) and (3.7) serve to identify the state
kept by Alice and the state sent to Bob. We may now compute the covariance matrix of the
bipartite state |Φ〉 by recalling the relations (2.13), (2.14) and (2.15). To simplify the process
we can begin by writing the quadrature vector explicitly and computing the displacement
vector for the state |Φ〉 [24].

r̂ =
(
X̂A, ŶA, X̂B, ŶB

)
, (3.8)

d = 〈Φ| r̂ |Φ〉 =

(
3∑

k=0

√
λk B〈φk|A〈φk|X̂A

3∑
k′=0

√
λk′ |φk′〉A |φk′〉B , ...

)
. (3.9)

Noting that the states |φ〉 are orthogonal to each other and that operators only act on their
mode. It can be shown that all the elements of d are null, this simplifies (2.15) to [26]

γkj =
1

2
〈r̂kr̂j + r̂j r̂k〉 . (3.10)

For calculating γkj , we will use the expected values

〈â†i â
†
j〉 = 〈âiâj〉 = δij 〈n〉

(
λ

3/2
3

λ
1/2
0

+
λ

3/2
0

λ
1/2
1

+
λ

3/2
1

λ
1/2
2

+
λ

3/2
2

λ
1/2
3

)
,

〈â†i â
†
i 〉 = 〈âiâi〉 = 0,

〈â†i âj〉 = 〈âiâ†j〉 = δij 〈n〉 .

(3.11)

Then γ11 is readily computed as:

γ11 = 〈Φ| X̂2
A |Φ〉 = 〈X̂2

A〉 = 〈â†Aâ
†
A〉+ 〈âAâA〉+ 〈1 + 2â†AâA〉 = 1 + 2 〈n〉 , (3.12)

Similar calculations can be made for the other elements of the diagonal of γ, yielding the
same result. Continuing the calculations, for γ12 we obtain:

γ12 =
1

2

〈
X̂AŶA + ŶAX̂A

〉
=
i

2

〈
2â†Aâ

†
A − 2âAâA

〉
= 0. (3.13)

As before, a similar calculation can be made for γ21, γ34 and γ43, all returning zero. Then:

γ31 = γ13 =
1

2

〈
X̂AX̂B + X̂BX̂A

〉
= 〈â†Aâ

†
B + â†AâB + âAâ

†
B + âAâB〉 ,

= 〈â†Aâ
†
B + âAâB〉 = 2 〈n〉

(
λ

3/2
3

λ
1/2
0

+
λ

3/2
0

λ
1/2
1

+
λ

3/2
1

λ
1/2
2

+
λ

3/2
2

λ
1/2
3

)
= Z,

(3.14)
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and a symmetric result for γ24 and γ42. For γ23 and γ32 we obtain:

γ23 = γ32 =
1

2

〈
ŶAX̂B + X̂BŶA

〉
= i
〈
â†Aâ

†
B − âAâB + â†AâB − âAâ

†
B

〉
= 0, (3.15)

Finally, for γ14 and γ41 we obtain:

γ14 =
1

2

〈
X̂AŶB + ŶBX̂A

〉
= i〈â†Aâ

†
B〉 − i〈âAâB〉 = 0. (3.16)

The covariance matrix can now be written [24]:

γ =

[
(1 + 2 〈n〉)I2 ZσZ

ZσZ (1 + 2 〈n〉)I2

]
, (3.17)

This covariance matrix should be understood as describing the quantum system at the out-
put of Alice’s setup, before transmission to Bob. Transmission through a noisy and lossy
channel can be modelled by introducing an extra mode to the system, containing the noise
contribution, N = 1 + Tε

1−T , this noise contribution is presented in shot noise units, where ε
is the excess noise added in the channel and the added 1 is the unavoidable vacuum noise
contribution. The excess noise ε may contain contributions from noise in Bob’s detector,
from intensity fluctuations in the employed lasers, from nonlinear effects in the optical fi-
bre, among others [26]. The full system with the unmixed noise mode is represented by the
following covariance matrix:

γN =

(1 + 2 〈n〉)I2 ZσZ 0
ZσZ (1 + 2 〈n〉)I2 0

0 0 NI2

 =

v z 0
z v 0
0 0 n

 . (3.18)

By applying a Beam Splitter (BS) with transmission T , equal to the transmission of the
channel, affecting the mode sent to Bob and the mode containing the noise contribution, the
BS matrix representing this action is:

ΛBSt = I2 ⊕ ΛBS =

I2 0 0

0
√
T I2

√
1− T I2

0 −
√

1− T I2
√
T I2

 =

I2 0 0
0 t r
0 −r t

 . (3.19)

Its application takes the form of the symplectic transformation:

γ′N = ΛBStγNΛTBSt =

 v tz −rz
tz t2v + r2n −trv + trn
−rz −trv + trn r2v + t2n

 , (3.20)

selecting Alice’s and Bob’s modes yields the final covariance matrix describing the states
shared by Alice and Bob, γAB [24]:

γAB =

[
(1 + 2 〈n〉)I2

√
TZσZ√

TZσZ (2T 〈n〉+ 1 + Tε)I2

]
=

[
γA γC
γC γB

]
. (3.21)

In a 2-mode system with an established correlation between them, a measurement made
on one mode will modify the other. Let us consider that the mode being measured is the one
in Bob’s possession. The impact of the measurement depends on the type of measurement
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made, that is, if only one or both quadratures are measured. Our proposed practical setup
uses double-homodyne detection, thus measuring both quadratures of the state. The effect
of measurement on Alice’s mode for the case of double-homodyne detection can be expressed
as follows [24]

γAB|B = γA − γC(γB + I2)−1γTC =

[
(1 + 2 〈n〉)−

T
2Z

2

T 〈n〉+ 1 + T
2 ε

]
I2. (3.22)

This theoretical formulation will be used in the following proofs of security.

3.3 Security bounds of CV-QKD

A QKD protocol is considered to be secure if it does not generate a non-secret key, more
precisely, it either returns a secret key or does not return a key at all. Thus, if a certain
transmitted key has a chance to be insecure, the QKD protocol will be aborted.

The security of a QKD generated key K, as introduced in [11], is characterized by its
distance to a perfect key, which is uniformly distributed and independent from the adversary’s
knowledge. This distance is evaluated by the probability that those two properties are not
observed by the generated key.

The security of QKD is a complex topic to tackle, given the difficulty of proving the
non-existence of an attack that breaks a protocol’s security. This topic is usually approached
by analysing various eavesdropping strategies and evaluating their effects on the key rate
referenced in (3.1). Information between Alice and Bob needs to be shared with current
existing technology, so their shared information is always classical and Shannon’s formalism
is enough to describe it. However, Eve has no such restriction, so the information she has on
Bob’s results needs to be described according to the quantum properties of the system.

Eavesdropping can follow various strategies, in this document we will concern ourselves
mostly with collective attacks. To explain collective attacks we need first to differentiate
between opaque and translucent eavesdropping [34]:

• Opaque eavesdropping - Eve intercepts the quantum carrier generated by Alice while
it’s on its way to Bob, performs her measurements on the quantum carrier and then
resends a state generated according to the outcome of her measurement.

• Translucent eavesdropping - Eve forces each quantum carrier to interact with a
probe state that she prepared and allows the quantum carrier to proceed to Bob in a
slightly modified state. Eve makes her measurements on probe states, being able to
postpone her measurements.

In this document we will explain and prove the security of our protocol against individual
Gaussian and collective attacks, both of which belong to the class of translucent eaves-
dropping.

In an individual Gaussian attack Eve uses an “entangling cloner”, which creates two
quantum-correlated copies of Alice’s quantum state [35]. Eve keeps one of the copies and
sends the other to Bob. Eve splits her quantum-correlated copies in two, squeezes the I
quadrature in one of the split copies and the Q quadrature in the other, measuring the
squeezed quadrature in both cases.
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In a collective attack Eve also utilizes an “entangling cloner” similarly to the individual
attack, but keeps her copies in a quantum memory until Alice and Bob perform all error-
correction and privacy amplification steps, at which point Eve performs the optimal measure-
ment on her probes in order to learn the maximal information on the final key. A collective
attack can be seen as an individual attack on which Eve postpones the measurement of her
quantum-correlated copies [36]. There are currently no proposed experimental implementa-
tions of a collective attack, but these have been shown to be asymptotically optimal [37], so
proving security against this type of attack proves the unconditional security of the protocol.

3.3.1 Security of the studied protocol

Recovering the relation in (3.1), we need to estimate both the mutual information between
Alice and Bob and the information Eve has on the final bit string. Recovering (2.43), that
describes the information shared through each channel of communication, considering that
in our double homodyne setup we effectively have two communication channels (one for each
measured quadrature) and substituting c = T

2 , Σ2 = 2 〈n〉 and σ2 = 1 + T
2 ε, the mutual

information between Alice and Bob is calculated as follows:

I(B : A) = 2
1

2
log2

(
1 +

T 〈n〉
1 + T

2 ε

)
= log2 (1 + SNR) , (3.23)

where SNR denotes the Signal-to-Noise Ratio. Note that this definition of SNR assumes a
Gaussian modulated signal, which is not the case for our discrete modulation scheme. We
choose to work with this definition for mutual information because it is much simpler than the
one for discrete modulation, moreover the effect of the usage of discrete instead of Gaussian
modulation can be included directly in β [24].

To evaluate the security of the generated key we determine if the secret key rate given
in (3.1) is positive. We now show how to estimate this mutual information for both individual
Gaussian attacks and collective attacks.

Security against individual Gaussian attacks

To estimate the mutual information between Bob and Eve we may use (2.43), yield-
ing (3.24) for the two communication channels [38]:

I(B : E) = log2

(
Var(B)

Var(B|E)

)
, (3.24)

where Var(B) is Bob’s measurement variance, given above as Var(B) = T 〈n〉+ 1 + T
2 ε, and

Var(B|E) is Bob’s remaining variance after the knowledge of Eve’s measurements. For an
individual Gaussian attack it can be shown that Eve’s minimum variance is given by [38]:

Var(B|E) =
2 〈n〉+ 1 + T + (1 + Tε− T )(2 〈n〉+ 1)

2T + 2(1 + Tε− T )(2 〈n〉+ 1)
(3.25)

Taking Var(B) and (3.25) and substituting into (3.24) results in the mutual information
between Eve and Bob estimated for the case of an individual Gaussian attack applied by Eve:

I(B : E) = log2

{
(2T 〈n〉+ 2 + Tε)[T + (1 + Tε− T )(2 〈n〉+ 1)]

2 〈n〉+ 1 + T + (1 + Tε− T )(2 〈n〉+ 1)

}
, (3.26)
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with the secret key rate, assuming an individual Gaussian attack, being obtained by substi-
tuting (3.23) and (3.26) into (3.1). The secret key rate is plotted, in function of both the
transmission distance and the number of photons per symbol for multiple levels of excess
noise, in Figure 3.1. From the Figure we see that the excess noise does not visibly affect the
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Figure 3.1: Secret key rate as function of transmission distance (a) for 〈n〉 = 0.125 and as a
function of the average number of photons per symbol (b) with d = 10 km for multiple levels of
excess noise, quantum efficiency η = 60%, reconciliation efficiency β = 80% and transmission
given by T = η10−0.02d (d is the transmission distance in kilometres), considering an individual
attack.

secret key rate in function of the transmission distance and only marginally alters the key rate
in function of the average number of photons per symbol. We can see in Figure 3.1a that the
secret key rate decreases linearly with the distance. Moreover, from Figure 3.1b we can also
see that the secret key rate increases rapidly from the limit 0 photons per symbol, due to the
increase of Bob’s recovered signal’s SNR, and decreases rapidly with an increasing number
of photons, due to the states becoming increasingly orthogonal to each other as expected
from (2.23).

Note that the individual Gaussian studied here attack belongs to a larger class of individ-
ual attacks, which include the both the intercept-resend and the beam splitter attack.
Individual Gaussian attacks have been show to be the most robust individual attack, thus
proving the security against this attack proves its security against all individual attacks [35].

Security against collective attacks

Considering that Eve performs a collective attack, the mutual information between Bob
and Eve on expression (3.1) should be given by the von Neumann entropy. This mutual
information is harder to estimate. Nevertheless it can be shown that if Eve performs a
collective attack in which she holds a purification of ρAB, S(B : E) is upper bounded by
S(B : A) [24], greatly simplifying our work. We can therefore estimate the key secret rate as:
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K = βI(A : B)− S(B : E) ≥ βI(A : B)− S(B : A) = β log2(1 + SNR)− S(AB) + S(AB|B)

= β log2(1 + SNR)−
2∑

k=1

[
(n̄ABk + 1) log2(n̄ABk + 1)− n̄ABk log2 n̄

AB
k

]
+ (n̄AB|B + 1) log2(n̄AB|B + 1)− n̄AB|B log2 n̄

AB|B,
(3.27)

where n̄ABk and n̄AB|B are obtained from the symplectic eigenvalues µ of (3.21) and (3.22)
through n̄ = (µ−1)/2. µAB|B coincides with the regular eigenvalues of the matrix, thus being
easily obtainable, while µABk are obtained using a symplectic invariant ∆ [24], given by:

∆ = det γA + det γB + 2 det γC , (3.28)

with which the symplectic eigenvalues are defined as:

µAB1 =

√
1

2

[
∆ +

√
∆2 − 4 det γAB

]
, µAB2 =

√
1

2

[
∆−

√
∆2 − 4 det γAB

]
. (3.29)

With these definitions we can now obtain the generated secret key rate, plotted here in
function of both the transmission distance and the number of photons per symbol for multiple
levels of excess noise (Figure 3.2). For the collective attack we see a much more perceptible
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Figure 3.2: Secret key rate as function of transmission distance (a) for 〈n〉 = 0.125 and as a
function of the average number of photons per symbol (b) with d = 10 km for multiple levels of
excess noise, quantum efficiency η = 60%, reconciliation efficiency β = 80% and transmission
given by T = η10−0.02d (d is the transmission distance in kilometres), considering a collective
attack.

effect of the excess noise on the secret key rate, both in function of the transmission distance
and in function of the number of photons. We can see in Figure 3.2a that, in comparison
to what is observed in the case of individual attacks, the secret key rate against collective
attacks decreases much faster. The secret key rate in function of the number of photon per
symbol is much tighter than was the case for the individual Gaussian attack.

3.3.2 Security of practical CV-QKD

Some considerations need to be made when approaching practical CV-QKD. The approach
taken so far in this Chapter assumed perfect knowledge of the transmission and excess noise
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parameters, which is not the case when it comes to practical implementations, in which case
these parameters need to be estimated. One more factor to take into consideration is the fact
that in the process of estimating these parameters a subset of the bits in the raw key will
have to be shared through an open channel, these will be revealed and thus must be discarded
from the generated key. We now explore the effect that these have on the secure key rate.

The effect of sharing a subset of the raw key can be easily included in the secure key
rate (3.1) as:

K =
n

N
(βIBA − IBE) , (3.30)

where N is the length of the raw key and n = N − k is the remaining key after the subset of
length k as been openly shared [24].

The fact that they use an estimate of the transmission and excess noise parameters is
trickier to take into account. We start by considering that the k shared couples of correlated
variables a and b, where a and b are the states generated by Alice and received by Bob,
respectively, are related by [24]:

b = ta+ z, (3.31)

which is a normal linear model parametrized by t =
√

T
2 and where z is the noise contribution

following a normal distribution with variance σ2 = 1 + T
2 ε. In (3.31) a is a Bernoulli random

variable taking the values ±
√

2 〈n〉. Studies show that (3.26) increases with an increasing
transmission and noise, (3.27) increases with a decreasing transmission and an increasing noise
and (3.23) decreases with a decreasing transmission and increasing noise [24]. It is clear that
we need to estimate both minimum and maximum values of t and the maximum value of σ2

in order to compute maximum values of (3.26) and (3.27) and the minimum value of (3.23).
Maximum-likelihood estimators t̂ and σ̂2 are well known for the normal linear model:

t̃ =

∑k
i=1 aibi∑k
i=1 a

2
i

, σ̃2 =
1

k

k∑
i=1

(bi − t̃ai)2, (3.32)

with t̃ and σ̃2 following the distributions:

t̃ ∼ N

(
t,

σ2∑k
i=1 a

2
i

)
,
kσ̃2

σ2
∼ χ2(k − 1), (3.33)

knowing this we can now compute:

tmin ≈ t̂− zε/2

√
σ̃2∑k
i=1 a

2
i

, tmax ≈ t̂+ zε/2

√
σ̃2∑k
i=1 a

2
i

and σ2
max ≈ σ̃2 + zε/2

σ̃2
√

2√
k
, (3.34)

where tmin and tmax are the minimum and maximum value of t, respectively, except with a
probability of ε/2, and σ2

max is the maximum value of σ2 except with a probability of ε/2. zε/2
is the 100

(
1− ε

2

)
th percentile of a standard normal distribution. Note that for high values of

k, the χ2(k − 1) distribution is nearly indistinguishable from a Gaussian distribution. Thus,
T should be substituted for 2t2min/max and 1 + T

2 ε for σ2
max in the relations (3.23), (3.26)

and (3.27).

In this Chapter we studied the presented CV-QKD protocol in depth and obtained the
theoretical security bounds of the protocol against both individual and collective attacks.
The results in this Chapter will be used to evaluate the security of both the simulated and
experimentally implemented CV-QKD systems presented in Chapters 4 and 5, respectively.
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Chapter 4

Simulation component

In this Chapter a simulation platform currently under development at IT-Aveiro is pre-
sented alongside some results. These results concern a shot noise characterization experiment
and a Continuous Variables Quantum Key Distribution (CV-QKD) setup, intending to recover
the secure key generation rate predicted theoretically. This Chapter begins by introducing
the simulation platform, clarifying some of its key aspects, describes the specific simulation
being carried out and ends by showing some results from the aforementioned simulations.

4.1 Simulation platform

The simulation platform under development, named LinkPlanner, intends to be a basis
for simulating point-to-point links, allowing for the performance of experimental setups to be
tested via simulation before being assembled in the laboratory. The platform is being coded
in C++ and consists of a multi person effort, in which the results presented in this report
insert themselves.

The simulations are composed of blocks and signals. Blocks are self contained sections of
code that either act on or generate signals, attempting to closely replicate physical components
(photodiodes, optical amplifiers, etc.) when applicable. Signals are vectors which simulate
either time sampled physical signals or logical sequences, allowing for interaction between
individual blocks. Signals can take multiple types, the ones of most interest to us are now
enumerated:

• Binary signals, used to contain the encoding basis to the signals or the decoding results;

• Real valued signals, used to model (among others) electrical signals, in either voltage
or amperage;

• Bandpass complex optical signals, simulating either single or double polarization optical
signals in bandpass representation.

For optical signals, with for example a wavelength of 1550 nm, a sampling rate of ∼
400 THz is necessary in order to avoid aliasing. This frequency is orders of magnitude above
the bit rate utilized in optical transmissions and would thus generate a large number of
unnecessary samples for each symbol. In order to avoid this we take advantage of the bandpass
representation of optical signals. Bandpass representation consists of down-converting the
signal from a high frequency fc to a base frequency. Thus, to sample an optical signal with
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bandwidth B = f2−f1, all that is necessary is a sampling frequency ωs ≥ 2B [39]. Figure 4.1
shows the effect of a down conversion on the spectral density of a sinusoidal signal. In the
down conversion process the negative frequency of the signal is eliminated while the positive
frequency is converted to baseband.

−fc f1 fc f2

|F(f)|2

f

(a)

f1 − fc f2 − fc

|F(f)|2

f

(b)

Figure 4.1: Visual representation of a down conversion operation. Spectral density (a) before
and after (b).

4.2 Simulated system

A block diagram for the simulated system is presented in Figure 4.2. This system is a
version of the setup studied in Section 5.1. Note that at this early stage the system does not
simulate laser phase drift, so a phase drift compensation scheme is not necessary. Barring
this, the entire signal generation and modulation stage is contained in the MQAM Transmitter
block.

Figure 4.2: Block diagram of the simulated system presented in this work.

The MQAM Transmitter block emulates the operation of an IQ modulator, an example
of one is presented as a block diagram in Figure 4.3. An IQ modulator takes in an optical
signal, splits it along two arms, amplitude modulates each arm independently, adds 90◦

phase to one of the amplitude modulated signals and sums the results. This allows for
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Figure 4.3: Block diagram of a real IQ modulator.

amplitude modulation of both the in-phase and in-quadrature components of the optical
signal. The MQAM Transmitter block attempts to replicate this behaviour. The block starts
by generating a binary sequence (which can either be deterministic or pseudo-random in
nature), and proceeds to encode an optical constellation based on the values of a bit string.
In the case of a two state constellation each value in the binary sequence is encoded into one of
the states, while for a four state constellation each state encodes a pair of binary values. The
horizontal and vertical axis values of each constellation point are then treated independently.
In Figure 4.4 we present a visual representation of a four state constellation mapping by the
MQAM Transmitter block.

Figure 4.4: Binary encoding of a 4 state constellation in the MQAM Transmitter block.

After this constellation mapping, the signals originating from both the vertical, Q, and
horizontal, I, axis values of the constellation are shaped in accordance with a user defined
pulse shape. Current available pulse shapes are Gaussian and Raised Cosine, being the latter
the one implemented for the results presented here using 16 samples per pulse. This pulse
shape is implemented through a Finite Impulse Response (FIR) filter, see Figure 4.5. Note
that there is no inter-symbol interference in the central points for each symbol. Finally, the
two signals are scaled according to the chosen output optical power and mapped onto the real
and imaginary parts of an optical bandpass signal, this optical bandpass signal is the final
output of the MQAM Transmitter block, taking the form:

MQAMout =

√
P

2
(I + iQ) , (4.1)

where P is the chosen optical power and I and Q are the real and imaginary part of the
complex optical signal.

The Local Oscillator block generates an amplitude and phase constant optical bandpass
signal. Contrastingly with the MQAM Transmitter, this block does not impart any pulse
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Figure 4.5: Effect of pulse shaper on a I or Q component.

shape on its output, thus replicating an unmodulated laser.
After, in Figure 4.2, the Signal and Local Oscillator are sent to a 90◦ Optical Hybrid

(Figure 4.6), which takes two optical bandpass signals, splitting both into two paths, adding
π
2 phase to one of LO’s path and mixes the resulting signals into 4 distinct outputs. The

Figure 4.6: Block diagram of a real 90◦ optical hybrid.

matrix representation for this operation is presented in (4.2).
Out1

Out2

Out3

Out4

 =
1

2


1 1
1 −1
1 i
1 −i

[In1

In2

]
. (4.2)

The following blocks in the simulator replicate a homodyne receiver, which can be seen in
Figure 4.7. The homodyne receiver block starts by converting the two Bandpass optical signal
inputs to real valued electrical current signals, simulating the action of two photodiodes. Each
optical signal’s power is calculated as the square of the complex modulus of its instantaneous
value at time ti (hereafter denoted by i). This value is taken as the mean optical power at
that point i, P̄ (i). At this stage shot noise is introduced in the system. The energy in each
time cell i of the simulation with mean optical power P̄ (i), given by:

E(i) = P̄ (i)∆t, (4.3)
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Figure 4.7: Block diagram of a real homodyne receiver.

where ∆t is the sampling period. The mean photon number is then given by:

n̄(i) =
P̄ (i)∆tλ

hc
. (4.4)

As stated in 2.1.2, the photon number n of coherent states follow a Poisson distribution with
mean n̄. It can be shown that the square root of a random variable with Poissonian distri-
bution is a normally distributed random variable with standard deviation 1/2 [40], therefore
the square root of the photon number can be modelled as:

√
n(i) =

√
P̄ (i)∆tλ

hc
+

1

2
x, (4.5)

where x is a normally distributed random variable with zero mean and unitary standard
deviation. This variable is the one responsible for the introduction of the shot noise into the
optical signal. The optical power of the time cell i with the shot noise can now be rewritten
as:

P (i) = P̄ (i) +

√
P̄ (i)hc

∆tλ
x+

hc

4∆tλ
x2. (4.6)

The resulting noisy signal is converted to an electrical current signal by multiplication with
the photodiode’s responsivity. The quantum efficiency of the detector, η, can be included in
the value of the responsivity, ρ = η e

hf , where e is the elemental charge, h is Planck’s constant
and f is optical frequency of the incident signal. A comparison between the generated current
with and without shot noise is presented in Figure 4.8.

The resulting electrical current signals are subtracted and this subtraction current is
fed through a block simulating the action of a Trans-Impedance Amplifier, amplifying the
current signal and converting it into a voltage signal. At this stage thermal noise is added
via summation of the amplified electrical voltage signal with a normally distributed random
variable with zero mean and standard deviation chosen in accordance with the desired level
of noise.

This noisy voltage signal is the final output of each homodyne receiver block. The outputs
of the two homodyne blocks give the in-phase and in-quadrature components of the light
signal. The sampler block takes one sample per bit period, choosing always the central point
for each symbol in order to avoid inter-symbol interference. This is done in order to simplify
data processing.

4.2.1 Simulation results

The simulation results presented ahead use the following parameters:
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Figure 4.8: Addition of shot noise in the Homodyne Receiver block, noisy signal (red) plotted
in conjunction with the noiseless one (blue). Thermal noise not added in this step.

Table 4.1: Simulation parameters utilized for the presented results.

Parameter Symbol Value

Detector Bandwidth B 30 GHz

Symbol Period T 533 ps

Optical Wavelength λ 1550 nm

Detector Responsivity ρ 1 A/W

Detector Gain g 106 V/A

Signal Optical Power PSi ∼ 51.26 nW

Local Oscillator Optical Power PLo 1 mW

Thermal Noise Spectral Density NTh 1.610 V2

The output constellation of the simulated system is presented in Figure 4.9, where the
output of both Sampler blocks, corresponding to the measured in-phase and in-quadrature
components of the optical signal, are plotted one in function of the other. The different states
(identified at emission) are presented in different colours to allow for easy identification. The
constellation is presented in Shot Noise Units (SNU), this conversion is accomplished by
dividing the results by:

SNU =

√
PLO

2
B
hc

λ
ρg, (4.7)

where c is the speed of light in a vacuum.
We start by presenting a noise variance characterization of the simulated homodyne re-

ceiver (see Figure 4.10). The simulation results were obtained by setting the output optical
power of the MQAM Transmitter block to 0 W and computing the variance of the output of
one of the Homodyne Receiver blocks for multiple power levels of the Local Oscillator between
-45 dBm and +5 dBm at intervals of 5 dBm. In Figure 4.10 the corresponding theoretical
predicted values are also included, obtained by computing (SNU)2 in function of PLO and
adding the thermal noise contribution to every value. The value of the chosen thermal noise
variance, also included in the plot, is the lower bound of the homodyne receiver variance.
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Figure 4.9: Constellation obtained at the simulation output.
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Figure 4.10: Theoretical (full line) and simulation (dots) results for noise characterization of
homodyne receiver. Thermal noise level presented as a dashed line.

It can be seen in Figure 4.10 that the simulation results closely follow the theoretical
expectation values for all the studied power levels. The linear, shot noise dominated stage of
the detector is seen to start at a Local Oscillator optical input power of -6 dBm. This linear
stage is expected, given the linearity of the simulated photodiode’s response. The optical
power is proportional to the number of photons in the light field and that, for coherent states,
the variance of the photon number is equal to the mean number of photons in the light
field (2.20).

For a further evaluation of the performance of the simulation platform, we attempt to
recover the theoretical results for key generation, for two chosen levels of excess noise, working
solely from the simulation output. An optical system with a Quadrature Phase Shift Keying
(QPSK) modulated signal at an optical power level corresponding to an average photon
number per pulse of 0.125, for the employed parameters, was simulated. Three different
levels of excess noise were used: 0.75%, 1% and of 1.5% of shot noise. The excess noise was
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set via addition of an extra contribution to the standard deviation of the thermal noise added
in the homodyne receiver (0.0075×SNU, 0.01 and 0.015×SNU respectively). The different
transmission levels were obtained by multiplying the output power of the MQAM Transmitter
block with the desired transmission level.

The secure key rate is obtained via the method presented in Section 3.3.1, assuming
collective attacks, using the technique presented in Section 3.3.2 to estimate the channel
parameters. The results obtained are presented in Figure 4.11. We see that in general the
simulation results closely follow the theoretical curve. We see a similar behaviour of the secret
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Figure 4.11: Theoretical (full line) and simulation (dots) results for secret key rate, reconcili-
ation efficiency set at β = 80% and transmission given by T = 10−0.02d (d is the transmission
distance in kilometres).

key rate to what was observed in Figure 3.2a, with a sharp decrease in secret key rate with
the transmission distance.

In this Chapter, the LinkPlanner simulation platform was introduced and the results
obtained with two different simulations were presented. The simulation results closely follow
the theoretical expectation values.
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Chapter 5

Experimental implementation

In this Chapter the various experimental results obtained in this work are presented.
Starting with a detailed theoretical analysis of the proposed practical setup, followed by an
in depth description of the experimental setup and the data processing methods that are
employed. The Chapter then moves on to a short description of a shot noise characteri-
zation experiment and results that were necessary for the study of the secure key rate of
the system. Finally, the performance of the assembled pilot-aided Locally generated Local
Oscillator (LLO) Continuous Variables Quantum Key Distribution (CV-QKD) system with
discrete modulation is evaluated.

5.1 Theoretical description of the experimental setup

A detailed diagram of the system studied is presented in Figure 5.1. The following math-
ematical treatment focuses on the most important steps, describing the signal during one
entire bit period (i.e. t ∈ [0, T [).

Figure 5.1: Diagram of the experimental setup.
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The signal laser, whose output can be modelled as in equation (5.1), is amplitude modu-
lated, resulting in the equation (5.2) [41]:

E1 = |ES |ei(ωSt+ξS(t)), (5.1)

E2 = p(t)E1, with p(t) =

{
1, 0 ≤ t < Tp

0, other
, (5.2)

where ωS is the optical angular frequency of the signal laser, ξS(t) is the instantaneous phase
noise value of the signal laser at the instant t and Tp is the pulse time and is assumed to take
a value below T

4 . Following Figure 5.1, the pulsed signal E2 is split along two arms of a 50/50
beam splitter, resulting the signals ES1 and ER1, one arm is phase modulated using and IQ
modulator and attenuated by a factor of Att, resulting in signal ES3. The ER1 field is delayed
by T

2 , resulting in signal ER2, in Figure 5.1. This action corresponds to the structure between
the signals E2 and ESR. The purpose of this delayed pulse is to allow for the compensation
of the phase difference between the two employed lasers, such that this pulse does not carry
any phase modulation. The two arms are combined in a 50/50 beam splitter, resulting in
signal ESR, presented explicitly in (5.3), where φIQ(t) and ξIQ(t) are the phase introduced
by the IQ modulator and its instantaneous phase noise, respectively. This signal is composed
of two time-multiplexed pulses of different amplitudes, one being phase modulated and the
other only carrying information on the properties of the signal laser. A visual representation
of this step is presented Figure 5.2.

ESR =
|ES |

2

[
p(t)

Att
ei(ωSt+φIQ(t)+ξS(t)+ξIQ(t)) + p

(
t− T

2

)
ei(ωS(t−T2 )+ξS(t−T2 ))

]
(5.3)

Figure 5.2: Time multiplexing of the optical signal, signal pulses are interspaced with reference
pulses carrying information on the initial phase of the signal laser.

At the receiver in Figure 5.1, the signal ESR is split by a 50/50 beam splitter, resulting
in signals ESR1 and ESR2. The local oscillator laser, named LO Laser in Figure 5.1, outputs
the signal EL presented in equation (5.4), where ωL is the optical angular frequency of the
local oscillator laser and ξL(t) is the instantaneous phase noise value of the local oscillator
laser at the instant t. The signal EL is fed into a 50/50 beam splitter, one of its outputs, ELI
is fed directly into a 50/50 beam splitter, where it is mixed with signal ESR1, while the other
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output, ELQ is first phase delayed by π
2 and is then mixed in another 50/50 beam splitter

with signal ESR2. This represents the optical hybrid described in Section 4.2.

EL(t) = |EL|ei(ωLt+ξL(t)) (5.4)

The outputs of the final two beam splitters are fed into photodiodes, whose generated pho-
tocurrents are subtracted, resulting in the subtraction currents [25]:

IP (t) =
|ES ||EL|

2

{
p(t)

Att
cos((ωS − ωL)t+ φIQ(t) + ξS(t) + ξIQ(t)− ξL(t))

+p

(
t− T

2

)
cos

(
(ωS − ωL)t+ ωS

T

2
+ ξS

(
t− T

2

)
− ξL(t)

)}
, (5.5)

IQ(t) =
|ES ||EL|

2

{
p(t)

Att
sin((ωS − ωL)t+ φIQ(t) + ξS(t) + ξIQ(t)− ξL(t))

+p

(
t− T

2

)
sin

(
(ωS − ωL)t+ ωS

T

2
+ ξS

(
t− T

2

)
− ξL(t)

)}
. (5.6)

Taking into consideration that the lasers utilized in this work presented highly accurate
central wavelength tuning capabilities and a very narrow linewidth, we can assume ωS−ωL ≈
0. In that case:

IP (t) =
|ES ||EL|

2

{
p(t)

Att
cos(φIQ(t) + ξS(t) + ξIQ(t)− ξL(t))

+p

(
t− T

2

)
cos

(
ωS
T

2
+ ξS

(
t− T

2

)
− ξL(t)

)}
, (5.7)

IQ(t) =
|ES ||EL|

2

{
p(t)

Att
sin((φIQ(t) + ξS(t) + ξIQ(t)− ξL(t))

+p

(
t− T

2

)
sin

(
ωS
T

2
+ ξS

(
t− T

2

)
− ξL(t)

)}
. (5.8)

After measurement we can build two different constellations, one pertaining to the signal
and the other to the reference pulses. For simplicity the constellations presented below are
normalized, but in reality their amplitudes will depend on the signal and local oscillator
optical power.

IQS = IP (t) + iIQ(t) = ei[φIQ(t)+ξS(t)+ξIQ(t)−ξL(t)], (5.9)

IQR = IP

(
t+

T

2

)
+ iIQ

(
t+

T

2

)
= ei[ωS

T
2

+ξS(t)−ξL(t+T
2 )]. (5.10)

To recover the original constellation we must subtract the argument of the reference
constellation from the the signal one, resulting in the following recovered constellation:

IQ = ei[φIQ(t)+ξIQ(t)−ξL(t)+ξL(t+T
2 )−ωS T2 ]. (5.11)

From the noise contributions in the phase of the recovered constellation, as long as the bit
period is kept low enough so that the phase fluctuation of the local oscillator laser within the
bit period is negligible, only the contribution of ωS

T
2 will have a major effect on the recovered

constellation. This manifests itself in a rotation of the whole constellation by some constant
angle, which can be estimated at the start of the communication and subsequently removed.
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5.2 Experimental setup

The main experimental setup used is presented in Figure 5.3.

I/Q Modulator

AWG

Alice

Bob

I QTs

Amplitude 
Modulator

Ts/2 delay

Coherent 
Receiver

ES(t)

ELO(t)

ES(t)

Quantum Channel

DSP

Figure 5.3: Diagram of the full experimental setup.

The setup contained two Yenista OSICS Band C/AG TLS lasers, tuned to a 1550 nm
wavelength. A JDSU dual drive Mach-Zehnder Modulator with a Picosecond 5865 RF driver,
employed at the output of one of the lasers and acting as an amplitude modulator, set the
repetition rate at 1 GHz with a pulse time of 125 ps. This amplitude modulated laser is dubbed
the Signal (SI) laser. The driving signal was generated by an Agilent Technologies BER
Tester. A 50/50 beam-splitter was employed at the output of the Mach-Zehnder Modulator,
one arm output is sent through an IQ Modulator while the other is sent through a fibre loop
with length chosen such that the two arms have a relative delay of roughly 500 ps. The
employed IQ Modulator was a u2t Photonics 32 GHz IQ Modulator with a SHF 807 RF
driver, the driving signal being generated by a Tektronix AWG70002A Arbitrary Waveform
Generator (AWG). A 15 dB attenuator followed by a Variable Optical Attenuator (VOA)
was set at the output of the IQ modulator to allow a fine tuning of the phase modulated
signal’s optical power to the desired level. The two arms created by the first beam-splitter
are combined by a 50/50 beam combiner. A fibre channel of ∼ 10 km was set between Alice’s
and Bob’s setup. The second Yenista OSICS Band C/AG TLS laser, from this point dubbed
the Local Oscillator (LO) laser, was sent through a VOA to a coherent receiver. A Picometrix
CR-100D 100G Integrated Balanced Receiver for Coherent Applications with a bandwidth
of 30 GHz was employed to perform double homodyne measurements, recovering both the
in-phase and in-quadrature components of the incoming light field. Note that the 90◦ optical
hybrid is integrated with the coherent receiver. The response of the receiver was recorded by
a Tektronix DPO77002SX-R3 oscilloscope, with an acquisition frequency of 100 GHz for a
period of 400 µs.

Some variations of the setup presented in Figure 5.3 were used, for example using one
laser instead of the two presented (adding a 50/50 beamsplitter before the Mach-Zehnder
Modulator to extract the local oscillator from the same source as the signal), dubbed single
laser setup, and removing the Quantum-Channel (connecting the signal generation setup
directly to the detection), dubbed back to back setup. With these changes, a total of 4 setups
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were implemented. The objective of these changes was to reduce complexity and allow for
easier identification and correction of possible errors in the experimental setup.

The driving signal implemented on the AWG was generated by a short Matlab code that
generated a Pseudo Random Bit Sequence (PRBS) with length 217 preceded by a deterministic
frame of length 32896 taking the form 1001110000(...). This tram is used help range the start
of the PRBS during data processing.

5.3 Output data processing

A Matlab algorithm was developed to allow for the post-processing of the recorded exper-
imental data. The code works as follows:

1. Loads the data into the Matlab workspace.

2. Generates a persistence figure isolating every information-reference pulse pair for easier
post-processing (see Figure 5.4a), with the reference and signal pulses being visible, in
the time ranges ∼ [0.1, 0.2]× 10−9 s and ∼ [0.7, 0.8]× 10−9 s respectively.
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Figure 5.4: Persistence of 1000 pairs of information and reference pulses before (a) and
after (b) low frequency noise removal.

3. Removes low frequency noise by computing the average voltage value on an area outside
the pulses for each persistence pair and subtracting that value from the full pair. The
effect of this noise removal is noticeable in Figure 5.4b, notice the noise amplitude in
the time range ∼ [0.3, 0.6]× 10−9 s.

4. Selects the points inside the pulses, the following steps are performed only on these
selected points.

5. Orthogonalizes the data by implementing a recursive Gram-Schmidt orthogonolazitation
algorithm, adapted from the method presented in [42]. The correlation rIQ between the
in-phase and in-quadrature points of the reference pulses is calculated, this correlation is
then used to weigh the amount of the in-phase contribution that is subtracted from the
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in-quadrature element for both the signal and reference pulses. For i ≥ 2 this algorithm
takes the form:

rIQ(i) = rIQ(i− 1) + p (Qr(i− 1)Ir(i− 1)− rIQ(i− 1))

Qro(i) = Qr(i)− rIQ(i)Ir(i)

Qso(i) = Qs(i)− rIQ(i)Is(i)

, (5.12)

with Ir/Is being the in-phase components of the reference/signal pulses, which are main-
tained, Qr/Qs are the initial in-quadrature components of the reference/signal pulses,
while Qro/Qso are the in-quadrature components of the of the reference/signal pulses
after removal of the in-phase contribution. For i = 1, rIQ was set at 0 and p is a small
number that we have chosen to be 10−3. The effect of this orthogonalization procedure
is presented graphically in Figure 5.5. This algorithm is applied on the reference pulses.

Figure 5.5: Visual representation of the employed axis orthogonalization.

Before this step the constellation consists of an ellipse with a small eccentricity, while
after application of the algorithm the constellation becomes a circle, removing the de-
tector imbalances. This algorithm is implemented only on the reference pulses because
of the extremely low Signal to Noise Ratio (SNR) of the signal pulses while working at
quantum levels. This algorithm has a short convergence time, rendering the first bits
(numbering roughly 104) unusable.

6. Removes the phase difference between the signal and local oscillator lasers, see Fig-
ure 5.6, where it is clear that the constellation presented in Figure 5.6a is a dragging
rotation of the constellation in Figure 5.6b. The compensation of the phase difference
between the signal and local oscillator is accomplished by measuring the phase of the
reference pulses in relation to the local oscillator, this phase difference is then subtracted
from the phase measured from the signal pulses. This is accomplished by multiplying
the signal constellation with the conjugate of the normalized reference constellation,
this is similar in practice to the step described in Section 5.1 to convert from (5.9)
to (5.11). It is visible that the constellation before the phase drift compensation is a
dragging rotation of the QPSK constellation obtained afterwards.

7. Ranges the start of the PRBS sequence via detection of the deterministic tram men-
tioned above.

8. Corrects rotations of the constellation via minimization of the error of the deterministic
tram. This rotation remaining after the phase difference removal is due to the contri-
bution of the ωS

T
2 factor in (5.11). Given the laser’s central frequency fluctuations, this

rotation should be compensated at regular intervals during transmission.
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(a) (b)

Figure 5.6: Signal constellation before (a) and after (b) phase difference compensation.

9. Converts the signal constellation to shot noise units, this step is further expanded in
Section 5.4.

10. Estimates the secret key rate obtained from the recovered bit string by applying the
method described in Section 3.3.2.

Figure 5.7 presents the recovered constellations for single and double laser setups at high
levels of signal power (∼200 photons per pulse on average). The expected output would
be a square four state constellation, while the observed results show a clear skew on the
recovered constellation. We conclude this is due to imbalances on the modulation stage, this
is the reason why this imbalance appears in both the single and double laser schemes. These
imbalances are to be expected and in classical communications they would be compensated by
applying an orthogonalization method on the data, this is not an option for our setup because
at quantum levels the signal to noise ratio is so low that such methods are not efficient.

(a) (b)

Figure 5.7: Final constellation for single (a) and double (b) laser setups.
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5.4 Characterization of the detector

As shown in Section 3.3, the security of the transmitted key is evaluated in function of
the system noise. With this in mind it is imperative that Bob makes a full characterization
of the noise introduced by his coherent receiver. Besides this, the detector characterization
allows for identification of the linear response range of the detector and determination of the
shot noise units conversion factor.

For these purposes, the setup presented in Figure 5.8 was implemented in the laboratory.
This setup is a very simplified version of the one presented in Figure 5.3. A single Yenista

Figure 5.8: Diagram of shot noise characterization setup.

OSICS Band C/AG TLS laser was used, tuned to 1550 nm. The Mach-Zehnder Modulator
was followed with a VOA to allow a study of the system response in function of the input
power. A 50/50 beam splitter was employed at the input of the coherent receiver in order
to monitor the input power with an Optical Power Meter (OPM). The vacuum port of the
integrated coherent receiver was cut off via a reverse mounted optical isolator. As before, the
response of the receiver was recorded by a Tektronix DPO77002SX-R3 oscilloscope, but now
with an acquisition frequency of 200 GHz and for a period of 10 µs.

A Matlab algorithm was written to allow the treatment of the recorded data, functioning
as follows:

1. Loads the data into the Matlab workspace.

2. Generates a persistence figure isolating every pulse for easier post-processing (see Fig-
ure 5.9a).

3. Computes the average value of the persistence and subtracts it from the persistence,
resulting in a persistence figure with only the noise (see Figures 5.9b and 5.9c).

4. The variance is determined out of the noise of all the points inside the pulse.

This method was adapted from a similar technique found in [43]. In Figure 5.9 it is clear
the effect of the removal of the average response, presented in Figure 5.9b, from the persistence
figure, presented in Figure 5.9a. In this process the impulses in the persistence figure, which
originate from imbalances in both the optical hybrid and the photodiodes’ response.

The variance thus calculated is presented in Figure 5.10a, as function of the average
number of photons per pulse 〈n〉, alongside two quadratic fits taking the form:

y = a0 + a1 〈n〉+ a2 〈n〉2 , (5.13)
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(a) Raw persistence figure.
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(b) Average response.

(c) Noise response.

Figure 5.9: Removal of the average response from the persistence figure.

with a0 representing the thermal noise contribution, a1 representing the shot noise contribu-
tion and a2 representing the laser power level fluctuation noise contribution. The values of
these coefficients in the two presented fits are:

a0 = 2.18× 10−5 V2,

a1 = 1.01× 10−11 V2,

a2 = 2.481× 10−18 V2,

(5.14)

for the I output of the coherent receiver and:

a0 = 2.67× 10−5 V2,

a1 = 9.68× 10−12 V2,

a2 = 5.22× 10−18 V2,

(5.15)

for the Q output of the coherent receiver. The mean photon number is computed from the
signal power PdBm (measured, as indicated in subscript, in dBm) via:

〈n〉 =
10

PdBm
10 Tpλ

1000hc
, (5.16)
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where Tp is the pulse time, defined as the full width at half maximum of the driving electrical
signal. Given the integrated nature of the receiver, this characterization is of the detector
and integrated optical hybrid.
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Figure 5.10: Shot noise characterization of the coherent receiver before (a) and after (b)
thermal noise equalization.

The two fitted curves are mainly separated by a constant value of 0.49× 10−5 V2, corre-
sponding to a different level of thermal noise, possibly from slight differences in the electrical
components used in the detectors. The values of a1 are only slightly different and the quadratic
contribution, scaled by a2, is not visible due to the high value of average number of photons
used. By removing this difference it becomes immediately apparent that the responses by
the coherent receiver in both quadratures are identical in almost the entire studied range of
signal power, as is seen in Figure 5.10b.

Defining the linear dominated stage as the photon number range in which the shot noise
contribution to the variance is greater than both the thermal noise contribution and the laser
power level fluctuation noise contribution, we get:

a1 〈n〉 > a0 ⇔ 〈n〉 >
a0

a1
> 2× 106,

a1 〈n〉 > a2 〈n〉2 ⇔ 〈n〉 <
a1

a2
< 4× 106.

(5.17)

Note that the linear dominated stage of our detector is extremely short. This indicates that
this is not an ideal receiver for QKD purposes.

The conversion to Shot Noise Units (SNU) is accomplished by dividing the acquired volt-
ages by the square root of the shot noise variance contribution for the utilized LO power, this
conversion factor can be written explicitly as:

SNU =
√
a1 〈n〉. (5.18)

Variances calculated in voltages can be converted to shot noise units by dividing them by
(SNU)2.
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5.5 Performance of CV-QKD setup

We progressively reduced the power of the signal pulses at the output of the IQ Modulator
while fine-tuning the power of the LO laser, maintaining the system in the linear noise stage
identified previously and minimizing the observed Bit Error Rate (BER), until reaching a SI
power of −59.9 dBm. This corresponds to light pulses with an average photon number per
pulse of 1 (value obtained by inverting (5.16) and setting 〈n〉 = 1). Due to uncompensated
imbalances in the IQ modulator and due to the high values of thermal noise of the coherent
receiver, it was not possible to go further in the reduction of the average photon number per
symbol at the transmitter output. Otherwise, the BER of the transmission would be at least
50%. The LO laser was set at 6.4 dBm, corresponding to 〈n〉 ≈ 4 × 106. The power of the
reference pulses was chosen as not to saturate the receiver with the previously set LO power,
as such it was not closely monitored. A single laser setup in back to back configuration was
tested at first, to verify if our receiver was able to discern such low power optical pulses.

Figure 5.11 shows a persistence of 1000 pulses with a SI laser power level of -59.9 dBm for
a single laser, back to back configuration. In comparison with Figure 5.4 it becomes imme-
diately apparent that the signal pulses are impossible to discern visually. The corresponding
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Figure 5.11: Persistence of 1000 pairs of information and reference pulses in single laser back
to back configuration with a SI and LO power of -59.9 dBm and 6.4 dBm, respectively.

recovered constellation is presented in 5.12, where the different states (identified at emission)
are presented in different colors to allow for easy identification. Four different state clouds are
clearly visible, despite having considerable overlap. By application of the method described
in Section 3.3.2, utilizing k = N

2 = 65536 and ε = 10−10 we obtain an estimation for the mini-
mum and maximum values of the transmission Tmin = 2t2min = 0.90 and Tmax = 2t2max = 0.98,
with an expected value of E[T ] = 0.95. The estimated maximum value of the excess noise was
obtained as εmax = 2(σ2

max− 1)/Tmin = 0.164 with and expected value of E[ε] = 0.155. Utiliz-
ing a reconciliation efficiency of β = 80%, these results correspond to a minimum secret key
rate of Kcoll = −0.12 bits/symbol against collective attacks and of Kind = 0.14 bits/symbol
against individual attacks.

The negative secret key rate in the case of collective attacks shows only that S(B : E) >
βI(B : A), in effect this means that no secure key is able to be recovered. The inability of
recovering a secure key against collective attacks is expected, given that the used number of
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Figure 5.12: Recovered constellation in single laser back to back setup with a SI and LO
power of -59.9 dBm and 6.4 dBm, respectively.

photons per symbol is outside the secure range shown in Figure 3.2, for all following results
a negative key rate is expected against collective attacks. Inputting the expected values of T
and ε into (3.23) and (3.26) yields a secret key rate of Kav

ind = 0.24 bits/symbol, taking into
account that the experimental key rate is computed utilizing worst case scenario estimations
for the transmission and excess noise in the channel, this theoretical value is close to the
obtained one.

Since these results correspond to a back to back setup, T = η10−0.02×0 = η, thus our
value for the channel transmission yields the detection system’s quantum efficiency. Given
the detector characterization obtained in Section 5.4, we would expect a contribution of the
thermal noise to the excess noise ε of 1/2 units of shot noise, which is over 3 times larger
than the observed value of total excess noise. We believe this disparity is due to errors in
the estimation of the average number of photons in the LO light field. Further studies are
necessary to understand this result.

Including a 10 km optical fibre in the experimental setup we added attenuation, which at
the extremely low power level we are working on is a considerable impairment. The effect of
the attenuation is seen by the increased overlap of the states visible in Figure 5.13, which is
apparent when compared with Figure 5.12. These experimental results yielded estimations
of the minimum and maximum values of the transmission Tmin = 0.39 and Tmax = 0.46
and a maximum excess noise value of εmax = 0.054, with corresponding expected values
of E[T ] = 0.42 and E[ε] = 0.016. These results correspond to a minimum secret key rate
of Kcoll = −0.076 bits/symbol against collective attacks and of Kind = 0.014 bits/symbol
against individual attacks.

Taking into account the determined quantum efficiency of detection, the transmission
distance of approximately 10 km and the extra 6 connectors employed in this setup (insertion
loss for optical fibre connectors are expected to be around 0.2 dB per connector) we would
expect a transmission of T = η × 10−0.02×10−0.02×6 ≈ 0.45, so our obtained transmission
is only slightly below the value that would be expected given only fibre attenuation and
insertion losses. A possible explanation for these excess losses in the system are losses from
macroscopic bending, this being due to the fact that the optical fibre was spooled. Again,
the excess noise is significantly bellow the expected value given the predicted thermal noise
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Figure 5.13: Recovered constellation in single laser setup with a 10 km fibre loop with a SI
and LO power of -59.9 dBm and 6.4 dBm, respectively.

contribution, being even lower than the level observed for the back to back setup, further
studies are necessary to understand these results. The expected value for the secret key rate
against individual attacks is Kav

ind ≈ 0.071 bits/symbol, which again is close to the obtained
experimental value.

After verifying that the system could function in a single laser setup, the dual laser system
was assembled and tested first in a back to back configuration utilizing the same LO power
level as the one used for the single laser setup. The recovered constellation in this setup is
presented in Figure 5.14.

Figure 5.14: Recovered constellation in dual laser back to back setup with a SI and LO power
of -59.9 dBm and 6.4 dBm, respectively.

Slightly lower values for transmission are observed for this setup, with an expected value of
E[T ] = 0.86 and minimum and maximum bounds of Tmin = 0.80 and Tmax = 0.93, but consid-
erably larger values for the excess noise, with and expected value of E[ε] = 2.09 and an upper
bound of εmax = 2.79. This great increase in excess noise is likely due to extra noise sources
from the usage of a second laser for detection. This large excess noise is responsible for the
corresponding negative secret key rate against individual attacks, Kind = −0.89 bits/symbol.
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As expected the secret key rate against collective attacks remains negative, Kcoll = −1.03.
Finally, a double laser setup with a 10 km transmission channel was assembled. The recov-

ered constellation in this setup is presented in Figure 5.15. Again, slightly lower transmission

Figure 5.15: Recovered constellation in dual laser setup with a 10 km fibre loop with a SI
and LO power of -59.9 dBm and 6.4 dBm, respectively.

values are observed for these results when compared to the single laser ones, with an expected
value of E[T ] = 0.31 and minimum and maximum bound of Tmin = 0.28 and Tmax = 0.34.
For the excess noise we obtained an expected value of E[ε] = 2.8196 and an upper bound
of εmax = 3.4330. Once more we have a negative secure key rate for both collective and
individual attacks, with the values Kcoll = −0.37 bits/symbol and Kind = −0.25 bits/symbol.

In this Chapter we introduced our assembled CV-QKD setup and presented multiple
experimental values obtained with it. We demonstrated the phase difference compensation
scheme and determined the linear noise stage of the detector. Our experimental CV-QKD
setup proved secure against individual attacks for the single laser scheme. For the double laser
no positive secret key rate was obtained, mainly due to the additional excess noise observed
in this scheme.
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Chapter 6

Conclusion

In this work a pilot-aided Locally generated Local Oscillator (LLO) Continuous Variables
Quantum Key Distribution (CV-QKD) system with discrete modulation was studied and
implemented in a laboratory environment. A novel simulation platform currently under de-
velopment at IT-Aveiro was also presented, alongside some results pertaining to a simulated
CV-QKD system. In order to address theoretical aspects of the proposed protocol, elements
of quantum optics and information theory were introduced.

A detailed theoretical description of the employed protocol was presented and the limits
on its security against individual and collective attacks were evaluated in terms of the esti-
mated secret key rate. Both theoretical and practical limits were studied, in the latter case
with recourse to a finite size analysis scheme. A theoretical description of the experimental
setup was presented, highlighting the phase difference compensation scheme, employed to
compensate for the usage of a LLO scheme.

The LinkPlanner simulation platform under development at IT-Aveiro was introduced,
with necessary details being expanded on. Simulation results pertaining to a noise char-
acterization experiment and to a CV-QKD transmission system were presented, with the
latter being evaluated in function of the transmission distance for three different noise levels.
The numerical results were compared to theoretical expected values and a good agreement
is observed between them. The simulation platform remains under development, with each
iteration attempting to become closer to experimental reality.

A comprehensive description of the experimental setup was presented, with the employed
data processing algorithm being described step-by-step. The phase difference compensation
scheme was demonstrated in the case of high signal laser power. Results pertaining to a
noise variance characterization experiment are presented, with the linear stage of the detec-
tor response being identified and the shot-noise units normalization factor obtained. The
performance of the CV-QKD setup is evaluated for a signal with an average number of pho-
tons per pulse of 〈n〉 = 1, for both single and double laser setups in a back to back scheme
and with a 10 km optical fibre loop quantum channel. The single laser setup returned a
positive key generation rate for both the back to back and 10 km optical fibre schemes, while
the double laser setup was not able to achieve this due to the considerably larger excess noise
values observed, when compared to the single laser results. Further work is needed to reduce
the extra noise observed in the double laser setup.

The imbalance in the recovered constellations, deemed to be due to uncompensated im-
balances in the modulation stage, will be resolved by adding a high intensity preamble to the
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quantum level sequence, this preamble will be encoded with a known bit string. The orthog-
onalization algorithm will be applied to the high intensity preamble and the correction will
then be applied to the quantum signal. Since this preamble passes through the modulation
stage, its imbalances will be corrected. With this, we expect to be able to work in a region
where the CV-QKD system is secure against collective attacks.
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