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Palavras Chave Fibra ótica, estat́ıstica dos fotões, mistura de quatro ondas, detetor de
fotões únicos, polarização, comunicação quântica.

Resumo Nesta tese começou-se por propor a realização de uma fonte de fotões
probabiĺıstica baseada no processo estimulado de mistura de quatro on-
das (FWM). Implementou-se essa fonte no laboratório e caracterizou-se
experimentalmente a sua distribuição estat́ıstica. Depois, estudou-se
experimentalmente o impacto do processo estimulado de FWM num
sinal quântico que se propaga na mesma fibra ótica. Por fim, foi
verificada experimentalmente a violação da desigualdade de Clauser-
Horne-Shimony-Holt (CHSH) usando pares de fotões entrelaçados, que
foram obtidos a partir do processo espontâneo de FWM num ciclo de
Sagnac.
Estudou-se a evolução da taxa de erro de bits quânticos (QBER) num
sistema sem controlo de polarização, quando este grau de liberdade é
usado para codificar a informação. Verificou-se que a QBER aumenta
com o comprimento da fibra de transmissão. Verificou-se ainda que o
aumento da QBER era devido às variações aleatórias da polarização
dos fotões. Derivou-se um modelo para a estimativa rigorosa da QBER
e desenvolveu-se um método automático de compensação das rotações
aleatórias da polarização. O método foi validado numericamente e ex-
perimentalmente, num sistema de transmissão com 40 km, verificando-
se que consegue compensar as rotações que os fotões sofrem durante
a sua propagação em fibras óticas.
Finalmente, implementou-se um protocolo de compromisso quântico
entre duas entidades não confiáveis. Na codificação foram usados dois
estados de polarização (SOPs) não ortogonais. Como canal quântico
entre as duas entidades foi primeiro considerado que o emissor e o re-
cetor se encontravam lado a lado, depois que estes estavam separados
por 8 km e finalmente que se encontravam a 16 km um do outro. A
implementação do protocolo foi feita com uma taxa de sucesso nas
medidas superior a 93%, muito acima do limite teórico ḿınimo de
85%. Implementou-se ainda a melhor estratégia para que o compro-
misso pudesse ser falseado, tendo sido confirmada experimentalmente
a sua segurança com uma confiança de 7 desvios padrão.





Keywords Optical fiber, photon statistics, four-wave mixing, single-photon detec-
tor, polarization, quantum communication.

Abstract This thesis begins by proposing the implementation of a probabilistic
photon source based on the stimulated four-wave mixing (FWM) pro-
cess. This source was implemented experimentally and characterized in
terms of its statistical distribution. Next, the impact of the stimulated
FWM process in a co-propagating quantum signal was studied experi-
mentally. Finally, the violation of Clauser-Horne-Shimony-Holt (CHSH)
inequality was experimentally verified using polarization-entangled pho-
ton pairs, which were obtained from the spontaneous FWM process in
a Sagnac loop.
The experimental evolution of the quantum-bit error rate (QBER) in
a system without control of polarization, using this degree of freedom
to encode information, was studied. It was found out that the QBER
increases with the length of the transmission fiber. It was also veri-
fied that the increase in the QBER was due to the random rotation
of photon’s polarization. A model for the rigorous estimation of the
QBER was derived and developed an automatic method to compen-
sate the random rotations of polarization. The method was validated
numerically and experimentally, in a transmission system with 40 km,
showing that it can compensate for the rotations that photons suffer
during propagation in optical fibers.
Finally, a quantum bit commitment (QBC) protocol between two un-
trusted entities was implemented. The encoding was performed using
two nonorthogonal states of polarization (SOPs). As quantum chan-
nel between the two entities, it was first assumed that the transmitter
and the receiver were side by side, and after that, they were sepa-
rated by 8 km and finally, that they were 16 km from each other. The
implementation of the protocol was performed with a success rate in
measurements exceeding 93%, well above the theoretical security limit
of 85%. The best strategy for deceiving the commitment was also im-
plemented, and its security experimentally confirmed with a confidence
of 7 standard deviations.





“O tempo dura bastante para aqueles que sabem aproveitá-lo.”

Leonardo Da Vinci





Aos meus pais.
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Chapter 1

Introduction

T
he Internet traffic is entering the zettabyte1 era, with 1.1 zettabytes of information

expected to be transmitted in 2016 [2]. This exponential growth, is mainly due

to society’s increasing dependence in telecommunication networks. Moreover, the

need for security is also increasing due to a growing number of services in banking [3],

cloud computing [4] or military [5], making this field one of the most relevant topics to

research. Security was identified as one of the strategic areas for European Union’s H2020

program, supporting projects in information and communication technologies [6].

Current cryptographic protocols like the Rivest-Shamir-Adleman (RSA) scheme [7]

are based on the low computational capacity to solve complex mathematical problems,

requiring a large number of bits to maintain security [8]. However, due to the increasing

capacity in the processing power and the apparent rise of quantum computers [9–14],

which are under research to become universal [15–20], the security of classical crypto-

graphic protocols can be compromised [21]. Within this scope, quantum cryptography

appears as a possible solution to provide an increased security for the future commu-

nication systems [22, 23]. One advantage of quantum cryptography, and in particular

of quantum key distribution (QKD), is allowing to refresh the key at a milliseconds

rate [24–26]. More important is the fact that its security is guaranteed by the laws

of quantum mechanics, being impossible to make copies of data encoded in a quantum

state [27, 28]. The detection of an eavesdropper is also possible since the act of measuring

a quantum state changes it, thus revealing his presence [22].

Despite the importance of QKD, quantum cryptography is part of a broader field

called quantum communication, which includes for example, quantum teleportation [29,

30], quantum computation [20, 31], quantum communication complexity [32, 33], quan-

1Eric Schmidt, former Google CEO, said at the Techonomy conference in Lake Tahoe, CA, in 2010,
that between the dawn of civilization and 2003 we created 5 exabytes of information, the same amount
that we have created since then every two days and which is increasing [1].
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tum super dense coding [34, 35], quantum error correction [36, 37] or quantum bit com-

mitment [38, 39]. Due to this broad range of research topics and applications, quantum

communications require the study and development of new and enabling technologies.

Ultimately, the aim is to develop solutions that will benefit people and help everyone

having higher privacy in communications or storage of information [3, 4, 40, 41].

1.1 Objectives

With this thesis we aim to develop new technologies for quantum communications

through the study of the generation, transmission and detection of single and entangled

photons. The work will be performed under the scope of the following objectives:

1. Study of alternative methods for the development of novel photon sources to be

used in quantum communication applications. We also intend to characterize the

statistics of the photon source.

2. Development of quantum communication systems with information encoded in pho-

tons’ polarization.

3. Implementation of quantum protocols using the developed quantum communication

systems.

1.2 Main Contributions

The main achievements reported in this thesis are detailed next:

1. We have implemented experimentally a probabilistic photon source generating few-

photons, which is based on the stimulated four-wave mixing (FWM) process in

optical fibers [42]. Then, we have characterized experimentally the source statis-

tics [43]. Thereafter, we have studied the impact of the stimulated FWM process

on a co-propagating coherent quantum signal in a wavelength-division multiplexed

(WDM) lightwave system [43]. Finally, we have implemented experimentally a

source of entangled-photon pairs based on the spontaneous FWM process [44]. Us-

ing this source, we verified experimentally the violation of Clauser-Horne-Shimony-

Holt (CHSH) inequality [44].

2. A theoretical model for the rigorous estimation of the quantum-bit error rate

(QBER) in polarization control schemes was derived [45]. A polarization control al-

gorithm was developed and then validated, both numerically and experimentally. It
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was found that the method allows an automatic and continuous control of random

rotations of photons polarization after transmission through optical fibers.

3. We have implemented experimentally a new quantum bit commitment (QBC) pro-

tocol in optical fibers using two nonorthogonal states of polarization [46]. The

encoding scheme used the polarization of photons. The protocol allows to establish

commitments between two parties which do not know or do not trust each other.

The optimal cheating strategy and the security of the protocol were also analyzed.

1.3 Scientific Output

The main achievements from the work resulted in the following publications.

1.3.1 Journal Papers

9. Álvaro J. Almeida, Nelson J. Muga, Nuno A. Silva, João M. Prata, Paulo S. André, and

Armando N. Pinto, “Continuous control of random polarization rotations for quantum

communications”, submitted to IEEE/OSA Journal of Lightwave Technology, Jan., 2016.

8. Álvaro J. Almeida, Aleksandar D. Stojanovic, Nikola Paunković, Ricardo Loura, Nel-

son J. Muga, Nuno A. Silva, Paulo Mateus, Paulo S. André, and Armando N. Pinto,

“Implementation of a two-state quantum bit commitment protocol in optical fibers”,

Journal of Optics, vol. 18, no. 1, p. 015202, Dec., 2015.

7. Lúıs P. Martins, Álvaro J. Almeida, Nuno A. Silva, Paulo S. André, and Armando N.

Pinto, “A different way to verify the violation of the WWZB inequality”, The European

Physical Journal D, vol. 68, no. 228, pp. 1–5, Aug., 2014.

6. Ricardo Loura, Álvaro J. Almeida, Paulo S. André, Armando N. Pinto, Paulo Mateus,

and Nikola Paunković, “Noise and measurement errors in a practical two-state quantum

bit commitment protocol”, Physical Review A, vol. 89, no. 5, p. 052336, May, 2014.

5. Armando N. Pinto, Nuno A. Silva, Álvaro J. Almeida, and Nelson J. Muga, “Using

quantum technologies to improve fiber optic communication systems”, IEEE Communi-

cations Magazine, vol. 8, no. 51, pp. 42–48, Aug., 2013.

4. Gil M. Fernandes, Álvaro J. Almeida, Manfred Niehus, and Armando N. Pinto, “The-

oretical analysis of multimodal four-wave mixing in optical microwires”, IEEE/OSA

Journal of Lightwave Technology, vol. 31, no. 2, pp. 195–202, Jan., 2013.

3. Lúıs P. Martins, Álvaro J. Almeida, Paulo S. André, and Armando N. Pinto, “Photon-

pair states and violation of CHSH inequality”, Microwave and Optical Technology Letters,

vol. 54, no. 11, pp. 2454–2461, Nov., 2012.
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2. Álvaro J. Almeida, Nuno A. Silva, Paulo S. André, and Armando N. Pinto, “Four-wave

mixing: Photon statistics and the impact on a co-propagating quantum signal”, Optics

Communications, vol. 285, no. 12, pp. 2956–2960, Jun., 2012.

1. Nuno A. Silva, Álvaro J. Almeida, and Armando N. Pinto, “Interference in a quantum

channel due to classical four-wave mixing in optical fibers”, IEEE Journal of Quantum

Electronics, vol. 48, no. 4, pp. 472–479, Apr., 2012.

1.3.2 National and International Conferences

27. Álvaro J. Almeida, Nuno A. Silva, Nelson J. Muga, Paulo S. André, and Armando

N. Pinto, “Determining the number of bits required for the estimation of the QBER in

quantum communication systems”, in Proc. of 10th Conference on Telecommunications

(CONFTELE), Aveiro, Portugal, Sep., 2015, pp. 1–4.

26. Álvaro J. Almeida, Bruno D. Tibúrcio, Nelson J. Muga, Nuno A. Silva, and Armando

N. Pinto, “Comunicações seguras usando a luz”, in Feira de Ciências “À DESCOBERTA

DA LUZ” IYL2015/Portugal, Viana do Castelo, Portugal, May, 2015.

25. Álvaro J. Almeida, Ricardo Loura, Paulo S. André, Armando N. Pinto, Paulo Mateus,

and Nikola Paunković, “Noise and measurement errors in a practical two-state quantum

bit commitment protocol in optical fibers”, in Conference on Quantum Cryptography

(QCRYPT), Paris, France, Sep., 2014, pp. 1–3.

24. Álvaro J. Almeida, Lúıs P. Martins, Paulo S. André, and Armando N. Pinto, “Verifica-

tion of the violation of WWZB inequality using Werner states”, in Proc. of International

Commission for Optics (ICO-23), Santiago de Compostela, Spain, Aug., 2014, pp. 1–6,

and Journal of Physics: Conference Series, vol. 605, no. 1, p. 012036, Apr., 2015.

23. Armando N. Pinto, Nuno A. Silva, Álvaro J. Almeida, and Nelson J. Muga, “Using

single photons to improve fiber optic communication systems”, in Proc. of SPIE 9286, 2nd

International Conference on Applications of Optics and Photonics (AOP2014), Aveiro,

Portugal, vol. 9286, May, 2014, p. 92861B.

22. Álvaro J. Almeida, Ricardo Loura, Nikola Paunković, Nuno A. Silva, Nelson J. Muga,

Paulo Mateus, Paulo S. André, and Armando N. Pinto, “A brief review on quantum bit

commitment”, in Proc. of SPIE 9286, 2nd International Conference on Applications of

Optics and Photonics (AOP2014), Aveiro, Portugal, vol. 9286, May, 2014, p. 92861C.

21. Álvaro J. Almeida, Nuno A. Silva, Nelson J. Muga, Paulo S. André, and Armando

N. Pinto, “Calculation of the number of bits required for the estimation of the bit error

ratio”, in Proc. of SPIE 9286, 2nd International Conference on Applications of Optics

and Photonics (AOP2014), Aveiro, Portugal, vol. 9286, May, 2014, p. 928607.
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wave system”, in Proc. of International Conference on Transparent Optical Networks

(ICTON), Coventry, England, Jul., 2012, pp. 1–4.

15. Álvaro J. Almeida, Nuno A. Silva, Paulo S. André, and Armando N. Pinto, “Exper-

imental characterization of the photon statistics of four-wave mixing photon source”, in

Proc. of European Conference on Networks and Optical Communications and Conference

on Optical Cabling and Infrastructure (NOC/OC&I), Vilanova i la Geltrú, Spain, Jun.,

2012, pp. 142-147.
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1.4 Outline

This thesis is divided in six chapters and is organized as follows:

• Chapter 2 presents the state-of-the-art of quantum communications under the scope of

the present work, along with the basic principles necessary to understand the physical

concepts in this thesis and the encoding and decoding principles.

• Chapter 3 describes the implementation of a few-photons source based on stimulated

FWM process and its photon number distribution. The impact of the FWM process on a

co-propagating quantum channel is also studied. The spontaneous FWM process is used

to generate entangled-photon pairs to verify the violation of CHSH inequality.

• Chapter 4 presents a method to control polarization of photons in real time through the

estimation of the QBER of the system. The theoretical model for the estimation of the

QBER is derived and the method is validated numerically and experimentally.

• Chapter 5 shows the implementation of a quantum bit commitment protocol using two

nonorthogonal states. The noise and measurement errors in its practical implementation

are evaluated and its security assessed. An experimental validation of the protocol is

presented.

• Chapter 6 summarizes the main results of this thesis and presents suggestions for future

work.

This thesis also includes a list of acronyms, a list of figures, a list of tables and a list of

symbols.
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Chapter 2

Quantum Communications

2.1 Introduction

I
n the late 1960s, Stephen Wiesner had the idea of using quantum mechanics to make bank

notes impossible to counterfeit1. He wrote his idea in a work called ‘Conjugate Coding’,

which he submitted to Institute of Electrical and Electronics Engineers (IEEE) Transactions

on Information Theory. However, the paper was rejected for publication, possibly because it

was not understood by the editors and reviewers at that time. This event came to confirm

that quantum mechanics was not yet comprehended by everyone. On the other side of the

story, Stephen Wiesner and Charles Bennett have been colleagues during their undergraduate

studies at Brandeis University, and even after following different paths, they kept in touch.

This allowed Bennett to know about Wiesner’s idea, which would be valuable for the future.

During the following years, Bennett mentioned the idea to some people, however never received

the right feedback from anyone [1].

The next significant event was when Charles Bennett met Gilles Brassard in a conference

in Puerto Rico, in 19792. Bennett saw in the conference program that a talk about relativized

cryptography was scheduled to be given by Brassard and thought he could be interested in

Wiesner’s ideas. And in fact, that is what happened! Fortunately, from that conversation

resulted a collaboration that would give rise to quantum cryptography [1].

During the following years the two exchanged several ideas, until in 1982 they published

the first paper where the term quantum cryptography was indeed introduced [2]. Moreover, this

paper triggered the publication of Wiesner’s ‘Conjugate Coding’, in 1983 [3]. An year after,

Bennett and Brassard proposed the very first quantum protocol for quantum key distribution

(QKD), which would become known as Bennett-Brassard 1984 (BB84) [4].

1On September 12th, 2012, in a phone conversation between Charles Bennett and Stephen Wiesner,
audible by all participants of QCRYPT - 2nd International Conference on Quantum Cryptography,
taking place in Singapore, Wiesner said that the first time he had the idea of making quantum bank
notes was in 1967.

220th Annual IEEE Symposium on the Foundations of Computer Science.
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Nevertheless, in the 1980s quantum cryptography did not receive any particular attention.

Then, in 1989 another breakthrough event for quantum cryptography took place, with the first

transmission of quantum information in a free-space link of 32.5 cm [5, 6]. In 1991 Artur Ekert

presented a different way of seeing quantum cryptography, making use of quantum correlations

usually known as quantum entanglement. That work gave rise to the first quantum protocol

for the use of entangled photons, nowadays known as Ekert 1991 (E91) [7].

Since those groundbreaking achievements for quantum cryptography, many quantum pro-

tocols have been proposed. In 1992, Bennett presented a simplification of BB84 protocol, by

establishing that only two nonorthogonal states would be enough to guarantee the security of

the transmission. This is probably the most simple protocol and it is known as Bennett 1992

(B92) [8]. In the next year, the first experimental demonstration of quantum cryptography in

optical fibers using polarized photons was accomplished [9] and the experimental and practical

limits determined [10]. A so-called 4+2 protocol, combining the advantages of BB84 and B92

protocols, was proposed in 1995 [11]. The BB84 protocol was also generalized to six states,

allowing higher noise in the system [12]. A solution to help in photon-number splitting (PNS)

attacks3 was presented in 2003, in a different type of protocol called decoy-state [14]. A protocol

similar to BB84, but more secure against PNS attacks, was proposed in 2004, being known as

Scarani-Aćın-Ribordy-Gisin 2004 (SARG04) [15]. With the development of increasingly robust

protocols, most of the security problems were solved. However, the detection system remained

vulnerable to attacks. To solve that problem, in 2012 a new protocol called Measurement-

Device-Independent (MDI) was proposed, which claims to avoid all types of attacks to the

detection system, being a major improvement for quantum cryptography [16].

In recent years, quantum bit commitment (QBC) is receiving a great interest, both theo-

retically and experimentally, mostly potentiated by an increasingly broader range of applica-

tions [17–21]. QBC is a fundamental primitive in cryptography with several applications, such

as coin flipping [22–25], secure voting [26, 27], oblivious transfer [28, 29] or zero-knowledge

proofs [30]. The notion of bit commitment was presented by Manuel Blum in 1981 [31] and the

concept of commitment formalized only in 1988 [32]. A QBC protocol claimed by the authors

to be unbreakable by both parties was proposed in 1993 [33]. However, a few years later a no-go

theorem proved that unconditionally secure QBC was impossible unless relativistic effects were

used [34, 35]. In order to evade the no-go theorem in [34, 35], a new classical bit commitment

protocol based on cryptographic constraints imposed by special relativity was proposed [36].

This protocol has the merit of being unconditionally secure against classical or quantum attacks.

Later, a QBC protocol using quantum and relativistic effects was proposed [37] and proven se-

cure both in the presence of loss [38] and in the presence of perfect devices [39]. The protocol

was recently implemented experimentally [40, 41]. Although not unconditionally secure, an ex-

3It is well known that many experimental implementations use non ideal single-photon sources. This
means that photons in the laser pulses are distributed in a probabilistic way and most of the pulses
contain no photons, some pulses contain one photon, and a few pulses contain two or more photons.
When the pulses contain more than one photon, an eavesdropper, usually called Eve, can split some of
them and transmit the remaining ones without introducing detectable errors. This strategy is known as
PNS attack [13].
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perimental demonstration of a practical QBC protocol using BB84 and whose security is based

on current technological limitations, was also presented [42]. The technological limitations con-

sidered are the lack of non-demolition measurements and long-term stable quantum memories.

A two-state version of the protocol was also proposed [43], addressing several constraints of a

practical implementation presented recently [44].

For the implementation of unconditionally secure quantum protocols, the use of single or

entangled photon sources is required [45, 46]. However, obtaining a true single-photon source is

not trivial and most of the experimental implementations use probabilistic approximations [47].

The most simple photon source is obtained with an attenuated laser [15]. The stimulated FWM

process was also used to obtain a probabilistic photon source [48–53] and the spontaneous FWM

process was employed to generate polarization-entangled photon pairs [54, 55] and heralded

photon sources [56, 57]. The process of parametric down-conversion (PDC) can also be used

in quantum communications, both to generate a heralded single photon source or even an

entangled photon source [58–61]. Quantum entanglement has also applications in the realization

of quantum repeaters [62, 63].

The capabilities of a quantum communication system are strongly related with the capability

of detecting photons. Current photon detectors are still far from ideal. However, there has been

an enormous progress in this field [46]. Nowadays, there are several types of detectors, which

have been used in many experimental demonstrations of quantum communication, like Single-

Photon Avalanche Detectors (SPADs) [64], Superconducting Nanowire Single-Photon Detectors

(SNSPDs) [65] or a recently developed Negative Feedback Avalanche Diode (NFAD) [66].

With the theoretical and the experimental knowledge from building and implementing quan-

tum protocols along the years, research moved to the development of quantum networks. In

early 2000s, the Defense Advanced Research Projects Agency (DARPA) started to work in the

world’s first quantum network [67]. Between 2003 and 2008, a number of European institutions

have worked in a large quantum communication project named Secure Communication based on

Quantum Cryptography (SECOQC). In the framework of this project, a quantum network was

established in Vienna [68]. China also developed a quantum network that was demonstrated

in 2009 [69]. The SwissQuantum network was implemented in Geneva between 2009 and 2011,

proving the reliability of the quantum layer over a long period of time [70]. In 2010, several in-

stitutions from Japan and Europe tested a QKD network in Tokyo [71]. In 2016, China expects

to launch a hack-proof 2000 km quantum communication network from Beijing to Shanghai [72].

Quantum communication using point-to-point fiber links is limited to only a few hundred

kilometers due to attenuation [73–75]. Free-space links in the ground also suffer from limitations

due to Earth’s curvature and atmospheric attenuation and turbulence [76]. Through the use of

quantum repeaters, it may be possible to extend considerably these limits, however at the cost

of high complexity, at least for now [62, 77, 78]. Studies with the goal of space quantum com-

munications started almost 20 years ago and promise to make possible to reach much broader

distance ranges [79–86]. A fully operational satellite QKD system was demonstrated recently,

using BB84 protocol [87]. Quantum teleportation of a photonic qubit over 100 km of optical
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Álvaro Almeida Chapter 2. Quantum Communications

fiber was also achieved, confirming the feasibility of long-distance quantum communication [88].

The first satellite carrying an entangled photon source is scheduled to be launched in 2016 [89].

Apart from all theoretical and experimental developments, the field of quantum communi-

cations includes several technologies which have reached the commercial level, such as SPADs,

SNSPDs, QKD systems, quantum random number generators (QNRGs) or even preliminary

quantum computers [90].

2.2 Basics of Quantum Information

After a brief resume of the state-of-the-art of quantum communications, in this section, we

present some of the basic elements necessary to understand the principles behind its security.

Then, we introduce the key elements for quantum communication systems, namely some quan-

tum protocols, the source of photons, the encoding scheme, the quantum channel and finally

the decoding scheme.

2.2.1 The Qubit

The basic unit in classical information theory is called bit. Analogously, the basic unit in

quantum information is the quantum bit, or qubit [91]. In the quantum-mechanical view, a

qubit can be represented as a two-level system with two states, |0〉 and |1〉, in the same way as

the classical bit can assume two values, ‘0’ or ‘1’. The two states must form an orthogonal basis

in the two-dimensional Hilbert space given by {|0〉, |1〉}. However, contrary to the classical bit,

the qubit can be found in a superposition of the two basis states as,

|ψ〉 = a0|0〉+ a1|1〉 with |a0|2 + |a1|2 = 1, (2.1)

where a0 and a1 are, in general, complex numbers and |a0|2 and |a1|2 are the probabilities of

finding the qubit in state |0〉 and |1〉, respectively [92]. For the particular case of a0 and a1 being

real numbers, the qubit can be visualized as a unit vector on the plane, as shown in Fig. 2.1.

For a single qubit with an arbitrary state, like the one described by Eq. (2.1), it is not possible

to determine with a single measurement both coefficients, a0 and a1, with 100% certainty.

However, if we perform a measurement in the computational basis of the qubit, there are two

possible measurement outcomes, |0〉 and |1〉, which are obtained with a certain probability [92],

P (0) = |a0|2 and P (1) = |a1|2. (2.2)

Regarding qubits measurement, there are several rules which need to be considered, namely [92]:

1. For any qubit preparation there exists a basis in the qubit’s Hilbert space which allows

to obtain measurement results with a probability of unity,
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⟩|1

⟩|0
𝑎𝑎0

𝑎𝑎1
⟩|𝜓𝜓

Figure 2.1: Representation of a qubit as a unit vector on the plane.

2. The result of a single measurement on an arbitrary state of unknown preparation is

random,

3. It is impossible to determine the preparation basis for an arbitrary and unknown single

qubit.

2.2.2 Encoding Qubits in Polarization

In principle, a qubit can be encoded in any degree of freedom of the photon [47]. In this

work, the encoding was performed in the polarization of single photons, whose qubit states can

be mapped to horizontal |H〉 and vertical |V 〉 polarizations as,

|0〉 −→ |H〉, (2.3a)

|1〉 −→ |V 〉. (2.3b)

There are, however, other states of polarization (SOPs) which can be used to represent the

qubit, such as:

|0〉 −→ |−45〉 =
1√
2

[
|H〉 − |V 〉

]
(2.4a)

|1〉 −→ |+45〉 =
1√
2

[
|H〉+ |V 〉

]
. (2.4b)

2.2.3 The Heisenberg Uncertainty Principle

The Heisenberg Uncertainty Principle [93] is probably the best known result of quantum

mechanics and a criterion of security for quantum cryptography. The principle prohibits the

measurement of a quantum state using two bases simultaneously. Thus, if we cannot know the

result of the simultaneous measurement with two bases, we say that they do not commute. In

this case, considering that SA and SB are two noncommuting states, if we first measure SA and
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then SB, the measurement of the last will not be performed with certainty. Therefore, if we

have a given number of identical quantum states, |ψ〉, then measure SA on some states and SB

in others, the standard deviation of the results SA (∆SA) times the standard deviation of the

results SB (∆SB) satisfy the inequality,

∆SA∆SB ≥
|〈ψ|[SA, SB]|ψ〉|

2
, (2.5)

where [SA, SB] = SASB − SBSA is the commutator of SA and SB [92]. From this result, we

can conclude that an eavesdropper trying to learn a quantum state needs to choose only a

measurement basis and if its choice is not compatible with those of Alice (the sender) and Bob

(the receiver), it will introduce disturbance and unveil itself. Next, we will exemplify particular

examples of this principle.

In order to encode or decode information, Alice and Bob can use two nonorthogonal bases.

One basis is called rectilinear and is defined as + = {|H〉, |V 〉}. The other basis is called

diagonal and is defined as × = {|−45〉, |+ 45〉}. Now, let us assume that Alice uses the

rectilinear basis to encode a bit in the state |H〉 and Bob performs the measurement using the

diagonal basis. In this case, the probability for him to obtain |+45〉 is given by

|〈H|+45〉|2 = |〈H| 1√
2
(|H〉+ |V 〉)|2 = 1

2 |〈H|H〉+ 〈H|V 〉|2 =
1

2
. (2.6)

The probability to obtain |−45〉 is given by

|〈H|−45〉|2 = |〈H| 1√
2
(|H〉 − |V 〉)|2 = 1

2 |〈H|H〉 − 〈H|V 〉|
2 =

1

2
. (2.7)

Since Heisenberg’s Uncertainty Principle forbids the measurement in two bases simultaneously,

if the measurement basis is different from the preparation basis the result is random and presents

equal probabilities. From the results of Eqs. (2.6) and (2.7) it is straightforward to conclude

that

|〈+45|H〉|2 = |〈−45|H〉|2 = |〈V |+45〉|2 = |〈V |−45〉|2 = |〈+45|V 〉|2 = |〈−45|V 〉|2 =
1

2
. (2.8)

If Alice and Bob use the same basis, then the result of the measurement is deterministic

according to

〈H|H〉 = 〈V |V 〉 = 〈−45|−45〉 = 〈+45|+45〉 = 1, (2.9)

or

〈H|V 〉 = 〈V |H〉 = 〈−45|+45〉 = 〈+45|−45〉 = 0. (2.10)

Moreover, security also comes from the fact that in quantum mechanics the act of measuring

the state of a qubit changes it, collapsing it from its superposition of |0〉 and |1〉 to a specific

state [92].
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2.2.4 The No-Cloning Theorem

The no-cloning theorem is one of the pillars for security in quantum cryptography, which

states that it is not possible to create a perfect copy of a single qubit [94]. A simple proof of

the theorem can be shown as follows. By definition, an ideal quantum-cloning machine (QCM)

would be able to copy a qubit, |ψ〉, arbitrarily prepared, to another blank qubit, |b〉, without

changing or destroying the initial qubit, as shown in Fig. 2.2.

QCM 

|𝜓  

|𝑏  

|𝜓  

|𝜓  

Figure 2.2: Diagram of a QCM.

Following this figure, the process of cloning a quantum state can be written as [95]

|ψ〉|b〉 =⇒ |ψ〉|ψ〉. (2.11)

If we consider that the input state |ψ〉 = |V 〉, then we have that

|V 〉|b〉 =⇒ |V 〉|V 〉, (2.12)

which means that a copy was created successfully and the machine works perfectly. Moreover,

if we use for example the superposition state given by Eq. (2.4b) as initial state, we have

|+45〉|b〉 =
1√
2

[
|H〉+ |V 〉

]
|b〉 =⇒ 1√

2

[
|H〉+ |V 〉

] 1√
2

[
|H〉+ |V 〉

]
=

1

2

[
|H〉|H〉+ |H〉|V 〉+ |V 〉|H〉+ |V 〉|V 〉

]
, (2.13)

which is different from the state that would be expected from a perfect QCM, given by,

|+45〉|b〉 =⇒ |+45〉|+45〉. (2.14)

The difference between the results of Eqs. (2.13) and (2.14) clearly demonstrates the impossi-

bility to make perfect copies from arbitrary input quantum states. However, nothing prohibits

making approximate copies of a quantum state with optimal fidelity, or perfect copies with the

largest probability [96]. Since an eavesdropper cannot perform perfect copies of a quantum

state, the protocol implemented between Alice and Bob should guarantee that the fidelity of

Eve’s copies do not gives her more information than what Alice and Bob can share [92].
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2.2.5 Entanglement

The concept of entanglement is one of the most interesting in quantum mechanics, not

having, however, an equivalent in the classical world [45]. Two particles are called entangled if

their wave function cannot be separated, i.e., if they are in a superposition state such as,

|ψ〉 =
1√
2

[
|H〉|H〉+ |V 〉|V 〉

]
. (2.15)

Therefore, any measurement performed on the state of one particle would change the other, no

matter how far they are separated [45].

Note that entanglement is not restricted to two-particle systems and can be seen as a funda-

mental property of many-particle systems. Up to now, multi-particle entangled states having 14

qubits [97] and eight-photon entangled systems [98] were already observed. These achievements

pave the way to the realization of quantum computers [99, 100], quantum simulations [101, 102]

and many other tasks in quantum communication [45].

2.3 Quantum Protocols Based on Polarization En-

coding

In this section, we present the quantum protocols which served as a basis for this work. The

first one to be described is the BB84 protocol, which was also the first discrete-variable coding

protocol to be proposed [4]. Then, we present the B92 protocol [8]. This protocol uses only

two nonorthogonal states, but at the same time is less secure than BB84. Finally, we describe

a two-state QBC protocol, which can give increased security to people which do not know or

do not trust each other [43]. In the description of the three protocols we consider that bits are

encoded in the polarization of photons.

In Fig. 2.3 we show the most general scheme of a quantum communications system. Alice

shares a quantum channel with Bob. Eve might want to eavesdrop the quantum channel to gain

access to the secret information. However, her presence can be revealed since she causes errors

when measuring the quantum information. The public channel is used to perform classical

operations which do not share any secret data.

2.3.1 The BB84 Protocol

The BB84 protocol is by far the most known and the most implemented protocol in quan-

tum cryptography [4]. Not only because it was the first to be proposed but also due to the

trade-off between experimental complexity and security, this makes it ideal for real-world im-

plementations. This protocol has been well studied during the years, being also the basis for

many other protocols [47].

A schematic diagram of this protocol is shown in Fig. 2.4.
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Quantum Channel 
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Eve 
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Figure 2.3: General scheme of a quantum communication system.
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Figure 2.4: General scheme of BB84 protocol using polarization encoding.

The protocol works as follows:

1. Alice generates a random sequence of bits, with ‘0’s and ‘1’s;

2. Then, she randomly generates the basis to encode each bit;

a) The bases can be the rectilinear, represented by + = {|H〉, |V 〉} or the diagonal,

represented by× = {|−45〉, |+45〉};

3. Photons are transmitted through the quantum channel;
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4. Bob chooses, also randomly, the measurement bases and records the bits and the bases

used;

5. After all qubits are transmitted, a public discussion is performed in order to determine

the secret key;

6. Bob publicly says which bases he used to measure the qubits received;

7. Alice confirms which bases correspond to the ones she used to encode the bits;

8. Bob randomly reveals some of the qubits received;

9. Alice confirms which ones are correct in order to estimate the channel QBER and to

apply an error correction procedure,

10. Finally, after privacy amplification, the secret key is obtained from the non-revealed

qubits.

The unconditional security of the BB84 protocol was already proven in many papers, using

different arguments [103–111].

2.3.2 The B92 Protocol

The B92 protocol was proposed as a simplification of BB84. With this protocol, Bennett

showed that it is possible to achieve security in encryption using only two quantum states, as

long as they are nonorthogonal [8].

A schematic diagram of the functioning of this protocol is shown in Fig. 2.5.

The protocol’s description is the following:

1. Alice generates a random sequence of bits, with ‘0’s and ‘1’s;

2. Then, she randomly generates the basis to encode each bit;

a) The bases can be the rectilinear, represented by + = {|H〉, |V 〉} or the diagonal,

represented by× = {|−45〉, |+45〉};

3. Photons are transmitted through the quantum channel;

4. Bob chooses, also randomly, the measurement bases and records the bits received;

5. Bob tells Alice which basis he have used for each measurement in a public discussion;

6. Alice confirms which bases are correct;

7. Alice and Bob keep the results from the conclusive measurements and discard the rest;

a) These are the results that will be used to obtain the secret key;
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Figure 2.5: General scheme of B92 protocol using polarization encoding.

8. Bob and Alice test the key by revealing some qubits randomly in order to check their

parity,

9. Finally, they obtain the secret key from the non-revealed qubits.

Since this protocol uses only two states, e.g. |H〉 and |+45〉, the establishment of the secret

key is based on conclusive measurements. The possible measurement results for the two states,

when Bob uses + and × bases are shown in Fig. 2.6.

ALICE BOB 

Case Polarization Basis Result Conclusive ? 

1. NO 

2. NO 

3. YES 

4. NO 

5. YES 

6. NO 

Figure 2.6: Detection scheme in B92 quantum protocol based on polarization encoding.

From this figure we can see that Bob obtains conclusive results (without knowing what Alice

sent him) in two cases, namely:
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Álvaro Almeida Chapter 2. Quantum Communications

i. Bob selects the diagonal basis and measures the state |−45〉 (Case 3.), and

ii. Bob selects the rectilinear basis and measures the state |V 〉 (Case 5.).

If Bob selects the rectilinear basis and measures the state |H〉, this is an inconclusive result

for him, since he cannot know if Alice sent the state |H〉 (Case 1.) or the state |+45〉 (Case

4.). Likewise, if Bob selects the diagonal basis and measures the state |+45〉, this is also an

inconclusive result for him, since he cannot know if Alice sent the state |H〉 (Case 2.) or the

state |+45〉 (Case 6.).

The unconditional security of the B92 protocol under different scenarios was already proved

in several works [112–117].

2.3.3 The QBC Protocol

A QBC protocol is a cryptographic primitive that allows two mistrustful parties to exchange

quantum information. Generally, this protocol consists in two phases: commitment and opening.

In the commitment phase, Alice makes the commitment to a value of a bit, ‘0’ or ‘1’. This

means that Alice selects only one measurement basis, at a certain time. After the commitment,

Alice finalizes the protocol by revealing her choice to Bob, at the opening phase, in a later

moment in time. The commitment can be seen for example as a promise that Alice will do a

given action in the future, for example to buy a house from Bob for a given price [43].

In order to be secure, the protocol has to fulfill three requirements:

1. Alice cannot change her commitment later in time, mainly in the opening phase, and due

to that, the protocol is considered binding ;

2. Bob cannot have knowledge on Alice’s commitment before the opening phase, defining

the property of concealing,

3. If both are honest, i.e., if they execute the protocol according to the rules, then Bob will

read Alice’s commitment successfully, defining its viability.

This protocol is of particular interest in situations where the two parties are in different loca-

tions, do not know or do not trust each other.

In Fig. 2.7 is shown the scheme of a QBC protocol for the case when Bob sends |H〉 and

|+45〉 states and Alice measures in H/V basis. Fig. 2.8 shows the case when Alice measures in

45◦ basis.

The protocol runs as follows:

1. Bob generates a random sequence of bits, with ‘0’s and ‘1’s;

2. Then, he chooses a sequence of photons which he will use to encode each one of the bits;
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Figure 2.7: Encoding and decoding schemes in a QBC protocol for the case when Bob sends
|H〉 and |+45〉 states and Alice measures in H/V basis.
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Figure 2.8: Encoding and decoding schemes in a QBC protocol for the case when Bob sends
|H〉 and |+45〉 states and Alice measures in 45◦ basis.

a) The SOPs of the photons are obtained from two bases, rectilinear, + = {|H〉, |V 〉}
and diagonal,× = {|−45〉, |+45〉};
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b) The bit ‘0’ will be encoded in the |H〉 SOP and the bit ‘1’ will be encoded in the

|+45〉 SOP;

3. Photons are transmitted to Alice through the quantum channel;

4. Alice randomly chooses one of the measurement basis for the commitment to all photons

and records the results of each detector;

5. After all photons are measured, Alice sends the results and the corresponding commitment

basis to Bob;

6. Bob performs a statistical test of Alice’s results,

7. Based on the result of the test, Bob accepts or discards Alice’s commitment.

Since in a QBC protocol the strength of the commitment is based on a statistical analysis

of Alice’s results by Bob, in order to have an accurate statistics and to be able for Alice to

pass Bob’s test, all measurements, either in detector 1 (D1) or detector 2 (D2), need to be

considered.

The unconditional security of QBC was proven impossible unless relativistic effects were con-

sidered [34, 35, 118]. Unconditionally secure QBC protocols based on quantum and relativistic

effects were proposed, taking also advantage of some assumptions [37–39].

2.4 The Quantum Communications System

In this section, we will describe part of the quantum communications system, see Fig. 2.9,

that we will use in the work of this thesis.

State 

Encoding 

Basis 

Switching 

PBS 

Detection 

Quantum 

Channel 

D1 
Photon 

Source 

D2 

Figure 2.9: Schematic diagram of a quantum communications system. PBS - Polarization-
beam splitter; D1 - Detector 1; D2 - Detector 2.

The system includes five main sections: (i) photon generation, (ii) encoding, (iii) the trans-

mission channel, (iv) decoding and (v) detection. First, we start by describing the characteristics

of the photon source. Second, we present the encoding scheme, which uses the polarization of
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photons. As a quantum channel we consider an optical fiber and describe its main character-

istics and drawbacks. On the receiver’s side, we describe the decoding scheme and finally we

present the detection devices.

2.4.1 The Photon Source

A photon source is a key element for quantum communications. The most simple to obtain,

and therefore the most used, is a highly attenuated laser source [46].

The key characteristic of probabilistic photon sources is the fact that they present a proba-

bility to generate photons which is different from 1. They are also seen as approximations of true

single photon sources. The photon number distribution in these sources can follow, for example,

Poissonian (coherent) statistics or thermal (incoherent) statistics. In practice that means there

are different probabilities to emit 0, 1, 2 or more photons. The different probabilities to emit

photons are due to fluctuations from the so-called photon noise [119].

As it was said, the most common sources which are used in quantum experiments are

the ones obtained from an attenuated laser. In this case, the distribution of photons follows a

Poissonian statistics and therefore they are also called Poissonian photon sources [119]. Through

the use of the stimulated FWM process it is possible to obtain a source which obeys thermal

statistics for a low number of photons per pulse and which is called thermal photon source [50,

53]. Whenever the average number of photons per pulse generated by these sources is much

smaller than 1, they can be used in quantum communication experiments. Therefore, the vast

majority of quantum protocols already includes the possibility of non-ideal photon sources [47].

The probability distribution of the number of photons (n) for Poissonian and thermal

sources, considering different average numbers of photons per pulse, µ, is shown in Fig. 2.10.

From this fugure we can take two main conclusions. First, we can see that if the average num-

ber of photons per pulse is equal to 0.1, the distribution of photons in both sources is similar.

Moreover, at this photon rate either Poissonian or thermal sources can be used to demonstrate

quantum communications systems. The second conclusion is observed when the average num-

ber of photons per pulse is equal to 1. In this case, we verify that the thermal source presents

a larger number of fluctuations. This is due to the bosonic character of photons, which follow

the Bose-Einstein distribution [119].

2.4.2 The Encoding Scheme

As was discussed in the schemes representing the three quantum protocols, classical bits

can be encoded in the photon’s polarization. Next, we will show the correspondence between

bits and quantum states in the rectilinear and diagonal basis and one scheme to encode two

nonorthogonal SOPs, see Fig. 2.11. In Fig. 2.11(a), the correspondence between classical bits

and quantum states is shown, both for rectilinear and diagonal bases. The rectilinear basis

(H/V basis) allows bits to be encoded in two orthogonal states, |H〉 and |V 〉. The bit ‘0’ can
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Figure 2.10: Probability distribution of the number of photons, n, for Poissonian (PP) and
thermal (PTh) photon sources, (a)-(b) when the average number of photons per pulse, µ = 0.1
and (c)-(d) when the average number of photons, µ = 1.
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Figure 2.11: (a) Correspondence between bits and states in the rectilinear and the diagonal
basis and (b) method to encode two nonorthogonal SOPs.

be encoded in the |H〉 SOP and the bit ‘1’ can be encoded in the |V 〉 SOP. The diagonal basis

(45◦ basis) also allows bits to be encoded in two orthogonal states, |−45〉 and |+45〉. The bit

‘0’ can be encoded in the |−45〉 SOP and the bit ‘1’ can be encoded in the |+45〉 SOP.

Fig. 2.11(b) shows the scheme to generate two nonorthogonal SOPs, |H〉 and |+45〉. The |H〉
SOP is obtained from the rectilinear basis and the |+45〉 SOP is obtained from the diagonal basis

(in red). A laser is modulated using a Mach-Zehnder Modulator (MZM) and reaches an optical
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switch (OS). The polarization controller (PC) after the laser allows to maximize the number

of photons that output from the MZM. The OS is connected to a computer which generates

classical bits, ‘0’ and ‘1’, at random. Whenever a ‘0’ is generated, the OS allows a photon to go

to the upper arm, and if a ‘1’ is generated it goes to the lower arm. Then, one linear polarizer

(LP) is set at each arm of the OS. In the upper arm, the LP has its transmission axis with

an angle of 0◦ and the LP in the lower arm has its transmission axis at 45◦. The PC before

each LP is used to adjust the polarization of the photons with its transmission axis. Therefore,

whenever a photon passes through the upper arm it will generate a |H〉 SOP and whenever a

photon passes through the lower arm it will generate a |+45〉 SOP. After the LPs, photons pass

through an optical coupler (OC) and are attenuated using a variable optical attenuator (VOA)

in order to reach the near single-photon regime.

If instead of generating two nonorthogonal SOPs one wants to generate orthogonal states,

that can be achieved simply by setting the angle of the lower polarizer at 90◦. In this case,

whenever a photon passes through the lower arm it will be generated a |V 〉 SOP.

2.4.3 The Quantum Channel

The first experiments on quantum communications were performed using the free space as

a quantum channel [5, 6]. However, optical fibers have the advantage of guiding more easily

the photons and, due to that, they are more commonly used. One important drawback which

is present in optical fibers is the attenuation, that varies with the wavelength [75]. Fig. 2.12

shows the attenuation spectrum for a standard single-mode fiber (SSMF) and a low-water-peak

fiber (LWPF). Looking at this figure one can see that the minimum attenuation for a SSMF

occurs in the C-band, i.e., in the wavelength range between 1530 nm and 1565 nm. At 1550 nm,

the value for the attenuation is approximately 0.2 dB/km [121]. Because of this, this region

is also called the 1550 nm telecommunications window. For the loss in the fiber contribute

mainly the concentration of the OH ion, with the major impact at 1383 nm, and the Rayleigh

scattering [121]. Looking at the LWPF spectrum, one can see that it was possible to eliminate

almost completely the water peak, which facilitates wavelength division multiplexing (WDM)

schemes [120]. Up to date, the lowest fiber attenuation achieved is 0.1484 dB/km, in a pure

silica-core fiber (PSCF) [122].

When polarization-encoded photons travel through an optical fiber there are mainly four

problems which can affect them during transmission. The first problem causes the rotation of

polarization by an angle which is related to Berry’s phase [123, 124]. The second problem is

fiber’s birefringence, which is due to the loss of circular symmetry [125]. The third problem is

the polarization-mode dispersion (PMD), which is due to a random evolution of the magnitude

and the orientation of the birefringence vector along the fiber [126]. The last problem can

be obtained from polarization-dependent losses (PDL) in the fiber. In the presence of PDL,

two SOPs loose the relative angle between each other after propagation through an optical

fiber [127]. To mitigate these problems, a robust polarization control method should be used

at the output of the fiber link.

29
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Figure 2.12: Attenuation spectrum for a standard single-mode fiber and a low-water-peak
fiber [120].

2.4.4 The Decoding Scheme

Basis Selection

On the receiver’s side, the ‘rule’ is that Bob should be able to select randomly and inde-

pendently from Alice the measurement basis. In Fig. 2.13, we present two possible schemes for

detection.

PBS 

(a) (b) 

D2 

D1 

HWP 

D1 

D2 

0 

90 

LP-1 

LP-2 
50/50 

Figure 2.13: (a) Decoding scheme for two SOPs sent assuming a random selection of the basis
by a 50/50 beam splitter. (b) Decoding scheme for two SOPs sent assuming the selection of
the basis by a wave plate.

Fig. 2.13(a) shows the detection scheme for two nonorthogonal SOPs. In this case, a 50/50

beam splitter works as a random selector of the measurement basis, together with two linear
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polarizers, one set at 0◦ (LP-1) and the other at 45◦ (LP-2). If one photon encoded in the

|H〉 SOP reaches the beam splitter, it has two possibilities: (i) if it goes to the upper arm, it

will pass through LP-1 and reach the detector (D1) with 100% probability (in the ideal case);

(ii) if it goes to the lower arm, there is a 50% probability to pass LP-2 and reach the detector

(D2) and a 50% probability to be absorbed by the linear polarizer. If one photon encoded in

the |+45〉 SOP reaches the beam splitter, there are also two possibilities: (i) if it goes to the

upper arm it has a 50% probability to pass LP-1 and to reach the detector (D1) and also a 50%

probability to be absorbed; (ii) if it goes to the lower arm, the state has a 100% probability

to pass LP-2 (in the ideal case) and to reach the detector (D2). In order to detect orthogonal

SOPs such as |H〉 and |V 〉, one needs only to set the angle of LP-2 at 90◦.

Figure 2.13(b) shows a different possibility to decode the information carried out by one

state, through the use of a half-wave plate (HWP) and a PBS. The angle of the wave plate can

be set at 0◦ or 45◦. The PBS has two output ports, one at 0◦ and the other at 90◦. When

Bob sets the HWP at 0◦, in practice he is choosing the rectilinear basis. For this case, and

sending |H〉 or |+45〉 SOPs, there are two possibilities: (i) if Alice sends one photon encoded

in |H〉 state, then it will have a 100% probability of being detected in D1 (in the ideal case);

(ii) if Alice sends one photon encoded in the |+45〉 state, then it will have a 50% probability

to be detected in D1 and a 50% probability to be detected in D2. If Bob sets the wave plate

at 2θ = 45◦, in practice he is selecting the diagonal basis. Similarly, for this case, there are two

possibilities: (i) if Alice sends one photon encoded in the |H〉 state, then it will have a 50%

probability to be detected in D1 and a 50% probability to be detected in D2; (ii) if Alice sends

one photon encoded in the |+45〉 state, then it will have a 100% probability to be detected in

D2 (in the ideal case). It is also possible to detect other combinations, like, for instance, when

sending |V 〉 or |−45〉 SOPs, simply by setting the HWP to 2θ = 90◦ and 2θ = −45◦, with

similar results. Note that in order to achieve the random selection of the measurement basis,

the wave plate must be controlled by a random number generator [128].

Photon Detection

The successful implementation of quantum protocols is highly dependent on the detection

capabilities. Apart from the ability to detect photons, it is expected that an ideal single-photon

detector presents many other features, such as 100% detection efficiency; no dark-count rate,

no dead time and no time jitter. Besides that, an ideal single-photon detector would be able

to distinguish the number of photons in an incident pulse, known as photon-number resolution,

and would be also asynchronous [46]. Current photon detectors are still far from reaching all

the characteristics presented above. However, remarkable advances have been made towards

reaching an ideal single-photon detector [46].

In the market there are several types of detectors which have been used in the vast majority

of experimental demonstrations in quantum communications, such as SPADs [64], SNSPDs [129]

or NFADs [66]. SPADs are the most commonly used single-photon detectors. In addition to

their affordable prices, they are very compact, making them practical to be used either in the
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laboratory or in real-world implementations. This type of detectors still presents a low detection

efficiency, but the major problem is related to afterpulses, which results in the occurrence of

spontaneous dark counts after the detection of a photon [64]. As an advantage, these detectors

work at approximately room temperatures. SPADs usually work in the so-called Geiger mode.

In this mode, a single photon can trigger a macroscopic current pulse, which allows the detector

to sense the arrival of the photon. In practice, the Geiger-mode operation consists of several

steps, namely: (i) arming the device by biasing it above a breakdown voltage, (ii) triggering an

avalanche with an incident photon, (iii) quenching the avalanche by lowering the bias, and (iv)

re-arming the device by again biasing above the breakdown voltage [130].

One important contribution for degrading the detector’s performance are dark counts. These

counts can be created for example from thermal excitation or tunneling processes [131]. One

way to decrease its rate in SPADs is to operate the detector in a gated mode. In this mode,

the detector is biased at a certain voltage which is slightly below the breakdown voltage. To

activate the detector, a gate pulse is applied in order to increase the detector bias above the

breakdown voltage for a short period of time, typically within nanoseconds [131].

2.5 Summary

As a relatively new field of study in science, quantum communications have reached sur-

prisingly good results. The fact that the absolute security of quantum protocols is guaranteed

by quantum mechanics gives even more interest to its continuous development. Even if most of

the theoretical proposals are far beyond current technological capacities, the advances are also

very important. Therefore, it should not be a surprise if quantum communications are available

to everyone in the near future.

In this chapter, we started with the state-of-the-art of quantum communications, which

led us to the current status of quantum systems and networks. Then, we presented some basic

concepts in quantum information necessary to understand the encoding scheme and the security

of quantum communications. We described the three protocols which served as a basis for this

work, namely the BB84, the B92 and a QBC protocol. In the last part of the chapter we

described all elements in a quantum communications system, from the source, to the encoding

scheme, the quantum channel and the decoding scheme. With these tools we are now able to

move on to a practical implementation.
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burg, J. Rarity, Z. Sodnik, C. Barbieri, H. Weinfurter, and A. Zeilinger, “Entanglement-
based quantum communication over 144km,” Nat. Phys., vol. 3, no. 7, pp. 481–486, Jul.
2007.

[77] S. Muralidharan, J. Kim, N. Lütkenhaus, M. D. Lukin, and L. Jiang, “Ultrafast and
fault-tolerant quantum communication across long distances,” Phys. Rev. Lett., vol. 112,
no. 25, p. 250501, Jun. 2014.

[78] K. Boone, J.-P. Bourgoin, E. Meyer-Scott, K. Heshami, T. Jennewein, and C. Simon,
“Entanglement over global distances via quantum repeaters with satellite links,” Phys.
Rev. A, vol. 91, no. 5, p. 052325, May 2015.

[79] W. T. Buttler, R. J. Hughes, P. G. Kwiat, S. K. Lamoreaux, G. G. Luther, G. L. Morgan,
J. E. Nordholt, C. G. Peterson, and C. M. Simmons, “Practical free-space quantum key
distribution over 1 km,” Phys. Rev. Lett., vol. 81, no. 15, pp. 3283–3286, Oct. 1998.

[80] C. Kurtsiefer, P. Zarda, M. Halder, H. Weinfurter, P. M. Gorman, P. R. Tapster, and
J. G. Rarity, “Quantum cryptography: A step towards global key distribution,” Nature,
vol. 419, no. 6906, p. 450, Oct. 2002.

[81] J. G. Rarity, P. R. Tapster, P. M. Gorman, and P. Knight, “Ground to satellite secure
key exchange using quantum cryptography,” New J. Phys., vol. 4, no. 1, p. 82, Oct. 2002.

[82] M. Aspelmeyer, T. Jennewein, M. Pfennigbauer, W. Leeb, and A. Zeilinger, “Long-
distance quantum communication with entangled photons using satellites,” IEEE J. Sel.
Top. Quantum Electron., vol. 9, no. 6, pp. 1541–1551, Nov. 2003.

38



References Universidade de Aveiro

[83] C. Bonato, M. Aspelmeyer, T. Jennewein, C. Pernechele, P. Villoresi, and A. Zeilinger,
“Influence of satellite motion on polarization qubits in a space-earth quantum communi-
cation link,” Opt. Express, vol. 14, no. 21, pp. 10 050–10 059, Oct. 2006.

[84] C. Bonato, A. Tomaello, V. Da Deppo, G. Naletto, and P. Villoresi, “Feasibility of satellite
quantum key distribution,” New J. Phys., vol. 11, no. 4, p. 045017, Apr. 2009.

[85] J.-P. Bourgoin, E. Meyer-Scott, B. L. Higgins, B. Helou, C. Erven, H. Hübel, B. Kumar,
D. Hudson, I. D’Souza, R. Girard, R. Laflamme, and T. Jennewein, “A comprehensive
design and performance analysis of low earth orbit satellite quantum communication,”
New J. Phys., vol. 15, no. 2, p. 023006, Feb. 2013.

[86] T. Scheidl, E. Wille, and R. Ursin, “Quantum optics experiments using the international
space station: A proposal,” New J. Phys., vol. 15, no. 4, p. 043008, Apr. 2013.

[87] G. Vallone, D. Bacco, D. Dequal, S. Gaiarin, V. Luceri, G. Bianco, and P. Villoresi,
“Experimental satellite quantum communications,” Phys. Rev. Lett., vol. 115, no. 4, p.
040502, Jul. 2015.

[88] H. Takesue, S. D. Dyer, M. J. Stevens, V. Verma, R. P. Mirin, and S. W. Nam, “Quantum
teleportation over 100 km of fiber using highly-efficient superconducting nanowire single
photon detectors,” Optica, vol. 2, no. 10, pp. 832–835, Oct. 2015.

[89] N. Horiuchi, “View from... QCMC 2014: Expanding ambitions,” Nature Photon., vol. 9,
no. 1, pp. 13–14, Jan. 2015.

[90] (http://www.idquantique.com), (http://www.magiqtech.com), (http://www.
quintessencelabs.com), (http://www.sequrenet.com), (http://aureatechnology.net),
(http://www.scontel.ru), (http://www.smartquantum.com), (http://www.dwavesys.
com), Accessed January 14, 2016.

[91] B. Schumacher, “Quantum coding,” Phys. Rev. A, vol. 51, no. 4, pp. 2738–2747, Apr.
1995.

[92] M. A. Nielsen and I. L. Chuang, Quantum Computation and Quantum Information. Cam-
bridge University Press, Dec. 2010.
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Chapter 3

Photon Sources for Systems based

on Discrete Variables

3.1 Introduction

S
ingle-photon sources find a wide range of applications in the field of quantum informa-

tion [1]. Quantum cryptography, which could very well be the first real-world application

of quantum mechanics, is one of the main motivations for its continuous study [2]. As shown

in Chapter 2, probabilistic photon sources can be obtained from an attenuated laser [3–5] or

parametric down-conversion (PDC) [6, 7]. The use of an attenuated laser is one of the most

common and simple approximations [8]. However, there are other methods to generate proba-

bilistic photon sources which are equally simple and valid, like the use of the four-wave mixing

(FWM) process [9–17].

In this chapter, we show the implementation of a probabilistic photon source based on the

stimulated FWM process and the characterization of its photon statistics. Next, we show results

from the study of the impact of the FWM in a quantum signal co-propagating in the system.

Finally, we show the implementation of an entangled-photon source using the spontaneous

FWM process. With this source we demonstrate the violation of Clauser-Horne-Shimony-Holt

(CHSH) inequality.

3.2 The Four-Wave Mixing Process

The FWM process is a nonlinear effect described by the third-order nonlinear susceptibility

in optical fibers [18]. Its origin lies in the nonlinear response of bound electrons to an optical

field crossing the fiber [18]. Depending on the implementation, it is possible to obtain both a

spontaneous and stimulated process from the FWM [13, 19]. Fig. 3.1 shows the single-pump

configuration in the stimulated FWM process, when the pump and the signal waves are sent

co-polarized to an optical fiber. When pump (λp) and signal (λs) waves are sent together to
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Pump, 𝜆p 
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Figure 3.1: Schematic diagram of the signals involved in the single-pump stimulated FWM
process in optical fibers.

an optical fiber, they will interact and generate a third wave, which is called idler (λi). The

frequency of the three waves should then follow the equation,

2ωp = ωs + ωi, (3.1)

where ω{p, s, i} = 2πc/λ{p, s, i}, with c representing the speed of light [20].

In the spontaneous FWM process only the pump wave is sent to the fiber, generating

correlated photons in a broad spectrum, as shown in Fig. 3.2. The correlated signal-idler

Pump, 𝜆p 

Wavelength 

Correlated 

Photons 

Spontaneous four-wave 

mixing photons 

Signal, 𝜆s Idler, 𝜆i 

Power 

Figure 3.2: Schematic diagram of the signals involved in the single-pump spontaneous FWM
process in optical fibers.

photons should verify Eq. (3.1) and their wavelengths can be selected using optical filters.

After this brief introduction, we will now focus on the stimulated FWM process with the

aim of generating a probabilistic photon source. As we have said, the generation of idler photons
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from this source is obtained with the stimulated FWM process. A very important characteristic

of the idler wave is that the average number of photons generated in that wave depends on the

power sent to the fiber. In order to control it, we can set different powers in the pump and

signal waves.

In order to verify the effective generation of the idler wave from the stimulated FWM

process, we have implemented the experimental setup shown in Fig. 3.3. In the experiment,

LP

PC-1
DSF

PC-2CW-signal
50/50

λs λi

λp
λs OSA

CW-pump

λp

Figure 3.3: Schematics of the experimental setup used to generate idler photons from the
stimulated FWM process.

the pump (λp = 1549.32 nm) and signal (λs = 1550.92 nm) waves were obtained from a tunable

laser source (TLS) and from an external cavity laser (ECL), respectively. The pump power was

set as 13.45 dBm and the signal power as 9.45 dBm. The two waves were coupled in a 50/50

coupler and then reached a linear polarizer (LP). Two polarization controllers (PC-1 and PC-2)

were used to adjust the polarization of the photons in order to send both waves co-polarized

into a dispersion-shifted fiber (DSF) with a length of 8886 m. The co-polarization of the two

waves is necessary to guarantee maximum efficiency in the generation of idler photons [19].

Data were obtained with an Optical Spectrum Analyzer (OSA).

In Fig. 3.4 we show the spectrum of the three waves involved in the stimulated FWM

process. This spectrum allows us to draw two main conclusions. First, we verify that the idler

wave was effectively generated at a much lower power than the pump and signal waves. Second,

we conclude that the idler wave was generated at the expected wavelength, since it verifies

Eq. (3.1). Note that the slight differences between the wavelengths set and registered are due

to errors in the measurement device.

After verifying the efficient generation of the idler wave, we then wanted to be sure that we

were able to control the average number of photons in it. The average number of photons is

directly related to the power of the wave, i.e., the larger the power, the larger will the number

of photons in the wave be. To determine the optical power of the idler wave we can use

Pi(L) = (γPp(0)Leff)2Ps(0) exp(−αfL)η, (3.2)

where γ is the nonlinear parameter of the fiber, Pp(0) and Ps(0) are the input pump and signals

powers, respectively, Leff is the effective fiber length1, αf is the fiber attenuation coefficient, L is

1Length of the fiber where signals can effectively interact. In the absence of losses, αf = 0, and
Leff = L [18].
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Figure 3.4: Optical spectrum of the three waves involved in the stimulated FWM process,
obtained using an OSA.

the fiber length and η is the efficiency of photon generation [21, 22]. The effective fiber length

can be calculated from [21, 22]

Leff =
1− exp (−αfL)

αf

. (3.3)

Moreover, the efficiency of photon generation is calculated from [21, 22]

η =
α2

f

α2
f + ∆β2

[
1 +

4 exp(−αfL) sin2(∆βL/2)

(1− exp(−αfL))2

]
, (3.4)

where the phase-matching condition is given by

∆β = −2πcλ3
0

λ3
pλ

2
s

(λp − λ0)(λp − λs)
2S(λ0) , (3.5)

and S(λ0) represents the dispersion slope of the fiber at the zero-dispersion wavelength (ZDW) [21,

22].

With the experimental setup shown in Fig. 3.3, we have measured the optical power of

the idler photons assuming different powers in the signal wave. The first step to define the

wavelength of the pump wave was to determine the ZDW of the fiber, which we have done
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using an Optical Network Analyzer (ONA). This is important due to the fact that if the pump

is too far from the ZDW, the efficiency of the process will be very small. In practice, what

we have measured with the ONA was the group delay (GD) of the fiber as a function of the

wavelength. The ZDW of an optical fiber is the wavelength where the derivative of the GD is

null. The spectrum obtained is shown in Fig. 3.5. From the measurement we found that the

1 5 0 0 1 5 2 0 1 5 4 0 1 5 6 0 1 5 8 0 1 6 0 0 1 6 2 0 1 6 4 0- 5 0 0

0
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1 0 0 0

1 5 0 0
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Figure 3.5: Spectral measurement of the group delay as a function of the wavelength in a
DSF.

ZDW is λ0 =1550.34 nm. As described in [23], the maximum efficiency of the FWM process is

obtained when the pump is sent at the ZDW of the fiber. However, if we set the pump at the

ZDW, according with our model, see Eqs. (3.4) and (3.5), the efficiency of the process is both

maximum and constant, independently of λs. Nevertheless, in order to obtain the value of the

fiber nonlinear parameter, usually λp is slightly deviated from λ0, which is also in the validity

region of our model. Due to this, we have chosen λp = 1552.32 nm. For the signal wavelength

we have started with λs =1552 nm and then changed it in steps of 0.5 nm.

The experimental results for the optical power of the idler photons as a function of the signal

wavelength are shown in Fig. 3.6. The results were fitted with Eq. (3.2), which is also shown in

Fig. 3.6. A good match between experimental and theoretical data is observed. From the theo-

retical fit we were able to determine the nonlinear parameter as γ = 2.03 ± 1 × 10−5 W−1km−1

and the dispersion slope at the ZDW as S(λ0) = 0.050±8.1×10−4 ps m−2 km−1. The theoretical

fit was obtained with an adjusted R-squared parameter, R2 = 0.9988.
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Figure 3.6: Experimental results for the idler optical power as a function of the signal wave-
length. The theoretical fit was obtained from Eq. (3.2).

3.3 Probabilistic Photon Source based on Stimulated

FWM

The implementation of a probabilistic photon source based on the stimulated FWM pro-

cess was first demonstrated in [9, 10]. Following these works, we simplified significantly the

implementation of the source and improved its efficiency. Fig. 3.7 shows the schematics of the

experimental setup which can be used in a practical implementation of a photon source based

on the stimulated FWM process. As shown in Fig. 3.3, pump and signal waves are sent co-

polarized to a DSF, where the idler photons are generated. The signal wave is modulated using

a Mach-Zehnder Modulator (MZM) to produce pulses which will be able to be detected with

a Single-Photon Avalanche Detector (SPAD). The filters after the DSF are used to remove the

pump and signal waves, so that only the idler wave is detected.

3.3.1 Photon Statistics of the FWM Photon Source

The characterization of the statistics of a photon source is of major importance so that

one can know its true nature [2]. Different techniques have been used to do this task, such

as quantum tomography [24, 25], time-multiplexing techniques [26] or using photomultiplier

tubes [27]. A different approach using on/off SPADs operating in the Geiger mode, assisted by
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Figure 3.7: Schematics of the experimental setup used to generate photons from the stimulated
FWM process in optical fibers.

the maximum-likelihood estimation (MLE) method and the expectation-maximization (EM)

algorithm, was also used [28].

For the characterization of the statistics of the stimulated FWM photon source we will

use the method described in [28]. To do so, we combined experimental measurements with a

numerical reconstruction method, which we will explain next in detail.

Experimental Setup

The first step to determine the statistics of the FWM photon source is to measure the count

rate in the detector for different numbers of idler photons generated. The schematics of the

experimental setup used for the measurements is shown in Fig. 3.8. The setup is the same as

depicted in Fig. 3.7, except for a variable optical attenuator (VOA) which was inserted before

the SPAD. The VOA combined with the SPAD can be seen as a variable efficiency detector, since

the SPAD has a fixed quantum efficiency. Next, we present the description of the experimental

setup.

A pump from a continuous-wave (CW) TLS, centered at λp = 1550.918 nm, passes through

a polarization controller (PC-1), before being coupled (50/50) with an optical signal from

an ECL centered at λs = 1547.715 nm. This second optical signal passes through another

polarization controller (PC-2) and is externally modulated (MZM) to produce optical pulses

with a full-width at half maximum (FWHM) of approximately 1 ns and a repetition rate of

frep = 1.22 MHz. After modulation, the signal passes through PC-3, in order to ensure that it

will be co-polarized with the pump at the output of the linear polarizer (LP). The two optical

signals are launched into a DSF, where the idler photons are generated through FWM. The DSF
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Figure 3.8: Schematics of the experimental setup used to obtain the statistics of FWM photon
source.

has a ZDW, λ0≈ 1550 nm, a dispersion slope at the ZDW, S(λ0)≈ 0.071 ps m−2 km−1, length,

L= 600 m, attenuation, αf ≈ 0.2 dB/km, and a nonlinear coefficient, γ ≈ 2.3 W−1km−1. After

the fiber, two cascaded flat-top dense wavelength-division multiplexing (DWDM) optical filters

with a 100 GHz passband width and centered at 1552.43 nm are used to suppress the pump

and signal waves. The idler photons pass through the filters and the VOA and reach a SPAD

operating in the Geiger mode. Before the measurements, the gate duration and the deadtime

were set as 5 ns and 10 µs, respectively. The quantum detection efficiency and the probability of

having dark counts in the SPAD were measured as ηD≈10% and Pdc = 2.55×10−5, respectively.

Numerical Reconstruction Method

The numerical method used for reconstruction of the photon statistics through on/off de-

tection was first introduced in [29] and then experimentally implemented in [28]. An on/off

detection can also be seen as click/no-click events occurring in the detector. Therefore, as

described in [28], the statistics of the no-click events in the SPAD is given by

poff
ν (ην) = (1− Pdc)

N∑
n=0

(1− ην)nρn , (3.6)

where ην , with ν = 1 . . .K, are the values of the combined efficiencies of the SPAD and the

VOA, and ρn is the probability to detect n photons. In order to find the solution for ρn it can

be used the MLE method and the EM algorithm, since the model is linear and the parameters

50



3.3. Probabilistic Photon Source based on Stimulated FWM Universidade de Aveiro

are positive [28]. Therefore, solving Eq. (3.6) gives

ρ(i+1)
n =

ρ
(i)
n

K∑
j=1

Ajn

K∑
ν=1

fν
Aνn

poff
ν [{ρ(i)

n }]
, (3.7)

where Aνn = (1− Pdc)(1− ην)n, fν denotes the experimental frequencies of the no-click events

for the efficiency ην , and poff
ν [{ρ(i)

n }] represents the no-click probability obtained from the recon-

structed distribution {ρ(i)
n } [28]. In the numerical algorithm we set the upper limit in the sum

of Eq. (3.6) to N = K − 1 = 30, where K are the different combined efficiencies considered.

This allows the verification of the condition

N∑
n=0

ρn ≈ 1. (3.8)

The reliability of this method was confirmed in several works, showing that it is robust

against fluctuations in the values of ην , even if the detectors present values as low as 10 % [30–32].

Also, the reconstruction of the photon statistics can be obtained with very high values of

fidelity [30].

Probability Distribution of Poissonian and Thermal Light Sources

It is common that the statistics of photon sources follow Poissonian or thermal distributions.

For example, the light from a stable laser is a wave with constant amplitude and phase which

is represented as a coherent state [33, 34]. The number of photons in such a state is a variable

that fluctuates according to a Poissonian distribution, which is given by

PP(n, µ) =
µn

n!
e−µ, (3.9)

where PP(n, µ) is the probability of measuring n photons, given a mean measured photon

number, µ [35].

The light emitted by a black-body or a lamp is know as thermal light, since many inde-

pendent emitters contribute for the final signal, i.e. it is a superposition of many incoherent

waves [33, 34]. The thermal distribution is described as [36–38]

Pth(n, µ) =
µn

(1 + µ)n+1
. (3.10)

The statistics of the photons in a source can be characterized in terms of the second-order
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coherence function. This function can be defined as [39, 40]

g(2)(0) = 1 +
Q

µ
, (3.11)

where Mandel’s Q parameter is written as [40, 41]

Q =
Var

µ
− 1. (3.12)

The variance and the mean photon number are obtained, respectively, from

Var(Ni) =

N∑
n=0

(
n− µ(Ni)

)2

ρ(Ni)
n , (3.13)

and,

µ(Ni) =

N∑
n=0

nρ(Ni)
n , (3.14)

where Ni represents the number of iterations.

Using the value of g(2)(0) it is possible to obtain an immediate characterization of the source.

If g(2)(0) = 0, we are in the presence of a perfect single-photon source, since Var= 0. Measuring

a g(2)(0) < 1 confirms the nonclassical nature of the source, while g(2)(0) ≥ 1 it confirms its

classical nature. A g(2)(0) = 1 (Var= µ) corresponds to Poissonian statistics of the source and

a g(2)(0) = 2 (Var= 2µ) corresponds to thermal statistics, such as the spontaneous Raman

scattering [11, 40, 42].

Another way to compare the numerically reconstructed data with the theoretically expected

results is with a multimode field equation that combines coherent and incoherent light [43–45].

This equation, which represents the convolution of M thermal states, allows to obtain the

distribution of photons and has the form

ρn(µth, µcoh,M) =
µnth

(1 + µth)n+M
exp

(
− µcoh

1 + µth

)
LM−1
n

(
− µcoh

µth(1 + µth)

)
, (3.15)

where Lan(z) are the generalized Laguerre polynomials [45]. In this equation, µth represents

the average number of thermal photons in each thermal state and µcoh is the average number

of coherent photons [43, 45, 46]. Substituting Eq. (3.15) in Eq. (3.6) we can now write the

theoretical no-click probability as [45]

poff
ν (ην , µth, µcoh,M) = (1− Pdc)

∞∑
n=0

(1− ην)nρn(µth, µcoh,M) =

(1− Pdc)
1

(1 + ηνµth)M
exp

(
− ηνµcoh

1 + ηνµth

)
. (3.16)
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From Eq. (3.16) one can also discriminate two different cases. The first case is verified when

µth→ 0 and describes a Poissonian statistics for the distribution of photons. The second case

appears when µcoh→0 and describes a thermal statistics for the distribution of photons. Note

that the average number of photons at the fiber output is µ = Mµth + µcoh, where Mµth

represents the expectation value of the photons in M thermal states [45–47].

In order to measure the accuracy between the reconstructed data and the theoretical results

obtained from the multimode field equation we will use the fidelity, which can be written

as [28, 45]

G =
N∑
n=0

√
ρnρ

(Ni)
n , (3.17)

where ρn is the theoretical distribution and ρ
(Ni)
n is the numerically reconstructed distribution,

obtained at the last iteration.

To compare the reconstructed statistics for the non-click events (in Eq. (3.6)) with the

theoretically expected one (in Eq.(3.16)) we will use simply the deviation, which can be obtained

from

δ =
N∑
n=0

|poff
ν (ην , µth, µcoh,M)− poff

ν (ην)| . (3.18)

Reconstruction of the Photon Statistics

The reconstruction of the statistics of the photons from the stimulated FWM photon source

was performed considering a number of iterations, Ni =1.22×106, i.e., we have considered the

number of iterations equal to the pulse repetition rate [28].

The first step for the reconstruction of the statistics of the source is to determine the

efficiency of the VOA. This is required to obtain the combined efficiency between the VOA and

the SPAD, necessary for the numerical reconstruction algorithm. The efficiency of the VOA

was obtained simply by varying its attenuation and comparing the output and input powers.

In Fig. 3.9, we present the efficiency of the VOA as a function of its attenuation for 31 points,

which were the same used in the numerical reconstruction method. We have fitted the results

with an exponential function and obtained that η$ = 0.602 exp (−α$/1.032)−0.002, where α$

represents the attenuation in the VOA. The fit was obtained with R2 = 0.9993.

Next, we have used the experimental setup shown in Fig. 3.8 to measure the photon counts

in the SPAD as a function of the efficiency of the VOA. The same procedure was performed

for seven different signal powers, considering the pump power fixed. Then, we have used the

algorithm previously described for the numerical reconstruction of the experimental data.

In Fig. 3.10, we plot the fidelity values obtained from each numerical reconstruction as a

function of the average number of photons per pulse at the output of the source, for Poissonian

and thermal distributions. As can be seen from Fig. 3.10(a), when the pulse carries a low

number of photons, i.e., when µ . 2, the fidelity for both Poissonian and thermal statistics

is close to 100%, with relatively higher values for the last. However, looking at Fig. 3.10(b)
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Figure 3.9: Efficiency of the VOA as a function of its attenuation.

0 5 1 0 1 5 2 05 0

6 0

7 0

8 0

9 0

1 0 0

 P o i s s o n i a n  S t a t i s t i c s
 T h e r m a l  S t a t i s t i c s

G 
[%

]

�

( a )

0 5 1 0 1 5 2 00 . 6
0 . 8
1 . 0
1 . 2
1 . 4
1 . 6
1 . 8
2 . 0
2 . 2

�

 R e c o n s t r u c e d  D a t a

P o i s s o n i a n  L i m i t

T h e r m a l  L i m i t

g(2)
(0)

( b )

Figure 3.10: (a) Fidelity and (b) second-order coherence function obtained from the recon-
structed data as a function of the average number of photons per pulse at the output of the
source. The pump and signal powers used in each case are presented in Table 3.1. The error
bars in (b) represent a 5% deviation in relation to each value.

it is possible to conclude without any doubts that in this case the statistics of the source is

thermal, since g(2)(0)≈ 2. The fact that g(2)(0) presents some values slightly larger than 2 is

due to experimental errors and inaccuracy in the numerical method used. As µ increases, the

Poissonian statistics arises. This can be seen more clearly from g(2)(0) in Fig. 3.10(b). From the

results obtained, we can conclude that the statistics of the source goes from thermal, at a low

power regime (which corresponds also to a low number of photons in each pulse), to Poissonian,

in a high power regime (higher number of photons in each pulse). A thermal statistics can be

explained by the fact that spontaneous processes dominate in a low power regime. When µ is
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increased in the signal, the stimulated processes become more significant and the idler photons

follow a Poissonian statistics.

The powers of the pump and the signal at the fiber input are presented in Table 3.1. The

average number of photons per pulse on the idler wave at the fiber output, as obtained from

numerical reconstructions, are also shown.

Table 3.1: Pump and signal powers at the input of the fiber and corresponding µ at the output
of the source. The fidelities obtained from Poissonian, GP, and thermal, Gth, reconstructions,
along with the second-order coherence function, g(2)(0), are also presented.

Pp(0) = 4.20 dBm

Ps(0) [dBm] µ GP [%] Gth [%] g(2)(0)

-39.2 0.15 99.90 99.99 2.08

-37.2 0.22 99.81 99.99 2.08

-33.2 0.33 99.59 99.99 2.07

-28.9 0.73 99.52 98.99 2.07

-24.2 2.04 93.97 100 1.99

-21.5 6.24 91.57 96.41 1.33

-18.9 19.33 98.95 57.87 0.98

From the results in Fig. 3.10 we verify that there is a region where the distribution of the

photons is neither Poissonian nor thermal. In this case, we can say that we are in a multithermal

regime, described by Eq. (3.15). This way, we have fitted the numerically reconstructed data

with Eq. (3.15). In Fig. 3.11 we present the reconstructed photon statistics using Eq. (3.7),

along with the best fit from Eq. (3.15), for three of the numerical reconstructions. The no-click

probabilities from Eq. (3.6) and the best fits from Eq. (3.16) are also plotted.

In Table 3.2, we summarize the values for µcoh, µth, M , µ and G, corresponding to

Figs. 3.11(a), 3.11(c) and 3.11(e). A first look on the results clearly shows that the statis-

Table 3.2: Parameters obtained from the fit to Figs. 3.11(a), 3.11(c) and 3.11(e).

Figure µcoh µth M µ G [%]

3.11(a) 4.13 ×10−9 0.33 1 0.33 99.99
3.11(c) 2.69 2.03 2 6.75 99.37
3.11(e) 21.24 -0.15 13 19.32 99.97

tics of the idler photons generated depends significantly on the power of the signal, as we have
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Figure 3.11: Numerical reconstruction of the statistics of the stimulated FWM photon source.
Left side: Reconstructed photon statistics from Eq. (3.7) and best theoretical fits obtained from
Eq. (3.15). Right side: No-click probabilities from Eq. (3.6) and best theoretical fits obtained
from Eq. (3.16). The pump power at the input of the fiber was set as Pp(0) = 4.20 dBm and
the signal powers at the input of the fiber were Ps(0)=−39.2 dBm in Figs. 3.11(a) and 3.11(b),
Ps(0) = −21.5 dBm in Figs. 3.11(c) and 3.11(d), and Ps(0) = −18.9 dBm in Figs. 3.11(e) and
3.11(f).
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seen before. In an analysis to Table 3.2 and Fig. 3.11(a) we conclude that all idler photons

generated inside the DSF obey thermal statistics (µth = 0.33), since µcoh → 0 and M = 1. Mul-

tithermal statistics can be observed in Fig. 3.11(c), which includes both thermal (µth = 2.03)

and coherent (µcoh = 2.69) photons. The last case, which is plotted in Fig. 3.11(e), shows the

typical Poissonian statistics, since the majority of the idler photons are coherent (µcoh = 21.24),

due to stimulated processes. The negative sign in the average number of thermal photons was

due to numerical errors. We observe an increase in the number of thermal modes, from 1 to 13,

as the signal power increases. This occurs due to an increase on the stimulated processes also.

Looking at the high values of fidelity (G), an high accuracy between the reconstructed data

and the theoretical fits can be confirmed. From the no-click probabilities as a function of the

combined efficiencies of the VOA and the SPAD, a good agreement between reconstructed data

and theoretical fits is observed, see Figs. 3.11(b), 3.11(d) and 3.11(f). The accuracy between

reconstructed and theoretical data is also confirmed by the low deviation values, calculated

from Eq. (3.18).

In summary, from the results presented in this section, we verified that in a low signal

power regime the idler photons generated from the stimulated FWM process follow a thermal

statistics. With an increase in the signal power, the statistics changes to multithermal, until

it reaches the Poissonian statistics in a high power regime. It is important to note that the

thermal statistics arises mainly due to spontaneous processes that dominate in a low power

regime, while the Poissonian statistics dominates in a high power regime due to the presence of

stimulated processes [25, 44].

3.4 Impact of FWM in a Co-Propagating Quantum

Signal

Transparency in fiber optical networks is a very important aspect for high-speed communi-

cations systems [48]. Therefore, the study of the coexistence of quantum and classical signals

in the same network is of major importance [49].

The impact of FWM in the QKD system performance was already studied in terms of the

quantum-bit error rate (QBER) and the secret key rate [50]. Next, we present a study of

the impact of the FWM process in the statistics of a co-propagating coherent quantum signal

in a wavelength-division multiplexing (WDM) lightwave system. The study follows the same

method used for the characterization of the statistics of the stimulated FWM photon source.

3.4.1 Reconstruction of the Photon Statistics

Experimental Setup

In Fig. 3.12, we present the schematics of the experimental setup used to determine the

impact of the stimulated FWM process in the statistics of a coherent quantum signal, co-
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propagating in the system. To do that, we inserted an additional quantum signal in the setup
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Figure 3.12: Schematics of the experimental setup. The dashed lines represent electrical
signals and the solid lines the optical path.

shown in Fig. 3.8. This signal, centered at λQ = 1554.13 nm, was modulated (MZM) and

then attenuated until the single photon level, in the same way as the signal in the previous

experiment. The three waves were sent co-polarized to the DSF, where the idler wave was

generated at λi =λQ. After the fiber, the pump and the signal photons were suppressed by two

cascaded flat-top DWDM optical filters with a FWHM of 100 GHz, providing a total isolation

of about 100 dB. The idler photons from the FWM process together with the photons from the

quantum signal were transmitted through the filters and reached the SPAD. The measurement

method applied was the same used in the determination of the statistics of the FWM photon

source, by changing the attenuation in the VOA.

Reconstructed Data

Before discussing the reconstructed data it is important to note that since the quantum

signal was obtained from an attenuated laser source, its statistics should follow a Poissonian

distribution at the fiber input, as demonstrated in several works [28, 44, 47]. We also note that

the quantum signal was sent at the same wavelength where the idler photons were generated

in order to study the worst case scenario of interference between the two signals.

As for the previous case, in Fig. 3.13(a) we present the fidelity values obtained from

Eq. (3.17), for each numerical reconstruction, as a function of the average number of pho-

tons per pulse obtained at the output of the source and for the two distributions tested. As can

be seen from this figure, when the quantum signal carries a low number of photons per pulse,

i.e., when µ.2.5, the spontaneous processes from FWM-generated photons dominate and the
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Figure 3.13: (a) Variation of the fidelity and the (b) second-order coherence function with
the average number of photons per pulse at the output of the source. The error bars in (b)
represent a 5% deviation in relation to each value.

statistics will be seen as thermal. When 2.5 . µ. 11, we obtained a superposition between

the two statistics, i.e., a multithermal statistics. For µ& 11, we verified that the spontaneous

processes generated from FWM were not enough to dominate over the statistics of the quantum

signal, which remained Poissonian. In Fig. 3.13(b), we present the second-order coherence func-

tion obtained from Eq. (3.11), for each numerical reconstruction, as a function of the average

number of photons per pulse at the output of the source and for the same two distributions. It

can be seen in Fig. 3.13(b) that g(2)(0) goes from 2 (thermal statistics) to 1 (Poissonian statis-

tics), as µ evolves from a low number of photons per pulse, µ.2.5, to a higher number, µ>11.

These results are according with the theoretical prediction for the g(2)(0) parameter [51]. The

main parameters used in Fig. 3.13 are displayed in Table 3.3.

Table 3.3: Pump, signal and quantum signal powers at the input of the fiber, and correspon-
dent µ at the output of the source. The fidelities obtained from thermal, Gth, and Poissonian,
GP, reconstructions, along with the parameter g(2)(0) are also presented.

Pp(0) = 1.70 dBm; Ps(0) = -12.50 dBm

PQ(0) [dBm] µ GP [%] Gth [%] g(2)(0)

-70.21 0.23 99.80 99.99 2.08
-66.68 0.48 99.24 99.99 2.08
-62.93 1.10 97.23 99.99 2.08
-59.42 2.48 92.53 99.99 1.95
-57.24 4.51 90.00 99.16 1.56
-52.84 10.68 95.57 87.02 1.12
-51.72 20.47 98.75 62.99 1.00

In Fig. 3.14, we present the results from the numerical reconstruction obtained from Eq. (3.7)
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and the best fit using Eq. (3.15), for three different cases. The no-click probabilities are also

shown together with the best fits obtained from Eq. (3.16). The results shown in this figure tell

us that the final statistics obtained from the mixing of photons from the quantum signal and

the FWM-generated also depend on the power of the quantum signal at the fiber. To help in the

evaluation of the results, in Table 3.4 we present the values for µcoh, µth, M , µ and G, for each

case. Looking at the results in Fig. 3.14(a), we can see that all photons received are thermal,

Table 3.4: Parameters obtained from the fit to Figs. 3.14(a), 3.14(c) and 3.14(e).

Figure µcoh µth M µ G [%]

3.14(a) 1.61 ×10−8 0.22 1 0.22 99.99
3.14(c) 7.08 0.84 5 11.27 99.34
3.14(e) 18.72 0.11 21 21.05 98.04

since µcoh→0 and M=1. This result indicates that the spontaneous processes from the FWM

dominate over the quantum signal, thus presenting a thermal statistics. In the second case,

for a higher power in the quantum signal, shown in Fig. 3.14(c), we observe a multithermal

statistics, since µcoh and µth are both different from zero, with a larger contribution from

coherent photons from the quantum signal. In the last case, shown in Fig. 3.14(e), we can see

that the majority of the photons follow a Poissonian distribution, since µcoh�nth, which tells

us that the quantum signal dominates over the FWM. In Table 3.4, we can also verify that the

number of modes, M , increases with the increasing in the quantum signal power, which leads

to a stimulated-photon regime. From the results of the fidelity, G, we confirm the accuracy

between numerically reconstructed data and the theoretically expected ones. Looking at the

no-click probabilities in the right side of Fig. 3.14, we verify also a high accuracy between the

reconstructed data and the theoretical fits, which can be confirmed from the deviation values, δ.

From this study, we concluded that when the quantum signal is set at a low power regime, the

spontaneous processes generated from FWM dominate. This can be problematic for security

in some quantum communication experiments, since in this case the receiver was expecting

Poissonian-distributed photons from the quantum signal and measures thermally-distributed

ones. If the quantum signal is generated with a higher power its statistics will dominate over the

FWM, but at the same time it can also threaten the security of the protocol, since the average

number of photons per pulse is higher and that can be advantageous for an eavesdropper.

At last, we highlight that the results described in Sections 3.3 and 3.4 are according with

the theoretical data presented in [51].
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Figure 3.14: Numerical reconstruction of the statistics of a quantum signal in the presence of
FWM . Left side: Reconstructed photon statistics from Eq. (3.7) and best fits obtained from
Eq. (3.15). Right side: No-click probabilities from Eq. (3.6) and theoretical fits obtained from
Eq. (3.16). The pump and signal powers at the input of the fiber were Pp(0) = 1.70 dBm and
Ps(0) = −12.5 dBm, and the quantum signal power at the input of the fiber presented the
values, PQ(0) =−70.21 dBm in Figs. 3.14(a) and 3.14(b), PQ(0) =−52.84 dBm in Figs. 3.14(c)
and 3.14(d), and PQ(0)=−51.72 dBm in Figs. 3.14(e) and 3.14(f).
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3.5 Entangled-Photon Source based on Spontaneous

FWM

In this section, we present a method to generate polarization-entangled photon pairs through

the spontaneous FWM procces in a Sagnac fiber loop. Then, the photon pairs will be used to

verify the violation of the CHSH inequality and demonstrate the feasibility of our source of

photon pairs.

3.5.1 The CHSH Inequality

With the development of quantum mechanics, mostly in the 1920s and 1930s, a new point

of view, markedly different from the classical proposal, came to light. Contrary to the classical

view, quantum mechanics stated that an unobserved particle does not posses definite physical

properties before a measurement is performed over it. Many physicists disagreed with this

view, which was seriously put in question by the famous Einstein, Podolsky and Rosen (EPR)

paper [52]. In their paper, Einstein, Podolsky and Rosen proposed a thought experiment

to demonstrate that quantum mechanics was not able to provide a complete description of

physical reality. Instead, some local hidden variables should be supplemented to make the

theory complete. In 1964, John S. Bell presented an experiment to clarify the problem, verifying

that the EPR argument was not validated by nature [53]. Bell presented a set of inequalities

that should be satisfied by all local hidden variables theories, but not by quantum mechanics.

For the inequality to be valid, there are two assumptions that should be followed, namely:

1. Realism: all objects have to be in a definite state, which exists independently of the

observation.

2. Locality: the effects of local actions, such as measurements, cannot travel faster than

the speed of light. Then, the measurement made in one does not influence the result of

another measurement instantaneously.

In 1969, Clauser, Horne, Shimony and Holt proposed a Bell-type inequality which is easier to

demonstrate experimentally [54]. This inequality is called CHSH.

In order to find a condition for violation of CHSH inequality, we start by stating Bell’s

theorem, which can be written as [53, 55]:

E(a, b) =

∫
λ∈Λ

p(λ)A(a, λ)B(b, λ)dλ, (3.19)

where Λ is the probability space, λ are the hidden variables, with A and B being two physical

quantities, while a and b are the axes at which A and B are projected. From Eq.(3.19) we can
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obtain the degree of correlation by measuring different polarizer angles as [56]

E(θ1, θ2) =
Cθ1,θ2 + Cθ⊥1 ,θ⊥2

− Cθ1,θ⊥2 − Cθ⊥1 ,θ2
Cθ1,θ2 + Cθ⊥1 ,θ⊥2

+ Cθ1,θ⊥2
+ Cθ⊥1 ,θ2

. (3.20)

where C{A,B} are the coincidences between Alice and Bob’s polarizers. The angles θ1 and θ⊥1
are angles in Alice’s polarizer and θ2 and θ⊥2 are angles at Bob’s polarizer. From the different

settings of the polarizers’ angles, the CHSH inequality can be written as [54]

S = E(θ1, θ2)− E(θ1, θ
′
2) + E(θ′1, θ2) + E(θ′1, θ

′
2) ≤ 2, (3.21)

and requires 16 measurements to be determined.

Quantum mechanics allows to obtain a maximum value for S when measuring a particular

set of polarizer angles, as shown in Fig. 3.15. Then, the expectancy values for CHSH inequality

a b

a'

b'

H

V

22.5°

Figure 3.15: Polarizer angles for maximal S.

are given by

E(θ1, θ2) = E(θ′1, θ2) = E(θ′1, θ
′
2) =

1√
2
, (3.22)

and

E(θ1, θ
′
2) = − 1√

2
. (3.23)

Substituting Eqs. (3.22) and (3.23) in Eq. (3.21) we find that the maximum value for S

according to quantum mechanics is

Smax =
1√
2
−
(
− 1√

2

)
+

1√
2

+
1√
2

= 2
√

2. (3.24)

Associated with each measurement is a given uncertainty, which can be calculated from [57]
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σS =

√√√√ 16∑
i=1

Ci

(
∂S

∂Ci

)2

. (3.25)

The violation of CHSH inequality is observed if S > 2. However, in order to statistically

claim the violation of CHSH inequality, excluding statistical fluctuations in the measurement,

we need to calculate the standard deviation in relation to the maximum value,

σ =
S − 2

σS

, (3.26)

and σ must be larger than 3 to be statistically valid [58].

3.5.2 Experimental Validation

After presenting the theory for CHSH inequality, in this subsection we are going to describe

the experimental setup which was used in the verification of the inequalities’ violation using

polarization-entangled photon pairs.

Experimental Setup

The experimental setup used in the verification of the violation of CHSH inequality, through

the generation of polarization-entangled photon pairs from the spontaneous FWM process, is

shown in Fig. 3.16.

The description of the experimental setup is as follows. A CW pump from a TLS centered

at 1550.918 nm passes through a polarization controller (PC-1) and is modulated using a MZM.

Then, the sidebands of the pulses are eliminated with a 100 GHZ fixed flat-top DWDM optical

filter. Another polarization controller (PC-2) and a linear polarizer (LP) are used to align the

polarization of the photons with the input of a 4-ports PBS, which is set at 45◦. The PBS

sets a Sagnac loop [59] which includes two polarization controllers (PC-3 and PC-4) and a

150 m highly-nonlinear fiber (HNLF). A detailed scheme of the Sagnac loop used to generate

the polarization-entangled photon pairs is shown in Fig. 3.17. The pump pulse inputs at port 3

of the PBS at an angle of 45◦ and will be split into horizontal (H ) and vertical (V ) polarization

components, each one having equal optical power. The pump power must be chosen in order

to make the probability of generating simultaneously two pairs very low. The H component

propagates in the loop in the counterclockwise direction and generates signal-idler photon pairs

in the state |H〉s|H〉i when interacting with the optical fiber. Likewise, the V component

propagates in the loop in the clockwise direction and generates signal-idler photon pairs in

the state |V 〉s|V 〉i. Note that the difference between the refractive indices of the H and V

components in the fiber should be null or very small, in order to produce the same number of
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Figure 3.16: Experimental scheme used for polarization-entangled-photon-pair generation
through spontaneous FWM and coincidence detection.
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photon pairs independently of the position of the fiber where they are generated. To guarantee

that the generated photon pairs properly output from the loop it is necessary to adjust the two

polarization controllers (PC-3 and PC-4). After the PBS is necessary to eliminate the pump

photons, which can be done using an optical filter. After the filter we can obtain, at last, the

polarization entangled state given by

|ψ〉 = 1√
2

(
|H〉s|H〉i + |V 〉s|V 〉i

)
. (3.27)

The HNLF has a nonlinear coefficient, γ ≈ 10.5 W−1km−1 and the ZDW, λ0 ≈ 1550 nm. The

pump power at the input of each arm of the loop was Pp = 3.42 dBm. Then, an arrayed waveg-

uide grating (AWG) with a 100 GHz channel spacing is used to send signal photons to one path

and idler photons to another, at the wavelengths of λs = 1547.715 nm and λi = 1554.134 nm,

respectively. A cascade of flat-top fixed DWDM optical filters is then used to assure that only

signal or idler photons pass through the respective path and all other wavelengths are sup-

pressed. In order to adjust the SOP of signal and idler photons, we have used a quarter-wave

plate (QWP) and a half-wave plate (HWP), so that the two photons experience the same polar-

ization change after they were separated by the AWG. Then, each photon that is transmitted

through the rotatable linear polarizer (RLP-1 and RLP-2) is detected using a SPAD. SPAD-1

(id200) has a dark-count probability per time gate, tg =2.5 ns, of P
(1)
dc = 5 × 10−5 ns−1, and a

quantum detection efficiency, η
(1)
D ≈10% [60]. SPAD-2 (id201) has a dark-count probability per

time gate, tg =2.5 ns, of P
(2)
dc =5×10−6 ns−1, and a quantum detection efficiency, η

(2)
D ≈10% [61].

A deadtime of 10µs was applied to each detector in order to avoid afterpulses. Finally, the elec-

tric signals from the SPADs were sent to a coincidence detector for coincidence measurements.

The coincidence detector has a time resolution of 82.3 ps, which is smaller than the time gate

window, allowing to distinguish single counts from coincidence counts within the gate.

Experimental Results

As we have mentioned, to verify the violation of CHSH inequality it is required to measure

the coincidence rate for 16 combinations of the RLPs. Therefore, we have selected the following

fixed angles for each RLP: θ1 = -45◦, 0◦, 45◦, 90◦ and θ2 = 22.5◦, 67.5◦, 112.5◦, -22.5◦. The

procedure was the same for each measurement, i.e., we have fixed the angle of one RLP and

rotated the angle of the other from 0◦ to 180◦, in steps of 22.5.

In Fig. 3.18, we present coincidence and single counts collected during 20 s when varying

the angle of the RLP-2 (θ2), while the angle of the RLP-1 (θ1) was fixed for 0◦, 45◦, 90◦ and

-45◦. In Fig. 3.19, we show coincidence and single counts collected during a 20 s interval when

varying the angle of the RLP-1 (θ1), while the angle of the RLP-2 (θ2) was fixed for values 22.5◦,

67.5◦, 112.5◦ and -22.5◦. From the experimental results there are several conclusions to discuss.

The first one is related to the fact that we show coincidence and single counts. This happens

because not all photons generated from our source are entangled. Also, one major difference
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Figure 3.18: Coincidence and single counts as a function of θ2, while (a) θ1 = 0◦, (b)
θ1 = 45◦, (c) θ1 = 90◦ and (d) θ1 = − 45◦ were kept fixed. The solid curve is a sinusoidal
fit to the experimental data. Error bars are a 5% deviation in relation to the maximum value,
in each case.

between coincidence and single photons is that the former present a sinusoidal behavior, while

the later show a constant one. Since photon pairs are entangled in the polarization, when they

reach the RLP only some of them will pass, i.e., only the ones whose polarization is aligned

with the axis of the RLP. When this happens, a maximum number of counts will be detected

in the SPAD. When the polarization of the entangled photon is orthogonal with the axis of the

RLP, a minimum number of counts will be registered. Regarding single photons, since they are

in a superposition state with horizontal and vertical components, they will not be affected by

changes in the RLPs, therefore presenting a nearly constant behavior. An higher rate of idler

single counts is due to spontaneous Raman scattering, which creates much more noise photons

in the idler than in the signal [19, 62].

In the literature, there exist several methods to fit the experimental results for coincidences,

either using cosine [63, 64], sine [65], or other functions [66]. To fit the coincidence rate, C, we

will use a cosine-type expression of the form

C = C0 +Aw cos(θi − ξ)2, (3.28)

where C0 represents the background counts, Aw is the amplitude and ξ represents its phase, with
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Figure 3.19: Coincidence and single counts as a function of θ1, while (a) θ2 = 22.5◦, (b)
θ2 = 67.5◦, (c) θ2 = 112.5◦ and (d) θ2 = − 22.5◦ were kept fixed. The solid curve
is a sinusoidal fit to the experimental data. Error bars are a 5% deviation in relation to the
maximum value, in each case.

i = 1, 2. The parameters obtained from fittings to Figs. 3.18 and 3.19 are shown in Table 3.5.

Looking at the values of R2 in this table, we can see that Eq. (3.28) allows to fit the data with

Table 3.5: Fitting parameters from Eq. (3.28) to the coincidence counts in Figs. 3.18 and
3.19.

Figure C0 [counts] Aw [counts] ξ [◦] R2

3.18(a) 8.80 125.65 0.42 0.9878

3.18(b) 7.33 132.77 39.34 0.9882

3.18(c) 9.76 141.16 82.75 0.9892

3.18(d) 6.92 141.15 134.79 0.9952

3.19(a) 9.93 146.02 27.70 0.9869

3.19(b) 8.15 155.69 62.60 0.9959

3.19(c) 9.89 147.57 113.14 0.9991

3.19(d) 9.36 142.28 154.54 0.9903
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high accuracy, for all cases shown in the two figures.

The next step is to calculate the expectancy values from Eq. (3.20), in order to determine

Bell’s parameter, S. The experimental results obtained from the 16 combinations measured,

and which are plotted in Figs. 3.18 and 3.19, are shown in Table 3.6. From the data in this

Table 3.6: Single (Nθ1 , Nθ2) and coincidence counts (C) as a function of polarizer angles (θ1

and θ2).

θ1 [◦] θ2 [◦] Nθ1 [Hz] Nθ2 [Hz] C [counts]

0 22.5 102660 122880 131

90 112.5 102660 120060 138

0 112.5 97620 129000 39

90 22.5 105360 125880 40

45 22.5 102840 125280 133

-45 112.5 105840 119220 135

45 112.5 103260 123480 17

-45 22.5 102720 116040 31

0 67.5 103920 123420 26

90 -22.5 98880 126780 31

0 -22.5 101700 121500 138

90 67.5 97980 127980 135

45 67.5 101340 119940 127

-45 -22.5 101880 124740 131

45 -22.5 102660 117240 41

-45 67.5 99300 123780 29

table we calculated the expectancy values as: E(0◦, 22.5◦) = 0.5460, E(0◦, 67.5◦) = −0.6545,

E(45◦, 22.5◦) = 0.6962 and E(45◦, 67.5◦) = 0.5732. With these values we obtained that

S = 0.5460 + 0.6545 + 0.6962 + 0.5732 = 2.4699. (3.29)

Next, we calculated the uncertainty in the value of S using Eq. (3.25), giving σS = 0.0862. At

last, we have that Bell’s parameter is given by S = 2.4699 ± 0.0862. The standard deviation

of S was calculated from Eq. (3.26) as

σ =
2.4699− 2

0.0862
= 5.45. (3.30)

This result allowed us to demonstrate the violation of CHSH inequality by more than 5 standard

deviations of measurement uncertainty.
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Another important parameter to analyze is the visibility, which can be calculated from

V =
C+ − C−
C+ + C−

, (3.31)

where C+ and C− are the maximum and minimum number of counts, respectively [67]. The

visibility was calculated for each set of data in Figs. 3.18 and 3.19 and is summarized in Table 3.7.

The results shown in Table 3.7 show high visibility values, V > 87%, which tells us that our

Table 3.7: Visibility of the experimental results shown in Figs. 3.18 and 3.19, calculated from
Eq. (3.31).

Figure θ1 [◦] Visibility [%] Figure θ2 [◦] Visibility [%]

3.18(a) 0 90.33 3.19(a) 22.5 87.87
3.18(b) 45 87.97 3.19(b) 67.5 88.97
3.18(c) 90 88.06 3.19(c) 112.5 88.74
3.18(d) -45 87.60 3.19(d) -22.5 89.50

source produces entangled-photon pairs with a strong correlation.

3.6 Summary

In optical communications, the FWM process can be either an impairment or an advantage.

For the generation of photons, it proved to be worthy when used in a low power regime.

This happens because the distribution of photons generated with this source follows a thermal

statistics, which is very similar to the Poissonian statistics obtained from an attenuated laser

source, when µ�1. While an attenuated photon source requires only a laser and a VOA, the

stimulated FWM photon source is a bit more complex, since it requires two lasers, a coupling

component and a DSF. On the other hand, the spontaneous FWM process can be used in the

generation of high-purity entangled photon pairs or in heralded single-photon sources.

From the experiments presented in this chapter we demonstrated that the FWM process is

an important tool for the generation of entangled photon pairs. Moreover, it can also be used

with success in proof-of-principle demonstrations of probabilistic photon sources, which are key

elements for quantum communications.
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Chapter 4

Transmission of

Polarization-Encoded Information

Through an Optical Fiber

4.1 Introduction

T
he evolution and control of polarization, after transmission through an optical fiber,

have been under study for several decades [1–3]. In classical systems, the control of

polarization can be performed manually, using polarization controllers (PCs) [4, 5], or

automatically, through electro-optic devices [6–8]. However, in practical implementations, only

the automatic methods are suitable to be used [6, 9]. Contrary to classical communications, the

control of polarization in quantum communications systems should be non-intrusive, in order

to preserve the quantum information [10]. In terms of polarization control, quantum commu-

nications also started by incorporating passive solutions [11–14]. The continuous control of

polarization in quantum communications systems was only possible after the rise of electronic

polarization controllers (EPCs) [15]. The use of EPCs allowed schemes based on monitoring

count rates [16], the visibility [17] or Stokes parameters [18] to be implemented to achieve an

automatic control of polarization. However, these first proposals had the need to interrupt

quantum communication for the control of polarization. Then, methods which allowed the

control of polarization at the same time as quantum communication takes place, were soon pro-

posed [10, 19, 20]. Still, these methods shown some limitations due to polarization de-correlation

or crosstalk [21], apart form requiring additional classical signals and hardware [10, 20]. An-

other method using alternating sequences of quantum and classical pulses, while monitoring

the quantum-bit error rate (QBER), was also a subject of study [22, 23]. This proposal allows

uninterrupted quantum communication but requires the use of two different lasers. Automatic
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polarization compensation using three quantum signals time-multiplexed was proposed in [24].

The polarization control is achieved by monitoring detector’s count rates, which are used as a

feedback signal to an EPC. Another method of polarization control which monitors the QBER

and uses it as a feedback signal to an EPC was presented in [25]. In this technique, the po-

larization control is only performed when the QBER exceeds a threshold value and during this

phase, the quantum communication is interrupted.

In this chapter, we describe a theoretical model for the accurate estimation of the QBER of

the system. Then, we present a method to control polarization in real time, while monitoring

the QBER of the system. Moreover, we perform a numerical simulation and an experimental

validation to demonstrate its feasibility. The method uses frames containing both control and

data qubits which are obtained from quantum signals. This way, it avoids the use of classical

signals and additional hardware in the system.

4.2 System of Quantum Communications

Before starting to describe the QBER model, we will study the evolution of the QBER

in a system which does not includes control of polarization. With this, we intend to model

the evolution of the QBER in order to use it in a numerical simulation. We implement a

transmission scheme which uses an attenuated laser source and the encoding is performed

in the polarization of photons. To synchronize the emitter and the receiver we will study

two different configurations, one using a synchronization pulse co-propagation in the fiber and

another sending the pulse counter-propagating. Finally, in this section, we demonstrate the

feasibility of an encoding/decoding scheme after the photons were generated from the stimulated

four-wave mixing (FWM) process.

4.2.1 Transmission Scheme using a Synchronization Pulse Co-

Propagating

The scheme of the experimental setup used in the measurement of the QBER is shown in

Fig. 4.1. Next, we present its description. In the emitter, Alice uses a tunable-laser source (TLS)

centered at λp = 1550.92 nm, which is externally modulated with a Mach-Zehnder Modulator

(MZM) to produce optical pulses with a full-width at half maximum (FWHM) of approximately

1 ns and a repetition rate of 100 kHz. Then, a 50/50 beam splitter (BS) produces two pulses

where classical bits will be encoded in photon’s polarization. Two acousto-optic modulators

(AOM-1 and AOM-2) are used as a switch and controlled with a microcontroller (MC). A

polarization-beam splitter (PBS) is then used to generate two orthogonal linear states of polar-

ization (SOPs), one defining the |H〉 SOP and the other defining the |V 〉 SOP. When the MC

sends a bit ‘0’, the AOM-1 allows one photon at the |H〉 SOP to be sent and when it sends a

bit ‘1’, the AOM-2 allows a photon at the |V 〉 SOP to be sent. Two polarization controllers
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Figure 4.1: Scheme of the experimental setup used to measure the QBER in a polarization-
encoding system in optical fibers. The synchronization signal is sent co-propagating. (Solid
lines - optical fibers; dashed lines - electrical cables.)

(PC-2 and PC-3) are used to align the polarization of the photons with the axes of the PBS.

After passing through the PBS, all pulses are attenuated with a variable-optical attenuator

(VOA) in order to generate an average number of photons per pulse, µ ≈ 0.1. Then, the

photons are transmitted through the quantum channel (an optical fiber) and reach Bob. Bob

has another 50/50 BS and two linear polarizers (LPs), LP-1 set at 0◦ and LP-2 set at 90◦. The

polarization controllers, PC-4 and PC-5, allow to initially adjust the polarization of the pho-

tons with the axes of the LPs. Finally, photons are detected using two single-photon avalanche

diodes (SPADs). SPAD-1 (id200) has a dark-count probability per time gate, tg = 5 ns, of

P
(1)
dc = 6.50×10−5 ns−1 and a quantum detection efficiency, η

(1)
D ≈ 10 %. SPAD-2 (id201) has

a dark count probability per time gate, tg = 5 ns, of P
(2)
dc = 2.55×10−5 ns−1 and a quantum

detection efficiency η
(2)
D ≈10 %. A classical signal from an external-cavity laser (ECL), centered

at λs = 1547.72 nm and that works as a synchronization signal, is inserted in a 80/20 optical

coupler (OC) and sent to the quantum channel. This signal is externally modulated with the

same frequency of the quantum signal, with the help of the pulse pattern generator. After the
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fiber, classical and quantum signals are separated using an arrayed-waveguide grating (AWG)

with a 200 GHz channel separation. Then, an additional optical fiber is used to compensate

path differences in order to synchronize the arrival of photons from the quantum signal with the

opening of the detector’s gate window. The filter after the AWG is used to avoid that photons

from the synchronization pulse reach the SPAD. The detection of the synchronization pulse is

performed with a classical detector (PIN) which give the trigger to both SPADs. The SPADs

are connected to the MC, which compares the qubits received with the ones sent, in order to

calculate the QBER.

The instantaneous QBER of the transmission can be simply defined as the ratio between

the wrong bits, er, over the total number of bits received, Nr [26]

Q̂BER =
er

Nr
. (4.1)

The number of errors can be due to dark counts in the SPADs, noise and imperfections in the

fiber link and other transmission impairments such as polarization rotation [26].

For the estimation of the Q̂BER we have sent a pseudo-random bit sequence (PRBS) with

a length, FS = 217 bits, through different fiber lengths. First, we considered a back-to-back

situation, using only a 1 m optical fiber, then a 8 km and finally a 20 km optical fiber. The

results of the measurements for a 3-hours run are shown in Fig. 4.2. From the results shown in
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Figure 4.2: Evolution of the Q̂BER with time for different fiber links working as transmission
channel, when sending the synchronization pulse co-propagating.
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this figure, we can see that in the back-to-back situation the Q̂BER remains constant during the

full run and it is expected to behave like that, unless some perturbation is applied to the system.

When the photons needed to travel through a long-distance optical fiber, we can see that the

Q̂BER has a different evolution from the back-to-back situation. The first observation is that

the evolution of the Q̂BER depends on the fiber length that the photons need to travel. Then,

we verify that with increasing the fiber length, the variation of the Q̂BER also increases. This

is due to the fact that the polarization of the photons evolves randomly during transmission

through the optical fiber, and is as large as the fiber length. In practice, this random evolution

gives rise to a random number of errors in detection. Another aspect which is worth discussing

is the initial value for the Q̂BER. As we can see, the system started from a Q̂BER value near

5%, which is a bit higher than expected. The main contribution for this value were cross-talk

photons from the synchronization signal which were not totally filtered. We noticed that the

cross-talk photons contributed with about 30% of the total counts. This value was obtained

by measuring the counts that reached the detectors when only the synchronization signal was

active.

4.2.2 Transmission Scheme using a Synchronization Pulse Coun-

ter-Propagating

One way to decrease the cross-talk counts in detection is to send the synchronization pulse

in a counter-propagating direction, as shown in Fig. 4.3. In this case, the synchronization

pulse entered in the AWG, passed through the quantum channel and then outputted from the

80/20 BS, before being detected in the PIN, which gave the trigger to both SPADs. Using

this setup, the same measurements as for the previous case were performed. The results are

shown in Fig. 4.4. Looking at the experimental results shown in this figure, we can see that

the main difference is in the background Q̂BER, which decreased from about 5% to nearly 1%.

This is due to a much larger suppression of the cross-talk counts. In fact, even when sending

the synchronization pulse in the counter-propagating direction it is not possible to completely

avoid cross-talk counts, since the AWG has a limited non-adjacent channel isolation. However,

through the use of this scheme it is possible to reduce the cross-talk counts from 30% to only

about 4%. Regarding the variation of the Q̂BER with time, we can see that it presents an

evolution that is similar to what is observed in Fig. 4.2, which is a constant behavior in the

back-to-back situation and a random behavior when an optical fiber is used to transmit the

photons.

From these two experiments we were able to obtain two main conclusions: first, it was

clear that cross-talk between channels should be avoided, since it degrades the quality of the

transmission; second, we noticed that since the polarization of the photons changes randomly

when they travel through an optical fiber, it is mandatory to use a polarization control scheme

in order to maintain the error rate as stable and as low as possible.
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Figure 4.3: Scheme of the experimental setup used to measure the QBER in a polarization-
encoding system in optical fibers. The synchronization signal is sent counter-propagating. (Solid
lines - optical fibers; dashed lines - electrical cables.)

4.2.3 Encoding, Transmission and Detection of Polarization-

Encoded Photons

Next, we want to demonstrate the feasibility of an encoding/decoding system of quantum

communications, using the stimulated FWM photon source presented in Chapter 3. To do

that, we implemented the experimental setup shown in Fig. 4.5. Following the description of

the scheme in Fig. 3.7, after the generation of photons from the stimulated FWM process,

we have used a polarization controller (PC-4) and a linear polarizer (LP-2) to make sure that

all photons that outputted from the source were linearly polarized. The average number of

photons per pulse at the output of the source, µ, was adjusted to approximately 0.2. A half-

wave plate (HWP) was used to do the encoding in photon’s polarization. Then, the photons

were transmitted through a quantum channel (an optical fiber) and reached a 50/50 BS. In

each arm of the BS was a polarization controller (PC-5 and PC-6), a linear polarizer (LP-3
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Figure 4.4: Evolution of the Q̂BER with time for different fiber links working as transmission
channel, when sending the synchronization pulse counter-propagating.

and LP-4) and two SPADs. The two linear polarizers were set at 0◦ (LP-3) and 45◦ (LP-4).

SPAD-1 (id200) has a dark-count probability per time gate, tg =5 ns, of P
(1)
dc =6.50×10−5 ns−1

and a quantum detection efficiency, η
(1)
D ≈ 10 %. SPAD-2 (id201) has a dark count probability

per time gate, tg =5 ns, of P
(2)
dc =2.55×10−5 ns−1 and a quantum detection efficiency η

(2)
D ≈10 %.

In this experiment, the synchronization between the arrival of photons and the opening of the

gate was performed directly from the Pulse Pattern Generator.

Theoretical Model

In order to derive a theoretical model for the rate of photons that are expected to be received

when using the experimental scheme shown in Fig. 4.5, we need to consider all devices from the

photon source to detection. Therefore, as we have determined in Section 3.3, when the FWM

source generates a low number of photons per pulse, µ � 1, its statistical distribution will

follow a thermal statistics [27, 28]. In this case, the probability of a pulse to carry n photons is

given by [29–31]

Pth(n, µ) =
µn

(1 + µ)n+1
. (4.2)
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Figure 4.5: Schematics of the experimental setup used to generate, encode, transmit and
detect photons from the stimulated FWM. (Solid lines - optical fibers; dashed lines - electrical
cables.)

Moreover, it is know that an avalanche can be triggered only when the SPADs receive at least

one photon [32]. The probability of a pulse to carry at least one photon is then written as

P (n ≥ 1, µ) = 1− Pth(0, µ). (4.3)

When substituting Eq. (4.2) in Eq. (4.3) we obtain

P (n ≥ 1, µ) = 1− 1

(1 + µ)
. (4.4)

After passing through the quantum channel, the contribution from attenuation should be in-

cluded and then Eq. (4.4) is now written as

P (n ≥ 1, µ) = 1− 1

(1 + ηFµ)
, (4.5)
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where

ηF =10−αfL/10, (4.6)

with αf and L being the attenuation coefficient and the length of the quantum channel, respec-

tively [33].

After transmission through the quantum channel, photons pass through a 50/50 BS, which

will generate two beams with independent statistics. Therefore, Eq. (4.5) can be rewritten

as [34]

P (n ≥ 1, µ) = 1− 1

(1 + ηFµ
2 )

. (4.7)

After passing through the BS, each beam finds a PC and a LP. The PCs allow to compensate

for polarization rotations in the quantum channel, while the LPs work as polarization analyzers.

This way, the LPs will transmit photons in the state |Tθ〉, which is given by

|Tθ〉 = cos(θ)|H〉+ sin(θ)|V 〉. (4.8)

In Eq. (4.8), |H〉 and |V 〉 represent horizontally and vertically polarized SOPs, respectively,

and the transmission axis forms an angle θ with the horizontal [35]. We assume an input state

of the form

|ψφ〉 = cos(φ)|H〉+ sin(φ)|V 〉, (4.9)

where φ represents the rotation angle of the SOP [2]. The probability of transmission of the

state through the LP is given by

Pt = |〈Tθ|ψφ〉|2. (4.10)

Substituting Eqs. (4.8) and (4.9) in Eq. (4.10), we obtain

Pt =
1

2

(
1 + cos(2θ) cos(2φ)

)
+ 2 cos(θ) cos(φ) sin(θ) sin(φ). (4.11)

In the SPADs, the photons will have a probability to be detected which is given by

Pd = P (n ≥ 1, µ)Pt. (4.12)

Using Eqs. (4.7) and (4.11) and adding the contributions from losses in the fiber, losses in the

connectors and the quantum efficiency of the detectors, Eq. (4.12) can be written as

Pd =

(
1− 1

(1 + ηFηBηDµ
2 )

)(
1

2

(
1 + cos(2θ) cos(2φ)

)
+ 2 cos(θ) cos(φ) sin(θ) sin(φ)

)
, (4.13)

where ηB = 10−LB/10, with LB representing the total losses in each arm between the BS and

the SPAD and ηD is the quantum detection efficiency of each detector. The probability of a

detector to click can be calculated from

Pclick = Pd + Pdcτg − PdPdcτg, (4.14)
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where Pdc is the probability of having a click due to detector’s dark counts and τg is the time

gate window [33]. Finally, the probability of click can be written in terms of the effective counts

in the detectors as

CD = frepPclick, (4.15)

where frep is the pulse repetition rate [33].

Experimental Results

In this section, we will present and discuss the experimental results obtained from the

implementation of the experimental scheme shown in Fig. 4.5.

Before starting the measurements, we have performed an initial calibration of the system,

i.e., at the output of the photon source we have maximized the counts for two nonorthogonal

linear SOPs. First, the HWP was set at 0◦ and PC-5 was adjusted in order to measure the

maximum number of counts in SPAD-1, with the transmission axis of the LP-3 at 0◦. Then,

the HWP was set at 45◦ and PC-6 adjusted to give the maximum count rate in SPAD-2, with

the transmission axis of LP-4 also at 45◦. After the initial calibration, the HWP was rotated

back again to 0◦ and we started to register the photon counts in the SPADs every 15◦. For the

quantum channel we have considered four different cases: back-to-back (1 m), 20 km, 40 km and

60 km of optical fiber.

In Fig. 4.6, we present the average number of counts registered with the SPADs, during a 20 s

interval, as a function of the HWP angle, θ, along with the theoretical fits given by Eq. (4.15).

From the results in Fig. 4.6 there are several conclusions to discuss. The first one and the most

important is that we were able to encode and then decode correctly the polarization of photons,

after transmission through a long-distance quantum channel. This can be seen from the fact

that we were able to recover a given polarization at the receiving side, as it was encoded by

the sender. The second conclusion comes from the match between the experimental results and

the theoretically expected ones, obtained from Eq. (4.15). Looking at Eq. (4.8), we can see

that the maximum number of counts is found when the input polarization is aligned with the

transmission axis of the LP and the minimum is found when they are orthogonal to each other.

This is what is observed from the experimental results. Comparing the plots for different fiber

lengths, we can see that the average number of counts decreases with the fiber length, which is

due to fiber attenuation.

In Table 4.1, we present the values of φ and R2, obtained from the theoretical fit to the

experimental results, along with the visibility of each SOP, calculated from Eq. (3.31). From

the results present in this table, we can confirm the good adjustment between theoretical results

and experimental data, as can be seen from the high values of R2. Looking at the values of φ,

we can see that the angles of the SOPs detected are very close to their initial angles, i.e., 0◦

for |H〉 SOP and 45◦ for |+45〉 SOP. This tells us that the theoretical model used to describe

the experimental data is accurate and was validated. From the high visibility values obtained,

we can conclude that all SOPs are practically linear, even after transmission through a 60 km
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Figure 4.6: Average number of photon counts as a function of the HWP angle after propaga-
tion through (a) 1 m, (b) 20 km, (c) 40 km and (d) 60 km of optical fiber. The black line is the
theoretical fit obtained from Eq. (4.15). The pump and signal optical powers at the DSF input
were Pp(0) = 3.42 dBm, and Ps(0) =−25.77 dBm, respectively. The error bars represent a 5%
deviation in relation to each value.

Table 4.1: Fitting parameters from Eq. (4.15) to the results in Fig. 4.6, for each SOP and
corresponding visibility values calculated with Eq. (3.31).

|H〉 |+45〉

L (km) φ (◦) R2 V (%) φ (◦) R2 V (%)

0.001 -3.35 0.9967 98.13 48.26 0.9993 99.03
20 -0.20 0.9980 98.04 42.27 0.9989 99.71
40 -1.32 0.9982 97.93 44.72 0.9982 99.99
60 5.12 0.9962 98.56 48.21 0.9968 99.97

quantum channel, which allows us to establish an encoding/decoding scheme.
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4.3 Real-Time Polarization Control Method

In this section, we present a method to control polarization in real time which uses frames

where both control and data qubits are obtained from a quantum signal. This way, the use of

classical signals and additional devices in the system is not necessary. The method is based in

the Clopper-Pearson confidence interval and allows a rigorous and efficient estimation of the

QBER. The number of qubits in each frame and which are used in estimation of the QBER

is optimized continuously, allowing to maximize the bandwidth of data to transmit. Next, we

will describe a system used in quantum communications and how to incorporate the real-time

polarization control method.

4.3.1 System Description

A typical system used in quantum communications can be seen in Fig. 4.7. For the de-

Few-Photons
Source EPC

Basis Selection
(Encoding)

ALICE
QUANTUM
CHANNEL

Basis Selection
(Decoding)

BOB

PBS

Control
Algorithm

QBER
Estimator

Control
Bits

Data
Bits

SPAD-2

Data
Processor

SPAD-1

Bidirectional Public Channel

Feedback

Figure 4.7: Schematic draw of a system employed in quantum communications using single
photons (in red - solid lines), and the proposed system for compensation of polarization (in
green - dashed lines). EPC: Electronic Polarization Controller, D: Detectors.

scription of the system we assume a BB84-type quantum protocol, using the polarization as

encoding scheme. Alice includes a few-photons source and a polarization-encoding device. In

this device, data bits, which are obtained from a random generator, are encoded in the polar-

ization of photons, using two nonorthogonal bases. The bases to encode the bits are randomly

chosen by Alice, from the rectilinear and the diagonal bases. Then, the qubits are transmit-

ted through the quantum channel and reach Bob. Bob chooses the measurement bases also

randomly, and independently from Alice. The detection of photons is performed with SPADs,

each one detecting one logical symbol. When each detector clicks separately, we have single

clicks, and when they click simultaneously, we will have the so-called double clicks. Since we

cannot distinguish between a double click from two sent photons, one photon and a dark count,

and two dark counts, we discard them. Bob’s measurements are sent to a data processor and

treated according to the protocol to implement.
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The transmission method is based on frames which contain control and data qubits, both

obtained from quantum signals (see Fig. 4.8). The continuous control of polarization is achieved

𝑛c 

Frame #1 Frame #K 

𝑇bit

C D C C D D D 

𝑛d 

C C C D D D D 

Figure 4.8: Structure of an infinite sequence of qubits of control (C) and data (D). In each
frame there are nc qubits of control and nd qubits of data. The period of one bit is represented
by Tbit.

through the use of a feedback system containing a QBER estimator, a control algorithm and an

EPC. The QBER is estimated from the control qubits received. In order to assure that control

and data qubits present the same QBER, it is required that their statistics are the same, not

only in terms of logical values but also regarding coding bases. This way, the two must form a

deterministic sequence of bits. Next, we present a theoretical model for the rigorous estimation

of the QBER.

4.3.2 Theoretical Model for QBER Estimation

Limiting Bounds for the QBER

Following Eq. (4.1), we can generalize the QBER by defining it as

QBER = lim
Nr→∞

er

Nr
, (4.16)

assuming that the number of qubits to receive is nearly infinite [26]. However, for practical

purposes an infinite number of qubits cannot be used. Therefore, we have to consider an

estimation of the QBER which is based on a finite number of qubits as shown in Eq. (4.1).

Therefore, the first problem is to calculate Nr such that Q̂BER ≈ QBER.

We start by assuming that, in the system, errors occur independently from each other.

Then, the number of errors can be written as er =
∑Nr

i=1 ei, where ei is a random Bernoulli

variable, assuming the value 1 when there is an error and the value 0 when there is no error.

Based on this assumption, er is defined as a random binomial variable.
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The probability to detect wrongly er qubits in Nr detections is given by [36]

PNr(er) =
Nr!

er!(Nr − er)!
QBERer(1−QBER)Nr−er . (4.17)

When less than N errors occur in Nr qubits received, Eq. (4.17) can be expanded to the

cumulative binomial distribution function and we obtain

P (er ≤ N) =
N∑
er=0

Nr!

er!(Nr − er)!
QBERer(1−QBER)Nr−er . (4.18)

Nevertheless, Eq. (4.18) depends on the QBER, which is an unknown parameter of the system.

Then, we aim at finding the smallest value for Nr which ensures that the QBER is within the

limiting bounds, QBERLB ≤ QBER ≤ QBERUB, with probability 1−α, where QBERLB is the

lower QBER bound, QBERUB is the upper QBER bound and α is the confidence level in the

estimation of the Q̂BER.

One way to calculate the limiting bounds for the QBER is through the Clopper-Pearson

confidence interval, which is an exact method based on inverting the equal-tailed binomial

test [37]. The upper bound is found by solving the equation [37–39]

er∑
k=0

Nr!

k!(Nr − k)!
QBERk

UB(1−QBERUB)Nr−k =
α

2
, (4.19)

while the lower bound is obtained from [37–39]

Nr∑
k=er

Nr!

k!(Nr − k)!
QBERk

LB(1−QBERLB)Nr−k =
α

2
. (4.20)

The solution for Eqs. (4.19) and (4.20) is given by the quantiles of beta distributions as [38, 39]

QBERUB(Nr, er, α) = β(1− α
2 , er + 1, Nr − er), (4.21)

and

QBERLB(Nr, er, α) = β(α2 , er, Nr − er + 1). (4.22)

Since Eqs. (4.21) and (4.22) are difficult to solve using computational methods closer to hard-

ware, it is preferable to use approximations. Therefore, for values of Nr & 40 [39], the asymp-

totic expressions for QBERUB and QBERLB up to O(N
−3/2
r ) are given by

QBERUB = Q̂BER +N−1/2
r zα/2

[
Q̂BER(1− Q̂BER)

]1/2
+

1

3Nr

[
2
(

1
2 − Q̂BER

)
z2
α/2 + (2− Q̂BER)

]
, (4.23)
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and

QBERLB = Q̂BER−N−1/2
r zα/2

[
Q̂BER(1− Q̂BER)

]1/2
+

1

3Nr

[
2
(

1
2 − Q̂BER

)
z2
α/2 − (1 + Q̂BER)

]
, (4.24)

where zα/2 is the 100(1− α
2 )th percentile of a standard normal distribution [37, 38].

After having the expressions for the two QBER limiting bounds, now we can simulate the

evolution of Q̂BER with Nr. Results for a single estimation of the Q̂BER for each Nr, alongside

the upper and lower bounds calculated from Eqs. (4.23) and (4.24), respectively, are shown in

Fig. 4.9. In the simulation, we have considered that QBER = 10 %. The theoretical bounds

2 0 0 4 0 0 6 0 0 8 0 0 1 0 0 00
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1 5
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2 5

4 0
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 Q B E R U B      Q B E R U B  ( 1 0 % )
 Q B E R L B      Q B E R L B   ( 1 0 % )

QB
ER

 [%
]

N r  [ q u b i t s ]
Figure 4.9: A single estimation of the Q̂BER for each Nr along with the upper and lower
bounds obtained from Eqs. (4.23) and (4.24), respectively. The theoretical expectancies for
upper (dot-dashed line) and lower (dotted line) bounds assuming in the same equations that

Q̂BER = 10 % are also shown. The confidence level was set as α = 0.05.

obtained from Eqs. (4.23) and (4.24) when Q̂BER = 10 % are also plotted. Looking at the

results, the immediate conclusion is that the Q̂BER tends to the QBER value as Nr increases.

Also, we verify that the estimated and the expected bounds are in a good agreement. Finally,

we found that in only about 3 % of the cases the interval estimated for the QBER does not

includes the real value of the QBER, which is within the defined confidence level of 5 %.

Another plot of interest is the behavior of the Q̂BER when we fix the number of bits

received. This allows us to conclude about the accuracy in the estimation. In Fig. 4.10 we

show the simulation of different trials of the Q̂BER when Nr = 500 qubits, together with the
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upper and lower bounds from Eqs. (4.23) and (4.24), respectively. The results in this figure tell
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Figure 4.10: Different trials of Q̂BER along with the upper and lower bounds obtained
from Eqs. (4.23) and (4.24), respectively, when Nr = 500 qubits. The theoretical expectancies
for upper (dot-dashed line) and lower (dotted line) bounds using the same equations, when

Q̂BER = 10 %, are also shown. The confidence level is α = 0.05.

us that the Q̂BER can be estimated accurately and that in only 3 % of the trials the upper or

lower bounds do not include the QBER value. The theoretical bounds for the case when the

Q̂BER = 10 % are also in good agreement with the calculated ones.

Next, we will show how to calculate the minimum number of control qubits, Nr, which are

required for the accurate estimation of the QBER.

Calculation of the Minimum Value for Nr

The length between the upper and lower bounds and which defines the precision in the

estimation of the QBER, is given by

d = QBERUB −QBERLB, (4.25)

where QBERUB and QBERLB are obtained from Eqs. (4.23) and (4.24), respectively. If

Nr → ∞, the asymptotic expansion for the expected length of the 1 − α Clopper-Pearson
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interval gives [39]

d = 2zα/2N
−1/2
r (Q̂BER(1− Q̂BER))1/2 +N−1

r +N−3/2
r (Q̂BER(1− Q̂BER))−1/2×

zα/2

18

(
z2
α/2 −

5

2
− 17(Q̂BER(1− Q̂BER))− 13(Q̂BER(1− Q̂BER))z2

α/2

)
+O(N−2

r ). (4.26)

If we consider only the terms up to the first order, Eq. (4.26) is now written as

d ≈ 2zα/2N
−1/2
r (Q̂BER(1− Q̂BER))1/2 +N−1

r . (4.27)

Since the parameter d represents an absolute length, we introduce the variable dr, which

gives the length between upper and lower bounds relative to the Q̂BER and which is defined

as

dr =
d

Q̂BER
. (4.28)

Solving now Eq. (4.27) for a given dr, it is possible to find the minimum value for Nr as

Nr =

⌈
2z2
α/2Q̂BER(1− Q̂BER)

(drQ̂BER)2

⌉
+

⌈
2zα/2

√
z2
α/2Q̂BER

2
(1− Q̂BER)2 + drQ̂BER

2
(1− Q̂BER) + drQ̂BER

(drQ̂BER)2

⌉
, (4.29)

where dxe is the ceiling function that gives the smallest integer greater than or equal to x.

Since we have already the expression to calculate Nr, next we will describe how to calculate

its minimum value in a system where the QBER is unknown. The steps are the following:

1. we calculate Nr assuming an initial guess for Q̂BER, named Q̂BER(0);

2. we estimate the Q̂BER of the system through the measurement of the number of errors,

er, in Nr qubits, using Eq. (4.1),

3. using the value of Q̂BER from the previous step a new value for Nr is calculated from

Eq. (4.29).

We note that these steps can be applied iteratively until a stable Nr is found.

In order to evaluate the robustness of the method we have solved Eq. (4.29) numerically,

assuming different values for the initial guess. The results of the simulation are shown in

Fig. 4.11, considering that the expected value of the error rate is 10%. From the analysis of this

figure we can see that it is possible to find the minimum value for Nr only after one iteration,

regardless of the initial guess. We add that the method was also tested for small error rates,

showing that is works up to values of the order of 10−3, which makes it clearly suitable for

quantum communication systems.
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Figure 4.11: Total number of qubits received Nr as a function of the number of iterations.
We assumed three different values for the initial guess, Q̂BER(0), when QBER = 10 %. The
confidence level is α = 0.05 and dr = 0.5.

At last, we will verify if the method is really effective in the control of polarization and

determine also its operation range, assuming actual parameters.

Effectiveness of the Method

For this last task, we start by defining the frequency rate of control clicks in the detectors,

which can be obtained from

Rc
click =

Nr

tr
, (4.30)

where tr is the time to transmit the Nr control qubits. Equation (4.30) can also be written as

Rc
click = Pclickfrep

nc

nc + nd
, (4.31)

where frep is the repetition rate of the qubits and nc and nd are the number of control and

data qubits in each frame, respectively. The probability to have a click in Bob’s detectors was

defined in Eq. (4.14). In this equation, to calculate the probability of detection we assume that

qubits are generated from a highly attenuated laser source with an average number of photons

per pulse µ. Therefore, the probability of detection is described by a Poissonian distribution

and is given by [33]

Pd = 1− e(−ηFηDµ). (4.32)
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If we equalize Eqs. (4.30) and (4.31) and rearrange the final expression, we obtain tr as

tr =
Nr

Pclickfrep
nc

nc+nd

. (4.33)

Equation (4.33) can also be written in terms of the number of control qubits that must be sent

by Alice, Ns, as

tr =
Ns

frep
, (4.34)

where Ns is given by

Ns =
Nr

Pclick
nc

nc+nd

. (4.35)

Equation (4.35) is particularly important due to the impact of losses in optical fibers and other

components, but also due to the low quantum detection efficiencies. These factors lead to a

number of qubits detected considerably smaller than the number of qubits sent and therefore

should to be quantified.

Moreover, the drift time of polarization can be calculated from [40]

td =
2t0

3ν2D2
pL
, (4.36)

where t0 represents the drift time of the index difference between the fast and slow axes of

a particular fiber, which depends on environmental conditions; ν = c/λp and represents the

frequency of the signal, with c being the speed of light and λp being the wavelength of the

pump photons, and the term Dp is the polarization-mode dispersion (PMD) coefficient of the

fiber. For the control of polarization to be effective, it is necessary that the condition tr� td

is verified. In order to verify the validity range of this condition we made Eq. (4.33) equal

to Eq. (4.36) and solved it numerically. The parameters which were considered are shown in

Table 4.2.

In Fig. (4.12) we plot the drift time of polarization and the time to receive the Nr bits

as a function of the fiber length. From this figure we were able to check that tr = td occurs

for L = 538 km. This result tells us that the condition tr� td is verified for several hundreds

of kilometers, which confirms that the polarization control method is able to work far beyond

current transmission distances of quantum communication fiber links.

In the next subsection we will describe the polarization control algorithm used in the im-

plementation of the method.

4.3.3 Polarization Control Algorithm

A schematic diagram of the polarization control algorithm is shown in Fig. 4.13. Next, we

will present a detailed description of each step.
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Table 4.2: Parameters used to plot Fig. (4.12).

Parameter Value

µ 0.2 photons/pulse
Pdc 1× 10−6 ns−1

Nr 1247 qubits

Dp 0.2 ps/
√

km
αf 0.2 dB/km
t0 8.5× 106 s
ω 193.4 THz
λ 1550 nm
frep 10 MHz
nc(0) 25 %
nd(0) 75 %
ηD 10 %

Q̂BER 5 %
τg 5 ns
α 0.05
dr 0.5

0 1 0 0 2 0 0 3 0 0 4 0 0 5 0 0 6 0 0
0

2 0

4 0

6 0

8 0

1 0 0

Tim
e [

s]

F i b e r  L e n g t h  [ k m ]

 t d
 t r

Figure 4.12: Drift time of polarization and time to receive the Nr qubits as a function of the
fiber length.

The algorithm is based on Bob, which is the master, and has the input parameters shown

in Table 4.3. The algorithm runs as follows:
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Figure 4.13: Schematic diagram of the polarization control algorithm.

Table 4.3: Input parameters for the polarization control algorithm.

Parameter Description

QBERMin Minimum value for que QBER. Below this value the estimation of
the QBER is not under the confidence level.

QBERMax Maximum value for the QBER, which is usually defined by the
upper layer quantum protocol.

FS Frame size.
NMax

s Maximum number of control qubits in one frame.

dr Relative precision of the Q̂BER.
α Confidence level in the estimation of the QBER.

Q̂BER(0) Initial guess for the Q̂BER.

Pdc Probability of having dark counts in the detector.
τg Detection time of the detector gate window.
αf Fiber attenuation coefficient.
L Fiber length.
ηD Quantum efficiency of the detector.
µ Average number of photons per pulse.
∆B Conditional branch that allows to switch between EPC’s wave-

plates.

1. The input parameters are inserted in Bob’s computer.

2. Bob calculates Nr from Eq. (4.29) in order to estimate the Q̂BER with a given confidence

level, α.

3. Using the value of Nr from Eq. (4.35), Bob calculates the number of qubits that Alice

must send, Ns, for him to receive Nr, assuming that nc = NMax
s .

4. With Ns and NMax
s , Bob calculates the number of frames which are required to send the
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control qubits according to

NF =

⌈
Ns

NMax
s

⌉
. (4.37)

5. Bob sends the values of FS, NMax
s , Ns and NF to Alice through a bidirectional public

channel.

6. Alice receives the values sent by Bob, generates the Ns qubits and transmits them to Bob

through the quantum channel.

7. Bob performs a measurement in the qubits received, which are defined as N∗r . At this

point there are two cases that must be considered:

a) If N∗r <Nr, it will be obtained a lower precision in the estimation of the Q̂BER. If

this happens, it means that the real parameters of the system are slightly different

from the ones initially inserted. However, Bob can compensate it by increasing the

Ns parameter, whenever this occurs in five consecutive times.

b) If N∗r > Nr in five consecutive times, it means that the system is consuming unnec-

essary bandwidth with control qubits. In this case, Bob decreases the Ns parameter.

8. Using N∗r and knowing the control sequence, Bob calculates the error rate from the

equation Q̂BER=er/N
∗
r , and then the QBERUB from Eq. (4.23).

Next, the algorithm finds a decision stage where QBERUB is the input parameter and verifies

the following conditions:

1. if QBERUB < QBERMin, there is no action in the EPC and the data qubits received are

valid;

2. if QBERMin ≤ QBERUB ≤ QBERMax, the EPC will actuate and the data qubits received

are valid,

3. if QBERUB > QBERMax, the EPC will actuate and during this time the data qubits

received are discarded.

In order to perform the control of polarization we have used an EPC with four waveplates

driven electrically (PolaRITETM II/III from General Photonics) [41]. The control of each

waveplate is based on a minimization Hill-Climbing algorithm [42] as shown in Fig. 4.14.

The Hill-Climbing algorithm can be used for searching a maximum or minimum in a rela-

tively simple way. In our case, we will use it to find the minimum of the Q̂BER. The algorithm

works as follows:

1. The voltage of each waveplate is set at the mean value, VMean = 75 V, to avoid reaching

the minimum (VMin = 0 V) or maximum (VMax = 150 V) values, where the EPC can

induce errors in transmission. However, if the limiting voltages are reached it is possible

to perform a shift of π/4, due to the periodical behavior of the waveplates.
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Figure 4.14: Working principle of the Hill-Climbing algorithm. (a) In this example, we assume

that the Q̂BER is at step 0. After moving the waveplate, lower Q̂BER values are obtained (steps

1 to 3), until in step 4 a higher Q̂BER is obtained. In this case, the waveplate moves back one
step (step 5) in order to get as close as possible to the minimum. (b) In this example, we

assume that after the first step the Q̂BER increases (after increasing the wave plate voltage),
which means that the waveplate is moving in the wrong direction. In this case, the voltage is
decreased until a minimum value is found (steps 2 to 6.)

2. The voltage of the first waveplate is increased by a given step and the Q̂BER is estimated.

If the Q̂BER decreases, we continue to increase the waveplate voltage. If the Q̂BER

increases we move back one step.

3. If the variation of the Q̂BER in the last three iterations is smaller than ∆B, the algorithm

jumps to the next waveplate.

In the algorithm, we define two step sizes for the voltage of the waveplates. These are defined

by S1 =((QBERMax −QBERMin)/2) + QBERMin) and S2 =QBERMax. Based on the two step

sizes, there are three cases which are considered:

1. if Q̂BER≤S1 we use a step size of VMax/100 in order to slightly optimize the Q̂BER and

do not induce perturbations;

2. if S1<Q̂BER≤ S2 we use a step size of VMax/50 to avoid surpassing the QBERMax,

3. if Q̂BER>S2 we use a step size of VMax/10 to rapidly decrease the error rate.
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4.3.4 Numerical Validation

After describing the polarization control algorithm, in this subsection we will show results of

a numerical simulation of its implementation, using MATLABr software. The input parameters

for the algorithm are shown in Table 4.4.

Table 4.4: Parameters used to plot Fig. (4.15).

Parameter Value

µ 0.2 photons/pulse
Pdc 1×10−6 ns−1

αf 0.2 dB/km
FS 217 bits
frep 10 MHz
L 100 km

Nmax
s 25 %
ηD 10 %

Q̂BER(0) 50 %
QBERMax 11 %
QBERMin 2 %

τg 5 ns
α 0.05

∆B 2 %
dr 0.5

For the complete simulation of the communications scheme, there are four main parts to

consider. First, we consider that Alice uses a probabilistic photon source from an attenuated

laser, whose photon statistics follows a Poissonian distribution given by Eq. (3.9). Then, we

generate two orthogonal SOPs, |H〉 and |V 〉. The photons are transmitted through the fiber,

and their SOPs will suffer random rotations. Such rotations can be modeled in the 3-dimensional

Stokes space, following a general rotation matrix given by

MF =

 cos(θ) − sin(θ) cos(φ0) sin(θ) sin(φ0)

sin(θ) cos(φ) cos(θ) cos(φ0) cos(φ)− sin(φ0) sin(φ) − cos(θ) sin(φ0) cos(φ)− cos(φ0) sin(φ)

sin(θ) sin(φ) cos(θ) cos(φ0) sin(φ) + sin(φ0) cos(φ) cos(φ0) cos(φ)− cos(θ) sin(φ0) sin(φ)

 ,
(4.38)

where φ, φ0 and θ are three independent random variables [43]. The variables φ and φ0 vary

uniformly between 0 and 2π whereas cos(θ) varies uniformly between -1 and 1.

After the optical fiber, photons pass through the EPC and Bob randomly selects the mea-

surement basis, before photons are detected using SPADs. The matrix representation of the
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EPC is given by [44]

MEPC = M45◦(ϕ4)M0◦(ϕ3)M45◦(ϕ2)M0◦(ϕ1), (4.39)

where M(ϕ1...4) are the waveplate matrices of the EPC in Stokes space and are written as

M0◦(ϕ1) =

1 0 0

0 cos(ϕ1) − sin(ϕ1)

0 sin(ϕ1) cos(ϕ1)

 , (4.40)

M45◦(ϕ2) =

 cos(ϕ2) 0 sin(ϕ2)

0 1 0

− sin(ϕ2) 0 cos(ϕ2)

 , (4.41)

M0◦(ϕ3) =

1 0 0

0 cos(ϕ3) − sin(ϕ3)

0 sin(ϕ3) cos(ϕ3)

 , (4.42)

and

M45◦(ϕ4) =

 cos(ϕ4) 0 sin(ϕ4)

0 1 0

− sin(ϕ4) 0 cos(ϕ4)

 . (4.43)

The full control of a given input SOP, ŝi, can be achieved if the nonlinear equation given

by

MFMEPC = I (4.44)

holds, in a way that the final SOP, ŝf, becomes equal to the input one, according to

ŝf = MFMEPCŝi. (4.45)

Considering an optical fiber with 100 km in length, we have performed a simulation of the

evolution of the Q̂BER with time, which is shown in Fig. 4.15. In the simulation, we have

considered that Q̂BER(0) = 50 %, since this is the worst case scenario for the error rate. From

Fig. 4.15 it is possible to verify that after actuating in the EPC the Q̂BER soon decreased for

values smaller than QBERMax and after only about 5 s it decreased below QBERMin. At about

14 s we introduced a strong perturbation in the system by deliberately increasing the number

of errors. This perturbation simulates environmental changes, bending or external pressure in

the fiber. However, as can be seen from the result, the algorithm soon reduced the Q̂BER to

the target value. After the control of polarization, the algorithm was also able to keep the

Q̂BER below QBERMin for most of the time. From the numerical simulations we were able to

conclude that the polarization control method is both effective and robust in real-time control

of polarization.
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Figure 4.15: Simulation results for the evolution of the Q̂BER with time after photons are
transmitted through a 100 km optical fiber.

4.3.5 Experimental Validation

Finally, we will show results of an experimental validation of the method. First, we de-

scribe the experimental setup used in the implementation and then we present and evaluate the

experimental results.

Experimental Setup

The scheme of the experimental setup used in a proof-of-principle demonstration of the

method is shown in Fig. 4.16. The description of the setup is the following: Alice used a TLS

at λp = 1550.92 nm to produce optical signals. Then, the signal passes through a polarization

controller (PC-1) and pulses are produced with a MZM. Each pulse has a FWHM of approxi-

mately 1 ns and a repetition rate of 100 kHz. The generation of two orthogonal SOPs, |H〉 and

|V 〉, is achieved by using PBS-1, PC-2 and PC-3. The optical switch (OS-1) is connected to

a computer which runs an algorithm that randomly generates classical bits, ‘0’ and ‘1’. When

a ‘0’ is transmitted to the switch, the upper arm will be activated and the |H〉 SOP will be

sent. When a ‘1’ is transmitted to the switch, the lower arm will be activated and the |V 〉
SOP will be transmitted. The two polarization controllers, PC-2 and PC-3, are used to align

the polarization of the photons with the axes of PBS-1. The average number of photons is

then decreased to about 0.2 using a VOA. Alice sends the encoded photons through a 40 km

quantum channel and reaches Bob. A HWP was inserted before the optical fiber in order to be

possible to introduce a strong perturbation in the polarization of the photons by rotating it by
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a random angle.

Bob uses an EPC, another polarization-beam splitter (PBS-2) and two detectors, SPAD-

1 and SPAD-2. The two detectors are InGaAs/InP avalanche photodiodes operating in a

gated Geiger mode. SPAD-1 (id200) has a dark count probability per time gate, tg = 5 ns, of

P
(1)
dc = 4.47×10−4 ns−1 and a quantum detection efficiency, η

(1)
D ≈ 10 %. SPAD-2 (id201) has

a dark count probability per time gate, tg = 5 ns, of P
(2)
dc = 2.07×10−4 ns−1 and a quantum

detection efficiency η
(2)
D ≈ 10 %. To compensate for random rotations of polarization, we have

used the algorithm described in Section 4.3.3, implemented in LabViewTM. A second computer

is connected to a Q̂BER estimator (a MC) and to the EPC. The computer runs the algorithm

and acts in each squeezer of the EPC, having two possible changes for its voltage, V1...4±, ‘+’

for increase and ‘-’ for decrease.

MZMPC-1CW-laser

OS-1

VOA

SPAD-1

SPAD-2

PBS-1

PC-2

PC-3
Pulse Pattern

Generator

EPC

Computer
Feedback

Optical
Fiber

Quantum Channel

ALICE

BOB

HWP

PBS-2 PIN

Computer

Sync. Pulse

OS-2

Figure 4.16: Scheme of the experimental setup for the proof-of-principle demonstration of the
method. (Solid lines - optical fibers; dashed lines - electrical cables.)
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The synchronization between Alice and Bob was achieved using a laser, an optical fiber and

a classical detector (PIN), which gave the trigger to the SPADs. The synchronization laser was

set at λs = 1547.72 nm. The optical fiber was of the same length of the quantum channel in

order to allow the synchronization. However, in order to compensate smaller differences it was

also possible to make small adjustments in the opening time of the detectors’ gate windows.

An optical switch (OS-2) working at the same frequency repetition rate of the quantum signal

(100 kHz) was also used in the synchronization signal. This way, we guaranteed that the detector

opened the gate window only whenever a photon reached it. In this experiment we have chosen

to use an additional laser and a fiber to achieve synchronization in order to avoid cross-talk

completely.

Experimental Results

Alice generated frames containing 217 bits and sent them to Bob through the quantum

channel. Before starting to transmit photons, we have adjusted all PCs in order to achieve the

lowest error rate. The system was set to run and after about 30 minutes we rotated the HWP

before the fiber in order to introduce a perturbation in photon’s polarization. A plot of the

evolution of the Q̂BER with time is shown in Fig. 4.17. Looking at the results in this figure, we

0 0 : 0 0 0 1 : 0 0 0 2 : 0 0 0 3 : 0 0 0 4 : 0 0 0 5 : 0 00

1 0

2 0
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Figure 4.17: Experimental results on the evolution of the Q̂BER with time, including an
external perturbation after about 30 minutes running. The quantum channel used was a 40 km
optical fiber. The theoretical limits were defined as QBERMin = 2 % and QBERMax = 11 %.

can see that the polarization control algorithm was able to keep the Q̂BER at low values, most

of the time way below QBERMax. After applying the external perturbation we verified that
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the Q̂BER was increased to about 50 %. However, after about 2 minutes the Q̂BER decreased

to the target value and remained stable for more than 4 hours. The average Q̂BER during the

5-hours running whenever Q̂BER ≤ QBERMax was 3.2 %. Regarding the average number of

control qubits sent per frame, we obtained that Ns = 12.5 %.

The results allowed us to conclude that the polarization control algorithm was indeed ef-

fective in the control of polarization and can be used in a long run transmission, even after

using a quantum channel with several kilometers in length. Also, it was demonstrated that this

method allows uninterrupted transmission of secure data. The recover time is inline with the

characteristic time expected when using a low repetition rate, as used in this experiment. One

way to improve this time is to increase the repetition rate of the system.

4.3.6 Summary

The QBER of the transmission is highly dependent on the evolution of polarization during

propagation through an optical fiber. Moreover, some other effects contribute to the error rate,

such as dark counts in detectors or cross-talk counts from auxiliary channels. Apart from proper

filtering, a dynamic polarization control scheme should be used to guarantee a constant error

rate, or if necessary, to compensate for unexpected changes in the system. From the polarization

control scheme presented in this chapter we were able to demonstrate such a control scheme.

Considering that for the accurate estimation of the QBER a certain number of qubits is

required, the proposed model allowed us to determine its minimum number. At the same time,

the robustness of the polarization control scheme was demonstrated even for the case where

long-distance fiber links are used, both numerically and experimentally.
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[28] Á. J. Almeida, N. A. Silva, P. S. André, and A. N. Pinto, “Four-wave mixing: Photon
statistics and the impact on a co-propagating quantum signal,” Opt. Commun., vol. 285,
no. 12, pp. 2956–2960, Jun. 2012.

[29] S. N. Bose, “Plancks gesetz und lichtquantenhypothese,” Z. Phys, vol. 26, no. 1, pp. 178–
181, Dec. 1924.

[30] A. Einstein, “Quantentheorie des einatomigen idealen gases,” Sitzungsber. Preuss. Akad.
Wiss. Phys. Math. Kl., pp. 261–267, Jul. 1924.

[31] A. Einstein, “Quantentheorie des einatomigen idealen gases (zweite abhandlung),”
Sitzungsber. Preuss. Akad. Wiss. Phys. Math. Kl., pp. 3–10, Jan. 1925.

[32] G. Ribordy, N. Gisin, O. Guinnard, D. Stucki, M. Wegmuller, and H. Zbinden, “Photon
counting at telecom wavelengths with commercial InGaAs/InP avalanche photodiodes:
Current performance,” J. Mod. Opt., vol. 51, no. 9-10, pp. 1381–1398, Sep. 2004.

[33] A. Trifonov, D. Subacius, A. Berzanskis, and A. Zavriyev, “Single photon counting at
telecom wavelength and quantum key distribution,” J. Mod. Opt., vol. 51, no. 9-10, pp.
1399–1415, Sep. 2004.

[34] P. D. Townsend and I. Thompson, “A quantum key distribution channel based on optical
fibre,” J. Mod. Opt., vol. 41, no. 12, pp. 2425–2433, Dec. 1994.

[35] E. J. Galvez, C. H. Holbrow, M. J. Pysher, J. W. Martin, N. Courtemanche, L. Heilig, and
J. Spencer, “Interference with correlated photons: Five quantum mechanics experiments
for undergraduates,” Am. J. Phys., vol. 73, no. 2, pp. 127–140, Feb. 2005.

[36] A. Papoulis and S. U. Pillai, Probability, Random Variables, and Stochastic Processes,
Fourth Edition. McGraw-Hill Higher Education, 2002.

[37] L. D. Brown, T. T. Cai, and A. DasGupta, “Interval estimation for a binomial proportion,”
Stat. Sci., vol. 16, no. 2, pp. 101–133, May 2001.

[38] M. Thulin, “Coverage-adjusted confidence intervals for a binomial proportion,” Scand. J.
Stat., vol. 41, no. 2, pp. 1–10, Jun. 2014.

[39] M. Thulin, “The cost of using exact confidence intervals for a binomial proportion,” Elec-
tron. J. Stat., vol. 8, no. 1, pp. 817–840, Jun. 2014.

[40] M. Karlsson, J. Brentel, and P. A. Andrekson, “Long-term measurement of PMD and
polarization drift in installed fibers,” J. Lightwave Technol., vol. 18, no. 7, p. 941, Jul.
2000.

[41] G. P. Corporation, “PCD-M02 – Polarization Controller,” http://www.generalphotonics.
com/index.php/product/pcd-m02-polarization-controller, Accessed January 4, 2016.

[42] A. Treiber, “A fully automated quantum cryptography system based on entanglement for
optical fibre networks,” Master’s Thesis, University of Vienna, 2009.

[43] Q. Lin and G. P. Agrawal, “Vector theory of stimulated Raman scattering and its applica-
tion to fiber-based Raman amplifiers,” J. Opt. Soc. Am. B, vol. 20, no. 8, pp. 1616–1631,
Aug. 2003.

108

http://www.generalphotonics.com/index.php/product/pcd-m02-polarization-controller
http://www.generalphotonics.com/index.php/product/pcd-m02-polarization-controller


References Universidade de Aveiro

[44] E. Collett, Polarized Light in Fiber Optics. SPIE Press, 2004.

109





Chapter 5

Implementation of a Quantum Bit

Commitment Protocol

5.1 Introduction

T
he implementation of quantum protocols is based on the exchange and measurement of

quantum signals between two entities [1]. While protocols for quantum key distribution

(QKD) allow the two entities to generate and share a secret key, quantum primitives like

bit commitment are also very important for information-processing protocols [2].

Quantum bit commitment (QBC) was shown to have much more potential than its classical

counterpart [3]. Unfortunately, it was proved that not even the laws of quantum mechanics

allow us to build unconditionally secure QBC without considering further assumptions [4, 5].

Pushed by these works, a new classical bit commitment protocol based on cryptographic con-

straints imposed by special relativity was proposed [6]. This protocol already had the merit

of being unconditionally secure against classical or quantum attacks. Later, unconditionally

secure QBC protocols using quantum and relativistic properties were proposed and demon-

strated experimentally [7–12]. However, despite being unconditionally secure, in practice these

protocols are also very difficult to implement. Because of that, QBC protocols whose security

is based on current technological limitations have been also proposed. In [13], a practical QBC

protocol using four states was presented. This proposal showed the feasibility of the protocol,

but the implementation was not secure, since the quantum-bit error rate (QBER) was higher

than 20%. Later, a two-state version of the protocol was also presented [14]. These protocols

are much easier to implement and at the same time can be considered unconditionally secure,

as long as current technological limitations are not solved.

In this chapter, we present an experimental implementation of the QBC protocol proposed

in [14, 15]. We have considered two nonorthogonal quantum states encoded in polarization

and transmitted through optical fibers. Its security lies in the nonexistence of stable long-term

quantum memories and perfect non-demolition measurements, in a foreseeable future.
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5.2 The QBC Protocol

5.2.1 What is Bit Commitment?

Bit commitment is a protocol between two untrusted parties, Alice and Bob, which consists

of two phases: commitment and opening. In the commitment phase, Alice commits to a value

of a bit (‘0’ or ‘1’) at a certain moment in time, without Bob learning the value of the bit.

Later, Alice finalizes the protocol by revealing her choice to Bob.

To better understand the functionality of bit commitment protocol we can compare it with

that of a safe, as shown in Fig. 5.1. Following this figure, first Bob asks Alice for her to commit

0 

1 

or 

COMMITMENT 

Alice Bob 

OPENING 

0 1 or 

Alice Bob 

Figure 5.1: Schematic representation of bit commitment protocol.

to a value of a bit, ‘0’ or ‘1’. Then, she writes her choice on a piece of paper, locks it on a

safe and sends the safe to Bob while keeping the key to herself. This is called the commitment

phase. In the opening phase, Alice reveals her commitment to Bob. For Bob to know about

Alice’s commitment, she simply sends the key to him to open the safe and read the number in

the piece of paper.

Bit commitment is an important cryptographic primitive which allows to perform tasks such

as secure coin flipping, zero-knowledge proofs or oblivious transfer [14]. In the next subsection

we are going to describe our QBC protocol which uses two nonorthogonal states of polarization

(SOPs) in the encoding, an optical fiber as quantum channel and two nonorthogonal bases in

decoding.
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5.2.2 Definition of the Protocol

As we have described in the previous subsection, contrary to QKD in this protocol it is Alice

who makes the commitment, while Bob initializes it by preparing the sequence of bits to send

(see Fig. 5.1). In order to be feasible, the protocol needs to fulfill three security requirements.

Namely, it needs to be:

1. Binding - Alice cannot change her commitment later in time, in particular during the

opening phase;

2. Concealing - Bob cannot learn Alice’s commitment before the opening phase,

3. Viable - if Alice and Bob are honest, Bob will open Alice’s commitment with success.

In this protocol, we use the qubit states |0〉 and |1〉 which are nonorthogonal to each other,

such that 〈0|1〉 = cos(π/4). We denote the states orthogonal to |0〉 and |1〉 by |0⊥〉 and |1⊥〉,
respectively, so that 〈0⊥|0〉 = 0 and 〈1⊥|1〉 = 0. This way, we define two orthonormal bases

B0 = {|0〉, |0⊥〉} and B1 = {|1〉, |1⊥〉}, which define two orthogonal observables that we call Ĉ0

and Ĉ1 and that can be written as

Ĉ0 = 0 · |0〉〈0|+ 1 · |0⊥〉〈0⊥|, (5.1a)

Ĉ1 = 1 · |1〉〈1|+ 0 · |1⊥〉〈1⊥|. (5.1b)

For the commitment, Alice uses one of the two observables defined in Eq. (5.1). Since

the angle between the two states (which is also the angle between the two bases) is π/4, the

probability to have a mismatch between the state sent and the state measured is 1/2 if the

measurement basis differs from the preparation basis [16].

Next, we discuss the factors which contribute to the QBER. The two factors are, namely:

1. Optical noise - which represents the effects that change the quantum state of the photon

during propagation;

2. Non-optical noise - which represents imperfect single-photon sources, finite detector

efficiencies and detectors’ dark counts.

The optical noise is modeled by a depolarizing channel model [17].

In the protocol we consider four phases, which run as follows:

1. Initialization: First, Bob generates a random sequence of classical bits and encodes

them in one of two SOPs, |0〉 or |1〉. Then, he sends them to Alice and keeps the record

of each state.
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2. Commitment: Right after receiving a photon from Bob, Alice performs a measurement

on it (in order to increase security she should announce the arrival times of each photon).

She should measure the state of all photons sent by Bob in one of the two observables,

Ĉ0 or Ĉ1. If Alice wants to commit to ‘0’, she uses Ĉ0. If she wants to commit to ‘1’,

then she uses Ĉ1 to measure on all photons.

3. Opening: In this phase, Alice reveals her commitment to Bob by informing him about

the observable she measured and the measurement results that she obtained.

4. Validation: Finally, Bob performs a goodness-of-fit test1 to check if Alice’s measure-

ments are statistically coherent or not. Based on this test he will decide on the acceptance

of Alice’s commitment.

There are several schemes that Bob can use to validate Alice’s results. Here, we will consider

the so-called binomial test [19], as described next.

a) Let pi(j|s), with i, j, s ∈ {0, 1}, be the conditional probability that Alice obtains the

result j when measuring the observable Ĉi on the state |s〉.

b) Then let ni(j|s) be the number of results j measured by Alice using observable Ĉi when-

ever the state |s〉 was sent, and define

qi(j|s) =
ni(j|s)
ni(s)

. (5.2)

c) In this case, the sets {qi(j|0)}i,j∈{0,1} and {qi(j|1)}i,j∈{0,1} form sets of statistical data.

Now, let’s suppose that Alice is committing to ‘0’. We can define the probability that a bi-

nomial distribution with probability of success p0(0|0) produces the statistics {q(i, j|0)}i,j∈{0,1},
as P (qi(j|0)||p0(0|0)) and analogously for P (qi(j|1)||p0(1|1)). For Bob to accept Alice’s commit-

ment, he will check if P (qi(j|0)||p0(0|0)) > κ or if P (qi(j|1)||p0(1|1)) > κ, where κ is a threshold

value which will be determined by him. Therefore, for viability purposes, it must be required

that if Alice commits to ‘1’, she must be unable to pass the test of committing to ‘0’. This

requirement is satisfied as long as the protocol is secure against a cheating Alice. In Section 5.4

we analyze possible choices of the security parameter κ and show that the protocol is indeed

secure against a cheating Alice [14].

5.2.3 White-Noise Model for the Optical Contribution to Noise

In order to analyze the optical contribution to noise, we consider a white-noise model given

by a depolarizing channel, Ed, with a given probability, p,

Ed(ρ̂) = (1− p)ρ̂+ p
I
2
, (5.3)

1A goodness-of-fit test describes how well a statistical model fits on a set of measurements [18].
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where ρ̂ is a general mixed state representing the initial qubit state and I denotes the identity

matrix.

When Alice measures Ĉ0, the conditional probabilities are given by

p0(0|0) = 1− p

2
, (5.4a)

p0(1|0) =
p

2
, (5.4b)

p0(0|1) = 1/2, (5.4c)

p0(1|1) = 1/2. (5.4d)

If Alice measures Ĉ1, the conditional probabilities are given by

p1(0|0) = 1/2, (5.5a)

p1(1|0) = 1/2, (5.5b)

p1(0|1) =
p

2
, (5.5c)

p1(1|1) = 1− p

2
. (5.5d)

We recall that ni(j|s), with i, j, s ∈ {0, 1}, denotes the number of results j obtained when

measuring the observable Ĉi on the state |s〉. Then, consider that ni(s) is the total number of

photons which were detected when the state |s〉 was sent and the measurement observable was

Ĉi. If Alice performs the measurements on all photons using only one of the two observables,

the statistics of her measurements will approach to the corresponding conditional probabilities

in Eqs. (5.4) and (5.5), due to the law of large numbers. Looking at Eq. (5.4a) we can see that

it represents the optical contribution for the success rate (SRATE) and Eq. (5.4b) represents

the optical contribution for the QBER, when measuring the observable Ĉ0 in the state |0〉 (and

analogously for Eqs. (5.5c) and (5.5d)). In this case we say that Alice is honest. Then we can

write that

n0(0|0)

n0(0)
≈ p0(0|0) = 1− p

2
= SRATEopt

0 , (5.6a)

n0(1|0)

n0(0)
≈ p0(1|0) =

p

2
= QBERopt

0 , (5.6b)

n1(0|1)

n1(1)
≈ p1(0|1) =

p

2
= QBERopt

1 , (5.6c)

n1(1|1)

n1(1)
≈ p1(1|1) = 1− p

2
= SRATEopt

1 . (5.6d)

If the statistics of Alice’s measurements approaches Eq. (5.4), Bob accepts a commitment to

‘0’ and if the statistics approaches Eq. (5.5), Bob accepts a commitment to ‘1’. Otherwise, Bob

will abort the protocol.
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5.2.4 Technological Limitations to Guarantee the Protocol’s Se-

curity

As we have said, the security of this protocol is based on current technological limitations.

These limitations are, namely, the nonexistence of stable long-term quantum memories and

the incapability of performing ideal quantum non-demolition (QND) measurements. Next, we

explain how these limitations are used to guarantee the security of the protocol.

One of the most interesting tasks that a cheating Alice would like to be able to do was

the ability to postpone her commitment until the opening phase. However, in order to do

that she will need a stable long-term quantum memory to store the qubits received by her and

measure them only immediately before the opening phase. Despite recent efforts, such quantum

memories are still far from existing [20–22].

The protocol also requires that Alice announces the arrival times of the qubits. However,

if Alice wants to cheat and delay the commitment, she must perform a QND measurement to

detect the presence of a photon without destroying it or affecting its state. Currently, ideal QND

measurements are also impossible to achieve [23–26]. Furthermore, even if Alice was capable of

performing a QND measurement, she would need to have access to a stable long-term quantum

memory in order to perform her measurements later in time.

There are, however, other aspects that should be accounted for the implementation of

the protocol to be considered secure. It is well know that an ideal single-photon source is

quite difficult to obtain [1]. Therefore, Bob normally uses probabilistic sources generating a

small number of photons in each pulse, in order to prevent the photon-number splitting (PNS)

attack [27]. A problem for security occurs if a pulse contains more than one photon, since in

that case all of them will be in the same SOP. If this happens, Alice can split two photons and

measure Ĉ0 on one photon and Ĉ1 on another. In this way, she can have results consistent with

both commitments and send only one of the results to Bob at her choice. To avoid this problem,

it is expected that the emission rate of multi photons is much smaller than the emission rate

of single photons. Finally, we also assume that Bob does not have access to Alice’s laboratory,

and since she reveals her commitment only during the opening phase, Bob does not get any

knowledge about her measurements before that phase.

5.2.5 Optimal Cheating Strategy for Alice

Contrary to QKD, in the proposed QBC protocol the eavesdropper can be Alice herself.

Therefore, from the point of view of her measurements, we can also discuss the optimal cheating

strategy that she can use for single-photon measurements.

We start by defining the optimal cheating observable, which is the observable whose eigen-

basis is rotated by -π/8 from B0 [28–31]. Then, the cheating observable, Ĉch, is defined by

mutually orthogonal vectors, |0̃〉 and |1̃〉, such that the angle between |0〉 and |0̃〉, and the angle
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between |1〉 and |1̃〉 is π/8 and is written as

Ĉch = 0·|0̃〉〈0̃|+ 1·|1̃〉〈1̃|. (5.7)

Therefore, if Alice obtains the result ‘0’, which corresponds to vector |0̃〉, she infers that the

state sent by Bob was |0〉. In the same way, if she obtains the result ‘1’, which corresponds

to state |1̃〉, she infers that the state sent by Bob was |1〉. We can now define the conditional

probabilities for the cheating observable, in the ideal case as

pch(0|0) = |〈0|0̃〉|2 = cos2

(
π

8

)
, (5.8a)

pch(1|0) = |〈0|1̃〉|2 = sin2

(
π

8

)
, (5.8b)

pch(0|1) = |〈1|0̃〉|2 = sin2

(
π

8

)
, (5.8c)

pch(1|1) = |〈1|1̃〉|2 = cos2

(
π

8

)
. (5.8d)

In this particular case, the SRATE is obtained from the probability to infer 0 when the state

sent by Bob was |0〉, and the same for the case when the state sent by Bob was |1〉. Since the

situation is symmetric, the two probabilities are equal.

In terms of probabilities for the optical contribution (opt), SRATEopt
ch and QBERopt

ch are

written as

SRATEopt
ch (0) =

nch(0|0)

nch(0)
≈ pch(0|0) = 0.8536, (5.9a)

QBERopt
ch (0) =

nch(1|0)

nch(0)
≈ pch(1|0) = 0.1464, (5.9b)

QBERopt
ch (1) =

nch(0|1)

nch(0)
≈ pch(0|1) = 0.1464, (5.9c)

SRATEopt
ch (1) =

nch(1|1)

nch(0)
≈ pch(1|1) = 0.8536. (5.9d)

From Eqs. (5.9b) and (5.9c), we can verify that the maximum error rate allowed by the

protocol is around 15%. This tells us that if the error induced by an honest Alice is similar to

the error of a cheating Alice, the two strategies are indistinguishable, and the protocol cannot

be performed.
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5.3 Experimental Implementation of the Protocol

5.3.1 Experimental Setup

The scheme of the experimental setup used to implement the QBC protocol presented is

shown in Fig. 5.2.

MZMPC-1CW-pump VOA

SPAD-1

SPAD-2

PC-2

PC-3
Pulse Pattern

Generator

Computer

Fiber

Quantum Channel

BOB

ALICE

HWP

PBS PIN

Sync. Pulse

OS-2

OS-1

PC-4

OC

LP-1

LP-2

Computer

Figure 5.2: Experimental setup used in the proof-of-principle demonstration of the two-state
QBC protocol proposed.

The sender, Bob, uses a continuous-wave (CW) pump at λp =1550.92 nm which is externally

modulated with a Mach-Zehnder Modulator (MZM) to produce optical pulses with a full-

width at half maximum (FWHM) of approximately 1 ns and a repetition rate of 100 kHz. A

polarization controller (PC-1) is used to maximize the number of photons at the output of the
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MZM. Then, classical bits are encoded in two nonorthogonal SOPs. In the upper arm, bits are

encoded at the |H〉 SOP through the use of a linear polarizer (LP-1) whose transmission axis

is set at 0◦. In the lower arm, bits are encoded at the |+45〉 SOP using another linear polarizer

(LP-2), this one set at 45◦. Using an optical switch (OS-1), if a ‘0’ is received the upper arm

is activated, if a ‘1’ is received it is the lower arm which is activated. Then, both pass through

a 50/50 optical coupler (OC). After the encoding part, pulses are attenuated with a variable

optical attenuator (VOA) to generate 0.2 photons per pulse, in average. Then, photons are

transmitted through the quantum channel (an optical fiber). The receiver, Alice, uses a half-

wave plate (HWP) to select the commitment basis. The wave plate is set at 2θ = 0◦, for selecting

the rectilinear basis (Ĉ0), 2θ = 45◦ to select the diagonal basis (Ĉ1), or 2θ = −22.5◦ to choose

the optimal cheating basis (Ĉch). A polarization-beam splitter (PBS) allows to discriminate

between 0◦ and 90◦. The polarization controller (PC-4) before the HWP is used to compensate

random rotations of polarization in the optical fiber. The detection of photons is performed

with two single-photon avalanche diodes (SPAD-1 and SPAD-2). SPAD-1 (id200) has a dark

count probability per time gate, tg = 5 ns, of P
(1)
dc = 6×10−5 ns−1, and a quantum detection

efficiency, η
(1)
D ≈ 7%. SPAD-2 (id201) has a dark count probability per time gate, tg = 5 ns, of

P
(2)
dc =3×10−5 ns−1, and a quantum detection efficiency, η

(2)
D ≈9%. The synchronization between

Alice and Bob is achieved by using another laser (λs = 1547.72 nm) set at the same repetition

rate of the quantum signal and an optical fiber also with the same length of the quantum

channel. Another optical switch (OS-2) guarantees that the classical signal is sent to Alice only

when the qubit is also sent. These pulses are detected using a classical detector (PIN), which

gives trigger to both SPADs. As in previous experiment, we have used an additional laser and

fiber to avoid cross-talk counts completely.

5.3.2 Experimental Results

Alice Measuring Ĉ0 and Ĉ1

To demonstrate the implementation of the proposed QBC protocol, we have performed

measurements of both Ĉ0 and Ĉ1, using different quantum channel lengths. We considered two

types of measurements for each observable. When the basis of Alice’s measurement observable

Ĉi (with i ∈ {0, 1}) coincides with the basis Bs (with s ∈ {0, 1}) from which the state was

prepared by Bob, we call this a ‘measurement in equal bases’. When they are different, we call

it a ‘measurement in different bases’.

The sequence of bits to encode was obtained from a pseudo-random binary sequence (PRBS)

with size 217. In a single run, we have sent the full sequence of bits and recorded the results

from the ones who have reached the detectors. For the quantum channel, we have considered

three different fiber lengths: 0 km, 8 km and 16 km.

In Fig. 5.3, we show the measurement results for both Ĉ0 and Ĉ1 in five different runs.
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Looking at the experimental data in this figure, we can see that the measurement probability
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Figure 5.3: Experimental results of the measurement probability for five different runs ob-
tained when Alice committed to Ĉ0 and Ĉ1. Figures (a) and (b) show the results for 0 km,
figures (c) and (d) present the results for 8 km and figures (e) and (f) present results for 16 km.
The dashed lines represent the theoretical value for measurements in equal bases (100%) and
the dash-dotted line represents the theoretical value for measurement in different bases (50%).

when equal bases were used is always higher than 93%. Therefore, these results are way above

the minimum theoretical security limit of 85.36%. The measurement probability when different
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bases were used is always close to 50%. This was the expected result, since there is a probability

of 50% to detect a photon in each detector. In Table 5.1, we present the success rates for Ĉ0

and Ĉ1, obtained from the results in Fig. 5.3. From this table, we can verify that as larger the

Table 5.1: Success rates for Ĉ0 and Ĉ1 when measuring in equal and in different bases.

SRATE when measuring
in equal bases (%)

SRATE when measuring
in different bases (%)

Fiber Length
(km)

Ĉ0 Ĉ1 Ĉ0 Ĉ1

0 97.18 99.81 54.37 49.30
8 95.25 99.54 51.92 51.99
16 93.43 96.73 52.91 55.41

fiber length, smaller is the success rate when measuring in equal bases. This is due to the fact

that with the increase on the fiber length it is more difficult to adjust polarization and therefore

the system is more susceptible to errors.

The SRATEs and the QBERs are a consequence of both optical and non-optical noise.

Therefore, we can write that

SRATEi = SRATEopt
i + SRATEnon−opt

i , (5.10a)

QBERi = QBERopt
i + QBERnon−opt

i , (5.10b)

with i = 0, 1. The optical noise is given by Eqs. (5.4) and (5.5), having a significant impact on

the results. On the other hand, the non-optical noise does not depend on the state emitted by

Bob nor on the observable measured by Alice, but it does depends on the result obtained. The

non-optical QBER can be written as

QBERnon−opt
i =

P
(j)
dc

µηFη
(j)
D

, (5.11)

with i = 0, 1 and j = 1, 2.. In Eq. (5.11), P
(j)
dc is the probability to have dark counts in each

detector, µ is the average number of photons per pulse and η
(j)
D is the quantum efficiency of

each detector. The term ηF represents the total efficiency of the fiber and is given by Eq. (4.6).

From Eqs. (5.4), (5.5) and (5.11), Eq. (5.10b) can be rewritten as

QBERi =
pi
2

+
P

(j)
dc

µηFη
(j)
D

, (5.12)

including both optical and non-optical contributions.

In addition to Fig. 5.3, we can plot the average QBER over the five runs for each fiber

length. The results are shown in Fig. 5.4. The theoretical fit to the results was obtained from
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Figure 5.4: Average QBER as a function of the fiber length when measuring (a) Ĉ0 (QBER0)
and (b) Ĉ1 (QBER1), along with the theoretical fit from Eq. (5.12). The error bars represent
the standard deviation of the experimental values.

Eq. (5.12), considering pi as the fitting parameter. From the fit we obtained that p0 = 6.3×10−2

and p1 = 3.7×10−3. The correlation coefficient between experimental and theoretical data was

R2 = 0.7827 when Ĉ0 was measured and R2 = 0.9587 when Ĉ1 was measured. From the

results in Fig. 5.4, the first conclusion that we can take is that the QBER increases with the

fiber length, as expected. It is also possible to see that the experimental results are within

the theoretical security limit for the QBER, which is about 15%. The difference between the

QBER values in the measurements with Ĉ0 and Ĉ1 is due to several factors. First, the dark

count probabilities are different in the two detectors, since P
(1)
dc =6×10−5 ns−1 for SPAD-1 and

P
(2)
dc = 3×10−5 ns−1 for SPAD-2. Then, the quantum efficiencies of the two detectors are also

different, with η
(1)
D ≈7% for SPAD-1 and η

(2)
D ≈9% for SPAD-2. Finally, we note that the losses

in each arm of the PBS were also slightly different.

Next, we can calculate the probability of occurrence of white noise, pi. This can be obtained

from Eq. (5.12), which can be rewritten as

pi = 2

(
QBERi −

P
(j)
dc

µηFη
(j)
D

)
. (5.13)

Using Eq. (5.13) and the experimental results from Fig. 5.4, where QBERi is the average value

of the five runs for each fiber length, we plot pi in Fig. 5.5.

As also shown in Fig. 5.4, Fig. 5.5 indicates that in the measurement of Ĉ0 the noise is

higher and increases with the fiber length, due to the same reasons presented in the analysis of

Fig. 5.4.
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Figure 5.5: Calculated values for (a) p0 and (b) p1 as a function of L, using Eq. (5.13). The
error bars represent the standard deviation of the experimental data.

Alice Measuring Ĉch

In order to verify the optimal cheating strategy for Alice, instead of Ĉ0 or Ĉ1 we performed

measurements of Ĉch. The results are shown in Fig. 5.6. From these results we can verify that

there is a good agreement between experimental and theoretically expected data. The average

success rates for the measurement probability of the optimal cheating strategy are summarized

in Table 5.2.

Table 5.2: Average success rates for the optimal cheating strategy when measuring
zeros and ones.

Fiber Length
(km)

SRATE when measuring
zeros (%)

SRATE when measuring
ones (%)

0 83.12 81.11
8 82.50 75.74
16 80.01 73.83

As we have done for measurements with Ĉ0 and Ĉ1, we can plot the average QBER over the

five runs for each fiber length, when measuring Ĉch. The results are shown in Fig. 5.7. From the

theoretical fit we obtained that p0 = 0.4 and p1 = 0.344. The correlation coefficient between

experimental and theoretical data is R2 = 0.5305 when measuring ones in Ĉch and R2 = 0.8267

when zeros were measured in Ĉch.

Using Eq. (5.13) and the experimental results from Fig. 5.7 we plotted the variation of pch

with the fiber length, which is shown in Fig. 5.8. As shown in Fig. 5.5, from these results we

can also verify that the noise increases with the fiber length, presenting larger values, since the

QBER for the cheating strategy is also larger.

One of the conclusions from the experiment to test the optimal cheating strategy for Alice
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Álvaro Almeida Chapter 5. Implementation of a Quantum Bit Commitment Protocol

1 2 3 4 50

2 5

5 0

7 5

1 0 0 ( a )

R U N  N U M B E RMe
asu

rem
en

t P
rob

ab
ilit

y [
%]  M e a s u r e m e n t s  o f  o n e s  =  p c h ( 1 | 1 )

 M e a s u r e m e n t s  o f  z e r o s  =  p c h ( 0 | 0 )

1 2 3 4 50

2 5

5 0

7 5

1 0 0 ( b )

R U N  N U M B E RMe
asu

rem
en

t P
rob

ab
ilit

y [
%]  M e a s u r e m e n t s  o f  o n e s  =  p c h ( 1 | 1 )

 M e a s u r e m e n t s  o f  z e r o s  =  p c h ( 0 | 0 )

1 2 3 4 50

2 5

5 0

7 5

1 0 0 ( c )

R U N  N U M B E RMe
asu

rem
en

t P
rob

ab
ilit

y [
%]  M e a s u r e m e n t s  o f  o n e s  =  p c h ( 1 | 1 )

 M e a s u r e m e n t s  o f  z e r o s  =  p c h ( 0 | 0 )

Figure 5.6: Experimental results of the measurement probability for five different runs ob-
tained from the measurements in Ĉch, when (a) L = 0 km, (b) L = 8 km and (c) L = 16 km.
The dashed line represents the theoretical value for measurements of both zeros and ones, which
is at 85.36%.

is that the QBER is slightly larger than the theoretical value. This is due to the difficulty to

set the HWP at exactly 2θ = −22.5◦ and due to the unavoidable optical noise. A difference

between measurements of ones and zeros is also observed in the average QBERs. This is also

due to different dark-count probabilities, different quantum efficiencies in the two detectors and

different fiber losses in each arm of the PBS. It is worth to highlight that errors due to bad

alignment also exist when measuring Ĉ0 and Ĉ1. However, since it is easier to align the linear

polarizers for those two measurements, we can assume that when measuring Ĉ0 and Ĉ1 this

type of error is negligible.

5.4 Security Against a Cheating Alice

In this subsection we analyse the security of the protocol against a cheating Alice. The first

thing to do is to use the experimental results of Alice’s measurements in observables Ĉ0 and Ĉ1

to establish Bob’s quantitative validity criterion. Then, we use the experimental results obtained
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Figure 5.7: Average QBER as a function of the fiber length when measuring (a) ones in Ĉch

and (b) zeros in Ĉch. The theoretical fit from Eq. (5.12) is also shown. The error bars represent
the standard deviation of the experimental values.
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Figure 5.8: Calculated values for (a) pch(0|1) and (b) pch(1|0) as a function of L, using
Eq. (5.13). The error bars represent the standard deviation of the experimental values.

from a cheating Alice and show that they would not pass such criterion, which demonstrates

the security of the protocol.

First, we describe the way Bob forms the viability criterion introduced in the definition of

the protocol. The probability that an honest Alice committing to Ĉ0 obtains n0(0|0) times the

value ‘0’ when measuring n0(0) photons in state |0〉 is given by a binomial distribution with

mean value

µ0 = n0(0)p0(0|0), (5.14)

and variance

σ2
0 = n0(0)p0(0|0)(1− p0(0|0)). (5.15)

The probability that an honest Alice committing to Ĉ0 obtains n0(1|1) times the value ‘1’ when
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measuring n0(1) photons in state |1〉 is given by a binomial distribution with mean value

µ1 = n0(1)p0(1|1), (5.16)

and variance

σ2
1 = n0(1)p0(1|1)(1− p0(1|1)). (5.17)

For a sufficiently large n0(0) and n0(1), this binomial distribution will behave like a normal

distribution when considering the same parameters. Then, the binomial test described before

reduces to the 68 − 95 − 99.7 rule for significance levels of 32%, 5% and 0.3%, respectively. If

we consider a significance level of 0.3%, it means that Bob accepts Alice’s statistics whenever

|0〉 was sent if

n0(0|0) ∈ [µ0 − 3σ0, µ0 + 3σ0]. (5.18)

The Eq. (5.18) ensures that if an honest Alice wants to commit to ‘0’ she has approximately

99.7% chance of having part of her data accepted by Bob. In terms of the security parameter,

κ, introduced in Section 5.2.2, this corresponds to the calculation of

κ = Pr[n0(0|0) = µ0 − 3σ0], (5.19)

where Pr is the probability. Immediately afterwards, Bob tests the statistics of Alice’s mea-

surements when |1〉 was sent and accepts them if

n0(1|1) ∈ [µ1 − 3σ1, µ1 + 3σ1], (5.20)

which in terms of the security parameter corresponds to the calculation of

κ = Pr[n0(1|1) = µ1 − 3σ1]. (5.21)

At last, Bob validates Alice’s full commitment only if the conditions in Eqs. (5.18) and (5.20) are

satisfied. For a significance level of 0.3%, this means that Bob will not accept the commitment

from an honest Alice in only about 6 times at each 1000.

From the results in Fig. 5.3 we can calculate the conditional probabilities in Eq. (5.4), which

are

p0(0|0) = 0.934, (5.22a)

p0(1|0) = 0.066, (5.22b)

p0(0|1) = 0.471, (5.22c)

p0(1|1) = 0.529. (5.22d)

Since in the case of Fig. 5.3 Bob registered about n0(0) ≈ n0(1) ≈ 350 measurement outcomes
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on average, we can calculate from Eqs. (5.14) and (5.15) that

µ0 = 326.9, (5.23a)

σ0 = 4.64, (5.23b)

µ1 = 185.15, (5.23c)

σ1 = 9.34. (5.23d)

Therefore, the condition in Eq. (5.18) gives [µ0 − 3σ0, µ0 + 3σ0] = [312.98, 340.82] and the

condition in Eq. (5.20) gives [µ1 − 3σ1, µ1 + 3σ1] = [157.13, 213.17].

Next, we calculate the probability of a cheating Alice to pass the previous test. From the

results shown in Fig. 5.6 we are able to calculate the conditional probabilities, which are

pch(0|0) = 0.8, (5.24a)

pch(1|0) = 0.2, (5.24b)

pch(0|1) = 0.262, (5.24c)

pch(1|1) = 0.738. (5.24d)

Using Eq. (5.14), we obtain that n0(0)pch(0|0) = 280. Since 280 6∈ [312.98, 340.82], the statistics

from a cheating Alice would not be accepted by Bob as a valid commitment to ‘0’. In the same

way, using Eq. (5.16) we obtain that n0(1)pch(1|1) = 258.3. Since 258.3 6∈ [157.13.98, 213.17],

the statistics from a cheating Alice would also not be accepted by Bob as a valid commitment to

‘1’. Note that even if we had chosen [µ0−7σ0, µ0+7σ0] and [µ1−7σ1, µ1+7σ1] as the acceptance

intervals, to increase the chance of an honest Alice being rightfully accepted, a cheating Alice

would, on average, still fail to pass that test. This comes from the fact that substituting the

respective values we obtain [µ0 − 7σ0, µ0 + 7σ0] = [294.42, 359.38] and [µ1 − 7σ1, µ1 + 7σ1] =

[119.77, 250.53], which allows to conclude that they still exclude the statistics from a cheating

Alice. Note that by using such a larger standard deviation we also increase the chance of an

honest Alice to be accepted.

We note that even if Alice had ideal detectors, with 100% efficiency and no dark counts,

that would not help her cheating. The reason for this is that ideal detectors will only improve

the results of Ĉ0 and Ĉ1 used to establish Bob’s numerical verification criterion, reducing them

to the case of optical noise only, given by Eqs. (5.4) and (5.5). In other words, this means that

Bob’s verification criterion would be tighter than if non-ideal detectors were used. However,

while ideal detectors improve the probability for Alice to cheat, that will not be enough to

compromise the security of the protocol. By assuming the “noisy” verification criterion given

by Eq. (5.18), for the experimental values given by Eqs. (5.22) and (5.23) and perfect cheating

statistics given by Eq. (5.8), the significance level for the protocol’s security is still of the order

of 10−8, corresponding to a 6σ security criterion.

From this demonstration, we are able to conclude that if the protocol is secure against a

cheating Alice, then it is also viable. This means that if Alice is honest and is trying to commit
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Álvaro Almeida Chapter 5. Implementation of a Quantum Bit Commitment Protocol

to ‘0’, she can never pass the test of committing to ‘1’.

5.5 Summary

In this chapter, we presented a QBC protocol based on two nonorthogonal SOPs sent

through optical fibers. Classical bits were encoded in photon’s polarization and transmitted

through different fiber lengths. Results were presented for Alice committing both to ‘0’ and to ‘1’

and compared with theoretically expected results, showing good agreement. We also presented

results for the optimal cheating strategy for Alice and demonstrated a validity criterion for Bob

to accept or reject Alice’s commitment.

The implementation of this QBC protocol assumed some technological limitations, which

means that it is not unconditionally secure. However, there are still two good reasons for

implementing this protocol. The first one is that stable long-term quantum memories and ideal

non-demolition measurements are not going to be feasible in a foreseeable future. The second

reason is supported by the fact that this protocol is much easier to implement in a real-world

scenario than relativistic QBC protocols.
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Chapter 6

Conclusions and Future Work

T
he work presented in this thesis focused on three major topics: (i) the implementation

of a probabilistic and of an entangled photon source and the characterization of the

source statistics, (ii) a dynamic method to control polarization in fiber-based schemes

and (iii) the implementation of a quantum bit commitment protocol. In all cases, we have

presented theoretical descriptions validated by experimental realizations. In this chapter, we

present an overview of the work developed and summarize the main conclusions. Finally, we

present directions for future work.

6.1 Conclusions

In Chapter 2, we started by presenting a brief review of the state-of-the-art of quantum

communications. Then, we introduced some basic concepts of quantum information, mostly

related with the security criteria. We have presented and described the Bennett-Brassard 1984

(BB84), Bennett 1992 (B92) and quantum-bit commitment (QBC) protocols, since they were

used as a basis for this work. Finally, we have described the main components of a quantum

communications scheme, namely the photon source, the encoding scheme, the quantum channel

and the decoding scheme.

Chapter 3 of this thesis was devoted to the experimental implementation of a probabilistic

and an entangled photon source. After a brief introduction to the four-wave mixing (FWM)

process, we have demonstrated that this process could be obtained experimentally in a simple

way, using it to determine the nonlinear coefficient of a dispersion-shifted fiber (DSF). This

coefficient was obtained from the fit to the variation of the idler optical power as a function of

the signal wavelength detuning, which shown to agree with the model proposed. Then, we have

presented a method to determine the source statistics, which consisted in two steps: the mea-

surement of the photon counts for different detection efficiencies and a numerical reconstruction

based on the maximum-likelihood estimation (MLE) method and the expectation-maximization

(EM) algorithm. The results obtained allowed us to conclude, in a general way, that the statis-
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tics of the source depends on the type of process which allows the generation of photons. If

the generation process is spontaneous, the statistics of the source will be thermal, but if the

process is stimulated the statistics will follow a Poissonian distribution. The spontaneous pro-

cess was obtained when the signal power was low, thus presenting a thermal statics, changing

to Poissonian when the signal power was high and the stimulated process dominated. For in-

termediate values of power, the statistics of the source follows a multithermal distribution, i.e.,

a distribution which accounts with photons generated from spontaneous processes and others

from stimulated processes. We have also concluded that when the average number of photons

per pulse is much lower than one, the statistical distribution of the source is equivalent to the

one which is obtained from an attenuated laser. Therefore, this source can be also used in proof-

of-principal demonstrations of quantum communications. Then, we have studied the impact of

the FWM process in a co-propagating quantum signal. As it is demonstrated in several works,

the statistics of an attenuated laser source is always Poissonian, independently of the number

of photons produced, since they were generated from stimulated processes. Therefore, we have

used the same method as for previous case to determine the statistics of the attenuated photon

source when it is in the presence of the FWM process. In order to verify the maximum impact

of FWM, the idler photons were generated in the same wavelength of the quantum signal. We

verified that when the quantum signal is set at a low power, the spontaneous processes from

FWM dominate, leading to a thermal statistics. This can lead to security problems in some

quantum communication experiments, since in this case the receiver is expecting Poissonian-

distributed photons from the quantum signal and measures thermally-distributed ones, which

can be interpreted as an effect of an eavesdropper. If the quantum signal is generated at higher

power regimes, its statistics will dominate over the FWM, but at the same time it can also

threaten the security of the protocol, since the average number of photons per pulse is higher

and that can be advantageous for an eavesdropper to get information from the encoded qubits.

Finally, we have demonstrated results which confirmed the violation of Clauser-Horne-Shimony-

Holt (CHSH) inequality. For that, we have generated entangled-photon pairs in a Sagnac fiber

loop and calculated the correlation between the two photons of the pair for different polar-

ization configurations. The violation of the inequality was observed for more than 5 standard

deviations, obtained from the value of Bell’s parameter, S = 2.469± 0.0862.

In Chapter 4, we have studied the evolution of the quantum-bit error rate (QBER) of the

system in two different cases, first when no control of polarization was present and then using a

polarization control method. We verified that, in a system without control of polarization, the

QBER changes randomly with time and that variation is as higher as longer the transmission

fiber. We have also studied the impact of cross-talk in the QBER, verifying that it is extremely

important that it can be minimized as much as possible. Next, we have implemented a system

of quantum communications using the FWM process as a photon source. Information was

encoded in the photons’ polarization, transmitted through an optical fiber and then decoded.

We have verified that the visibility of the states-of-polarization (SOPs) detected was higher than

97%, even after photons were transmitted through 60 km of fiber. Finally, we have presented

an automatic polarization control scheme based on monitoring the QBER of the system. We
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have derived a theoretical method to estimate the QBER in a rigorous way and which is based

on the Clopper-Pearson confidence interval. The transmission system was based on the use of

frames containing both qubits for the estimation of the QBER and qubits carrying quantum

information. We have determined the minimum number of qubits for the accurate estimation of

the QBER and demonstrated numerically that the method is capable of controlling polarization

even after photons were transmitted through a long distance quantum channel. An experimental

validation of the method was obtained using an optical fiber with 40 km as a quantum channel.

In Chapter 5, we have presented a QBC protocol which was based on two nonorthogonal

SOPs to encode information. The encoding of classical information was performed in photons

polarization and the quantum channel was an optical fiber. Results were obtained for three

different cases, one where the sender and the receiver were side by side, other when they were

separated by an 8 km optical fiber and other when they were 16 km apart. In all cases, we

verified a successful implementation of the protocol, i.e., within the theoretical security limits

established. The success rate (SRATE) in the measurement of the results was higher than

93%, assuring that the implementation of the protocol was performed securely, i.e., above the

theoretical minimum of 85%. Finally, we have evaluated the optimal cheating strategy for Alice

and discussed the security of the protocol, concluding that the implementation of the protocol

is secure with a confidence up to 7 standard deviations.

6.2 Future Work

Related to the work presented in this thesis, some topics can be considered for future

research. These topics are described next.

• The length of the quantum channel can be increased in order to test the functionality of

the polarization control method presented in Chapter 4 when subjected to larger vari-

ations of polarization. The security of the implementation of the protocol described in

Chapter 5 can also be tested for a larger separation between Alice and Bob.

• Most of the experiments presented in this thesis are proof-of-principle demonstrations.

Therefore, the repetition rate of the data was relatively slow. It would be interesting to

use higher transmission rates, in order to verify the behavior of the transmission scheme.

One way to do it is through the use of field-programmable gate arrays (FPGAs) instead

of microcontrollers (MCs).

• All experiments presented in this thesis were performed in a laboratorial environment. It

might be interesting to move to a field environment in order to confirm their robustness

in a real-world implementation.

• A security analysis model can be derived in order to determine the optimal number

of photons per pulse to use in each experiment. Moreover, the impact of that optimal
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number of photons in the experimental results can be verified, namely in the transmission

rate.

• The security of the protocol presented in Chapter 5 is based on current technological

limitations. Therefore, the possibility to develop a scheme to make its implementation

unconditionally secure can be investigated, removing its dependence from technological

limitations.
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Appendix A

Characteristics of the Experimental

Components

In this Appendix, we present the general characteristics of the components used in the

laboratorial experiments.
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Appendix B

Laboratorial Pictures

In this Appendix, we show some pictures of the experimental schemes implemented in the

laboratories of the Instituto de Telecomunicações, in Aveiro.
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Figure B.1: First experimental setup used in the generation of the four-wave mixing photon
source (which was later simplified to Fig. 3.7) and in the encoding/transmission/decoding of
polarization-encoded photons (which was later simplified to Fig. 4.5).
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Figure B.2: Experimental setup used in the characterization of the four-wave mixing photon
source statistics (Fig. 3.8) and in the study of the impact of four-wave mixing in a co-propagating
quantum signal (Fig. 3.12).
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Figure B.3: Experimental setup used in the implementation of the real-time polarization
control method (first version of Fig. 4.16).
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Figure B.4: New assembly of the experimental setup used in the implementation of the real-
time polarization control method (Fig. 4.16).
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Figure B.5: Experimental setup used in the implementation of the quantum bit commitment
protocol (first version of Fig. 5.2).
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Figure B.6: Top view of the experimental setup used in the implementation of the quantum
bit commitment protocol (which was later simplified to Fig. 5.2).
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